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Abstract

This study explores the intersection of artificial intelligence (Al), climate-resilient infrastructure, and
cybersecurity within Nigeria's public healthcare system. It proposes an integrated policy framework to ensure
sustainable health outcomes amid technological and environmental challenges. As Nigeria adopts Al to enhance
diagnostics, disease surveillance, and healthcare delivery, it also faces mounting cybersecurity threats. These
threats are compounded by infrastructural vulnerabilities, particularly in climate-sensitive regions. Employing a
qualitative research design and an interdisciplinary analysis of health systems, digital risks, and climate adaptation
strategies, the study identifies critical policy and implementation gaps that expose Al-driven health technologies
to cyberattacks and operational failures during climate-induced disruptions. It advocates for a unified
cybersecurity policy that aligns digital health innovation with resilient infrastructure planning, ethical Al use, and
robust regulatory oversight. The study concludes by asserting that securing Nigeria's Al-enabled healthcare system
requires urgent, coordinated action across sectors to safeguard data integrity, ensure service continuity, and protect
the most vulnerable populations in an increasingly digital and climate-volatile era.

Key Word: Artificial Intelligence, Healthcare Systems, Climate-Resilient Infrastructures, Cybersecurity,
Sustainability.

Background to the Study

The landscape of public healthcare in Nigeria can be said to be a playground of chronic infrastructural deficits,
persistent environmental degradation, systemic inefficiencies, and widening technological disparities. Despite
decades of policy interventions and structural adjustments, the Nigerian health system continues to grapple with
foundational weaknesses that jeopardize both the quality and accessibility of care. These challenges are
particularly pronounced in rural areas where the burden of disease is exacerbated by poverty, environmental
exposure, and logistical marginalization. As Ademiluyi and Aluko-Arowolo (2009) and Gbadamosi & Olorunfemi
(2016) have observed, the urban-rural disparity in healthcare provision results in a stark unevenness of access,
with rural communities lacking basic healthcare infrastructure, skilled personnel, and critical medical supplies.
Coupled with erratic electricity, poor sanitation, and inefficient transport networks, these deficiencies render the
system fragile and reactive rather than preventive or adaptive (Ortom et al., 2024; Oyebode & Coker, 2021). These
infrastructural and systemic failures not only compromise health outcomes but also erode public trust and
exacerbate existing inequities across socio-economic and demographic lines.

Compounding these structural challenges is the growing burden of environmental degradation and climate
variability, which has come to become a formidable threat to healthcare resilience in Nigeria. The intensification
of climate-related risks ranging from recurrent flooding and prolonged droughts to extreme heat waves and
shifting disease vectors has systematically exposed the fragility of Nigeria’s health infrastructure. Health facilities
in flood-prone areas such as Lagos, Rivers, Anambra and Bayelsa have been routinely damaged or rendered
inaccessible, disrupting critical services and displacing thousands of patients (Okoyeuzu et al., 2024). Moreover,
the lack of climate-resilient infrastructure such as flood-proof hospitals, heat-resistant equipment, and stable water
supplies, renders service delivery erratic, especially in emergency contexts (Usman et al., 2024). In regions where
road networks are destroyed and water sources contaminated, both healthcare providers and recipients are
subjected to life-threatening delays, disease outbreaks, and resource shortages. Vulnerable populations
(particularly rural dwellers, children, women, and the elderly) bear the brunt of these disruptions, further
entrenching cycles of health poverty and systemic exclusion (Monday, 2019).

In parallel with these climate vulnerabilities and systemic healthcare deficiencies, Nigeria is undergoing a quiet
digital revolution marked by the tentative but growing deployment of Artificial Intelligence (Al) in healthcare
delivery. Al technologies are being piloted in several domains including diagnostics, telemedicine, biomedical
translation, and insurance optimization. For instance, Al-enabled electrocardiogram (AlI-ECG) tools have been
trialed for the early detection of cardiomyopathies in high-risk populations such as pregnant and postpartum
women, offering timely interventions that can save lives (Antia et al., 2024). Similarly, Al-based diagnostic and
decision support systems are increasingly being used to augment clinical judgement, particularly in settings where
human resources are overstretched or expertise is scarce (Umar et al., 2024; Undie et al., 2024). Despite these
promising developments, however, the integration of Al in the Nigerian healthcare context remains fraught with
limitations. Infrastructure constraints, regulatory ambiguity, ethical concerns, and limited digital literacy among
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healthcare workers continue to impede the full realization of AI’s transformative potential (Ayomide & Ego,
2024). While many professionals acknowledge Al’s capacity to enhance efficiency and accuracy, there is a
pressing need for targeted training and governance frameworks that ensure responsible and inclusive adoption
(Adigwe et al., 2024).

Nevertheless, as the health sector increasingly digitizes, new and more insidious threats arise. These cybersecurity
vulnerabilities endanger patient data, erode institutional integrity, and expose systemic weaknesses. The growing
reliance on digital platforms such as electronic health records (EHRs), mobile health applications, and telehealth
services necessitates robust cybersecurity mechanisms, which are currently inadequate, underdeveloped and
sometimes non-existent in Nigeria. Many facilities operate without basic IT safeguards, making them susceptible
to data breaches, ransomware attacks, and unauthorized access (Idoko et al., 2024; Elechi et al., 2024). The Nigeria
Data Protection Regulation (NDPR), while a positive legislative step, suffers from limited enforcement and weak
institutional oversight, particularly in rural areas where digital literacy and technical capacity are lowest (Elechi
et al., 2024). Furthermore, the absence of standard protocols, investment in security tools, and routine digital
training exposes frontline healthcare workers to risks that compromise both personal and institutional security.
These cybersecurity lapses not only threaten the integrity of digital health systems but also risk exacerbating health
inequities by making already vulnerable populations targets of digital exploitation and medical misinformation.
Given the convergence of climate risks, digital transformation, and systemic healthcare challenges, there arises
an urgent imperative to conceptualize and operationalize an integrated framework that simultaneously addresses
the triad of climate resilience, Al integration, and cybersecurity governance in the Nigerian health sector. Such a
framework must not only bridge infrastructural and digital gaps but also respond adaptively to Nigeria’s complex
ecological, social, and institutional realities. Al-driven systems hold immense promise in making healthcare more
predictive, personalized, and efficient particularly in resource-constrained environments where real-time data
analytics, automated diagnostics, and digital communication can transform health outcomes (Rane et al., 2024;
Khan, 2025). In the context of climate disasters, Al can enable early warning systems, optimize resource
allocation, and support coordinated emergency responses that are crucial for minimizing health crises. However,
without fortified and climate-resilient infrastructure (hospitals built to withstand floods, stable electricity
networks, and resilient supply chains) Al tools will remain ineffectual, marooned in theoretical potential rather
than practical reality.

Moreover, the intersection of these domains demands a new policy consciousness. A consciousness that
recognizes the complex vulnerabilities of physical infrastructure, digital systems, and climatic uncertainty. Health
policies must no longer exist in isolation from environmental and technological governance. Instead, they should
be integrated through a multi-sectoral approach that fosters collaboration across health ministries, disaster
response units, cybersecurity agencies, and civil society actors. This entails designing cybersecurity policies that
not only protect data but also secure Al algorithms from manipulation, bias, or systemic failure, particularly during
public health emergencies (Idoko et al., 2024; Elechi et al., 2024). It also requires reimagining medical
infrastructure as digitally integrated, climate-adaptive spaces where resilience is not merely about survival but
about sustainability and equity in service delivery. In doing so, such a framework will ensure that health systems
are not only reactive to threats but proactive, inclusive, and prepared for the complex and dynamic challenges of
the 21st century.

The imperative to act is heightened by Nigeria’s rapidly growing population, increasing urbanization, and the
intensifying effects of climate change, all of which threaten to outpace current healthcare capacities. Without an
integrated strategy that combines Al deployment with infrastructural adaptation and digital protection, Nigeria
risks entrenching existing disparities and magnifying future vulnerabilities. Conversely, by constructing a
synergistic policy architecture that anticipates risks, fortifies systems, and empowers healthcare workers and
institutions, Nigeria can leapfrog into a new era of sustainable public health governance, resilient not only in the
face of today’s crises but adaptive to the uncertainties of tomorrow.

In light of the foregoing, this research proposes a cybersecurity policy framework tailored for Al-driven healthcare
systems within climate-resilient infrastructure in Nigeria. The goal is to synthesize the fragmented elements of
health digitization, environmental adaptation, and cybersecurity into a coherent, actionable roadmap for
sustainable public health delivery. This study therefore seeks to comprehensively link these critical areas,
contributing insights and policy tools to an underexplored but increasingly urgent discourse. In doing so,
contribute to the scaffold for a paradigm shift, where Nigeria’s health system is not merely reformed but
fundamentally reimagined to thrive amid digital complexity, climatic volatility, and the enduring aspiration for
health equity.
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Conceptual Clarifications

Concept of Artificial Intelligence

Artificial Intelligence (Al) refers to the ability of machines to perform cognitive tasks such as learning, reasoning,
and problem-solving, traditionally linked to human intelligence (Haenlein and Kaplan, 2019; Morandin-Ahuerma,
2022). Though definitions vary, they mostly stress Al’s capacity for logic, autonomy, and adaptability (De Zufiiga
etal., 2023; Jutel et al., 2023). Historically, the term was first used by John McCarthy in 1956 to describe machines
that could behave intelligently (Chaudhary et al., 2024). Over time, Al has grown beyond imitation of humans to
include independent reasoning that sometimes exceeds human ability (Kaplan, 2016). While some see it as a
technical field rooted in algorithms and computing (Deng, 2018), Al also reshapes sectors like health, education,
and business (Amisha et al., 2019; Chen et al., 2020; Enholm et al., 2021). Understanding Al requires both its
technical and evolving human dimensions.

Climate-Resilient Infrastructure

Climate-resilient infrastructure refers to systems and structures designed to withstand and adapt to the effects of
climate change, such as floods, storms, and long-term shifts in weather patterns (Nik et al., 2020). It aims to ensure
that essential services continue to function during and after climate-related disruptions (Schweikert and Deinert,
2021). This kind of infrastructure is durable, stable, and built to perform reliably even under stress (Kumar et al.,
2021). It is also flexible and capable of adjusting to new or unexpected climate threats over time (Shakou et al.,
2019). Some designs combine natural features like forests or wetlands with built systems to increase resilience
and allow for better responses to environmental changes (Andersson et al., 2022). Others use digital technologies
such as sensors and artificial intelligence to monitor and manage risks in real time (Argyroudis et al., 2022). These
tools help in detecting early threats and making quick adjustments when needed (Shobande et al., 2024). Climate-
resilient infrastructure depends on ongoing learning, regular assessments, and a wide range of solutions to stay
effective in a changing climate (Li et al., 2024).

Concept of Sustainability

Sustainability can be summed up to mean the ability to meet present needs without harming the ability of future
generations to meet theirs (Ben-Eli, 2018). It involves maintaining natural, social, and economic systems over
time without exhausting their core resources (Kuhlman and Farrington, 2010). This requires balancing what we
use now with what must be preserved for the future (Basiago, 1995). A sustainable system adapts to change but
continues to provide long-term benefits without damage (Hueting and Reijnders, 1998). It must also be
measurable, showing whether key functions like clean air, water, and ecosystems can last (Costanza and Patten,
1995). True sustainability depends on strong environmental support, social equity, and economic stability working
together (Moore et al., 2017).

The Role and Vulnerabilities of Al in Nigerian Healthcare

The integration of artificial intelligence (Al) into the Nigerian healthcare system can be said to be a transformative
moment that has blended innovation with the hope of addressing some of the nation’s most pressing health
challenges. Already, Al is making headway in diagnostics, health information management, and even personalized
care (applications that were once inconceivable in many sub-Saharan African health contexts). However, while
these technological advances signal progress, they are interlaced with vulnerabilities and ethical dilemmas that
demand urgent interrogation and policy action. Al in healthcare, especially in a country like Nigeria, must not
only be seen through the lens of potential benefits but also critically examined for its latent and inherent threats
to equity, privacy, reliability, and accountability.

Current applications of Al in Nigeria’s healthcare shows both the ambition of its stakeholders and the flexibility
of the technology. Al-enabled diagnostics, such as the electrocardiogram tools being piloted under the SPEC-AI
Nigeria trial, exemplify targeted efforts to combat maternal cardiovascular health challenges in both Northern and
Southern Nigeria (Adedinsewo et al., 2023). Similarly, machine learning systems are being deployed to optimize
cancer radiotherapy procedures in Nigeria’s twelve radiotherapy centers, enhancing precision and reducing
procedural errors (Momoh et al., 2024). These innovations signal a national readiness to experiment with advanced
tools, not just in metropolitan hospitals but across varied geographic zones. Meanwhile, Al-driven decision
support for antibiotic prescription is being explored to stem the tide of multidrug-resistant bacteria (Rabiu et al.,
2024), and explainable Al techniques such as SHAP and LIME are gaining traction in making complex model
outputs transparent, especially in diagnosis and public health interventions (Undie et al., 2024). These are not
mere technological insertions but systemic shifts aimed at remedying long-standing health inequities.

111



Application Area

Region/Institution Involved

AI-ECG for cardiomyopathy

6 sites (2 North, 4 South)

12 radiotherapy centers
nationwide

Lagos State University Teaching
Hospital

XAl in decision support Case studies across Nigeria
Table 1: Regional and Institutional Highlights (Adedinsewo et al., 2023; Momoh et al., 2024; Ayomide & Ego,
2024; Undie et al., 2024)

Cancer radiotherapy

Predictive analytics

Crucially, Al can be leveraged to improve healthcare access in rural and underserved Nigerian communities,
where it is currently limited. By combining Al's predictive capabilities with mobile health apps and remote
diagnostics, early detection of diseases like malaria, diabetes, and cardiovascular conditions becomes possible.
Health monitoring apps powered by machine learning can track symptoms, flag anomalies, and extend healthcare
beyond traditional hospital settings. This decentralizing force can reconfigure Nigeria's urban-centered healthcare
models, delivering low-cost, high-impact interventions where needed most.

Yet, these advances are not without critical vulnerabilities. One of the most immediate threats stems from the
dependency on digital systems without resilient backup mechanisms. The Nigerian health infrastructure, already
marred by erratic power supply, poor broadband penetration, and limited technical personnel, may buckle under
the weight of advanced Al systems that require consistent computational support and secure data storage. System
failures such as a malfunctioning diagnostic model or downtime in a clinical decision support platform, could
result in misdiagnoses or delays in critical interventions (Khan et al., 2024). Moreover, opaque models with
limited explainability further aggravate this problem, making it difficult for clinicians to trace or rectify Al-driven
errors when they arise (Jeyaraman et al., 2023).

Another underappreciated however potent vulnerability can be seen in the issue of algorithmic bias. Al systems
are not immune to the socio-cultural and demographic biases embedded in their training data. In Nigeria’s diverse
population, any misrepresentation in data (be it on the basis of ethnicity, gender, or region) can translate to harmful
disparities in clinical decision-making. For instance, an Al system trained predominantly on datasets from
southern urban centers may perform poorly in diagnosing diseases in northern rural populations. This risk is
exacerbated by the lack of robust national datasets and the continued reliance on Western-centric datasets that fail
to account for Nigeria’s unique epidemiological and socio-cultural context (Arefin, 2024; Jayaneththi et al., 2023).

In such cases, algorithmic outputs could perpetuate or even exacerbate existing healthcare inequities.

The threat of data breaches and privacy violations constitutes yet another frontier of concern. Al systems,
particularly those that operate in cloud environments or aggregate data from various sources, present fertile
grounds for cyberattacks. Nigerian healthcare institutions are often underprepared to deal with sophisticated
adversarial attacks or data leaks, partly due to limited cybersecurity expertise and infrastructural inadequacies
(Jayaneththi et al., 2023). The possibility of re-identification of anonymized health records using Al techniques
raises the specter of ethical violations, particularly in a society where stigma and discrimination around certain
health conditions such as HIV/AIDS or mental health disorders remain pervasive (Murdoch, 2021). These
breaches do not just constitute technical failures; they unmask the very ethical fabric of trust and confidentiality
in healthcare.

At the institutional level, Nigeria’s regulatory and governance architecture remains unprepared for the nuanced
challenges introduced by Al. As it stands, there is no sui generis legislation tailored specifically to Al in healthcare.
What exists is a patchwork of general data protection laws (which are deficit and lacking), consumer rights
frameworks, and intellectual property statutes, none of which sufficiently address the ethical, legal, and procedural
implications of deploying opaque algorithms in life-critical scenarios (Akinpelu & Akintola, 2023; Townsend et
al., 2023). For instance, while Nigerian law prohibits discrimination, it remains silent on algorithmic bias, thereby
offering little recourse to patients harmed by skewed or prejudiced Al decisions. This regulatory vacuum leaves
Al developers and healthcare institutions in a grey zone of legal ambiguity and ethical inconsistency.

These deficiencies are compounded by a broader problem of institutional capacity. Many health institutions and
professionals in Nigeria lack the requisite technical workforce, cybersecurity infrastructure, and data governance
protocols to implement Al responsibly. The result is an uneven and sometimes reckless adoption of Al, driven
more by the allure of innovation than by rigorous readiness assessments. While surveys show that Nigerian
healthcare workers are increasingly aware of Al’s potential and are generally optimistic (Adigwe et al., 2024),
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they also reveal palpable fears over job displacement, data misuse, and lack of control over Al systems (Ogolodom
et al., 2023). Such ambivalence reflects a system in transition caught between the demands of digital
modernization and the realities of structural fragility.

Moreover, the ethical education and preparedness of healthcare workers to interface with Al systems remains a
pressing concern. The speed of Al adoption has outpaced the evolution of training curricula and ethical guidelines
within Nigerian medical institutions. As a result, frontline workers often encounter Al tools with minimal
understanding of their limitations or appropriate usage contexts (Khan et al., 2024). Inadequate training also
heightens the risk of over-reliance on Al recommendations, weakening critical thinking and professional judgment
in clinical settings. A sustainable integration of Al into healthcare, therefore, requires not only technical upgrades
but also profound investments in human capacity development, professional ethics, and interdisciplinary
collaboration between technologists and clinicians.

Climate-Resilient Health Infrastructure in Nigeria

The intensifying realities of climate change are no longer abstract projections but existential disruptions,
particularly for Nigeria’s fragile health sector. The country’s healthcare infrastructure long beset by historical
underinvestment and systemic inefficiencies, now faces an additional layer of threat from climate-induced hazards
such as flooding, extreme heat, droughts, and violent storms. These phenomena not only challenge the
functionality of health systems but also reveal an uncomfortable truth: Nigeria’s current health infrastructure is
fundamentally ill-equipped to cope with the growing climate-health nexus. A transformative shift is required, a
shift not merely in the architecture or engineering of hospitals and clinics. Rather, it's a shift in the strategic vision
that underpins their design, operation, and integration within wider socio-environmental ecosystems.

Flooding remains the most visible and immediate threat to health infrastructure across Nigeria’s southern and
riverine regions. In cities such as Lagos, Port Harcourt, and Asaba, torrential rains have inundated health centers,
blocked access roads, damaged electrical systems, and exposed both patients and medical workers to toxic
environments (Okoyeuzu et al., 2024). In rural communities, where health services are already stretched thin,
floods render small clinics entirely inaccessible, disrupting routine services such as antenatal care, immunizations,
and emergency responses. The lack of elevated foundations or robust drainage systems in many facilities shows
the gross underestimation of environmental vulnerability in public health planning. Furthermore, waterborne
diseases like cholera and typhoid surge in the aftermath of such flooding events, burdening already incapacitated
facilities (Pinchoff et al., 2025). What becomes evident here is that health infrastructure in Nigeria is not merely
subjected to climate threats, it is complicit in its own vulnerability due to poor planning, structural inadequacies,
and lack of anticipatory resilience mechanisms.

Beyond flooding, rising temperatures and heatwaves are also exerting pressure on Nigeria’s health facilities. In
the arid northern regions and increasingly in urban heat islands across the country, temperatures have soared
beyond historical norms, leading to increased incidence of heatstroke, cardiovascular disorders, and
dermatological conditions (Okoyeuzu et al., 2024). The thermal stress also affects infrastructure integrity,
hastening material fatigue and compromising the efficiency of cooling systems. Most critically, the storage of
heat-sensitive pharmaceuticals such as insulin and vaccines has been jeopardized by erratic power supply and
inadequate cold chain systems, posing severe public health risks (Sumayya et al., 2023). This is not just an
infrastructural crisis but an ethical dilemma, where lives are lost not due to the unavailability of drugs, but because
the built environment cannot ensure their efficacy.

The relationship between drought and water scarcity further complicates healthcare delivery, particularly in
northern states grappling with desertification and dwindling aquifers. Clinics in these areas frequently lack water
for sanitation, putting patients and staff at risk of infectious outbreaks during routine care procedures (Olutumise
et al., 2021). The COVID-19 pandemic brought to fore, the vital role of hygiene infrastructure, however many
Nigerian clinics still operate without handwashing facilities, let alone climate-resilient WASH (Water, Sanitation,
and Hygiene) systems. Drought conditions heighten this fragility, undermining both patient care and staff morale,
and reinforcing a vicious cycle where environmental degradation translates into healthcare degradation. Here
again, the absence of integrated planning where environmental realities are proactively incorporated into facility
design, reveals a deeper structural disjuncture.

Energy instability remains a silent but deadly threat to healthcare resilience. The majority of health centers in
Nigeria (particularly public health centres) rely on erratic grid electricity or diesel generators, both of which are
highly vulnerable during climate emergencies. Without backup systems such as solar photovoltaics or battery
storage, clinics often plunge into darkness during floods or storms, disabling diagnostic equipment, surgical
theaters, and refrigeration units (Shirali et al., 2024). In this sense, Nigeria’s health infrastructure is not merely
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unsustainable; it is energy-insecure and climate-blind. A future-oriented approach would entail not just the
addition of solar panels, but a full transition to decentralized, renewable, and climate-buffered energy systems.
This would ensure continuity of care during crises and reduce operational costs over time (a win-win that has yet
to be widely embraced or legislated).

At the core of these challenges lies a deeper institutional and planning deficit. Hospital construction in Nigeria
rarely includes environmental risk assessments or climate modelling. Buildings are sited based on political or
demographic pressures rather than topographical, hydrological, or climatological analysis (Akinkuolie et al.,
2025). Consequently, health facilities are often located in flood-prone basins, heat-vulnerable urban centers, or
remote drought-stricken zones without adaptation mechanisms. Furthermore, building standards remain weakly
enforced, with little incentive or requirement to incorporate green architecture, passive cooling, or adaptive
structural designs. This infrastructural negligence is symptomatic of a broader policy inertia where climate
resilience is relegated to academic discourse rather than integrated in actionable building codes or fiscal budgets.
Despite these grim realities, there remains a path forward. A path that involves both retrofitting existing structures
and reimagining future health systems through a climate-resilient lens. Retrofitting must begin with structural
reinforcement, including flood-proof foundations, raised platforms, water-resistant materials, and storm-safe
roofing (Schwerdtle et al., 2024). Energy upgrades should be prioritized, with solar microgrids and energy-
efficient lighting replacing fossil-dependent systems. Rainwater harvesting, green waste management, and
improved ventilation systems would not only reduce the environmental footprint of health facilities but also
enhance their operational autonomy during climate shocks (Shirali et al., 2024). In doing so, resilience must be
defined not as mere survival during disaster, but as the sustained capacity to deliver equitable and quality
healthcare under changing climate conditions.

Furthermore, building climate-resilient health infrastructure is not merely a technical endeavor, it is a political
and moral imperative. It requires a paradigm shift in governance: from reactive crisis management to anticipatory
adaptation. Climate risk assessments must be institutionalized at every level of health facility development, from
local clinics to federal teaching hospitals. This includes integrating climate-health modules into the training
curricula of engineers, architects, and health professionals alike. Policies must go beyond rhetorical commitments
to include budgetary allocations, implementation frameworks, and robust monitoring systems. Investments must
prioritize decentralized, disaster-ready health centers that are capable of operating autonomously in times of
climate stress, especially in hard-to-reach rural communities (Ogbonna et al., 2023). Moreover, there is an urgent
need to mobilize domestic capital and climate finance toward health infrastructure, rather than relying solely on
foreign donors whose funding streams are often uncertain and conditional.

Cybersecurity Policy for Sustainable Public Health

The digital transformation of healthcare in Nigeria offers an opportunity to enhance public health outcomes, yet
it also surfaces an equally formidable threat that jeopardizes patient safety, institutional trust, and the long-term
sustainability of Al-driven health systems. While technologies such as electronic health records (EHRS), Al-
powered diagnostics, and telemedicine platforms promise accessibility and efficiency, they simultaneously
introduce novel vulnerabilities that conventional security policies are ill-equipped to manage. The health sector is
now a prime target for cyberattacks owing to the high value of personal health data and the critical nature of
services rendered. A cybersecurity policy tailored specifically for Nigeria’s healthcare sector is no longer optional,
it is the linchpin for building a secure, trusted, and resilient public health infrastructure.

Emerging digital threats have significantly altered the threat topology in the Nigerian health sector. These threats
include advanced persistent threats (APTs), ransomware, phishing campaigns, data poisoning in Al systems, and
Distributed Denial of Service (DDoS) attacks targeting hospital servers and telemedicine platforms (Singh et al.,
2023; Arefin, 2024; Sharma, 2023). While global examples are abundant, Nigeria’s growing Al-health ecosystem
fueled by teleconsultation services, electronic health platforms, and mobile diagnostics, is increasingly vulnerable
to such incursions. Data breaches have become rampant, threatening not only individual patient privacy but also
the structural reliability of Al models whose integrity is essential for diagnosis and treatment. When training
datasets are poisoned, Al systems make flawed recommendations, and erroneous medical interventions become
more likely (Acufia, 2024). These are not speculative risks but practical realities demanding urgent policy
attention. The authors posit that, these threats are no longer peripheral, they constitute existential dangers to the
future of Al in medicine, especially in developing states like Nigeria where institutional inertia often lags behind
technological change.

The Nigeria Cybercrime Act of 2015 remains the principal legal instrument for addressing cyber threats nationally,

yet it falls short in health-specific contexts. While it criminalizes cyber intrusions and outlines penalties for data
breaches, it lacks the granularity required to address sector-specific risks like the misuse of patient biometric data,
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Al inference vulnerabilities, and breaches involving federated medical learning systems. Healthcare is a unique
domain where cyber risks translate into life-threatening consequences and not just financial loss. Unfortunately,
the Nigeria Data Protection Regulation (NDPR), while promising, remains only partially implemented and largely
fragmented in enforcement (Idoko et al., 2024). There is an evident legal vacuum: unlike the U.S. Health Insurance
Portability and Accountability Act (HIPAA), Nigeria lacks a dedicated, binding framework to regulate how
healthcare entities collect, process, store, and protect sensitive health information. Moreover, existing policies
provide insufficient guidance on breach notifications, incident response, and minimum technical standards for
healthcare facilities.

To mitigate these gaps, a multi-pronged policy architecture is necessary, one that not only mandates baseline
compliance but is also adaptive to Nigeria’s evolving technological terrain. This would entail instituting sector-
specific cybersecurity standards for Al-powered health systems that incorporate mandatory encryption (e.g., AES-
256 or post-quantum protocols), regular penetration testing, and advanced access control mechanisms (Kumar &
Shaw, 2024). Mandatory training for healthcare professionals in digital hygiene is equally vital, as insider threats
(whether via negligence or malicious action) remain a leading cause of breaches (Arefin, 2024; Singh et al., 2024).
It is the authors' opinion that the mere technological sophistication of a system does not ensure security. Cultural
alignment, digital literacy, and ethical awareness among stakeholders are equally foundational to any viable
cybersecurity policy.

Furthermore, technical responses must be both robust and context-sensitive. The adoption of federated learning
and privacy-preserving analytics can minimize the exposure of raw data while maintaining algorithmic utility
(Nankya et al., 2024; Pendyala, 2025). Edge computing and multi-cloud architectures can reduce reliance on
centralized data hubs (typically a single point of failure) by decentralizing processing and enhancing redundancy
(Giller, 2024). The integration of anomaly detection systems powered by Al allows real-time monitoring and
adaptive threat responses that do not disrupt clinical workflows (Bajpayi et al., 2024). Hence, cybersecurity in
healthcare must embrace the principle of “graceful degradation.” In other words, systems should be able to
continue operating at reduced functionality under attack, rather than collapsing entirely, thereby ensuring
continuity of care in times of crisis.

Equally important is the coordination among critical stakeholders. Agencies such as the National Information
Technology Development Agency (NITDA), the Ministry of Health, and national security institutions must co-
create a unified cybersecurity governance model. Fragmented efforts however well-meaning, are ineffective in a
domain as interconnected as digital healthcare. Collaborative frameworks should enable joint incident response
units, pooled cybersecurity resources, and shared threat intelligence platforms (Luidold & Jungbauer, 2024; Kala,
2024). One thing is for sure, siloed operations, typical of Nigeria’s bureaucratic structure, contribute significantly
to the underreporting of breaches and delayed responses. By contrast, inter-agency collaboration creates shared
accountability and bolsters public confidence in digital health innovations.

A cybersecurity policy for public health must ultimately align with the larger agenda of sustainability. Security is
not merely a technical attribute, it is a prerequisite for trust, system resilience, and citizen participation. Without
robust cybersecurity, public trust erodes, adoption of digital health platforms stalls, and the immense potential of
Al and big data to revolutionize healthcare delivery is lost. Resilience, in this sense, is not only about technology
but also about societal commitment and institutional credibility. Sustainability in public health is compromised
when systems are not secure, leading to service disruptions, reduced access, and systemic inefficiencies.
Therefore, cybersecurity is not just a technical domain; it is a socio-political imperative that intersects with ethics,
policy, and development.

Moreover, this intersectionality demands that Nigeria’s cybersecurity strategy be future-facing. This means not
only addressing current threats but also anticipating the ethical and technical dilemmas posed by quantum
computing, algorithmic opacity, and data sovereignty. Policies must evolve to regulate the governance of Al
decision systems, especially as diagnostic models become more autonomous. The opacity of black-box Al models
raises serious accountability concerns when clinical decisions go wrong. Therefore, the policy must mandate
explainability and traceability in Al systems used for healthcare, ensuring that they can be audited and that
decisions are interpretable by humans.

Collaborative Action Impact on Cybersecurity and Sustainability
Standardized protocols Consistent, system-wide protection
Joint training and capacity building Enhanced skills and preparedness
Real-time information sharing Faster threat detection and response
Public engagement strategies Increased trust and adoption of digital health
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Table 2: Practical Measures for Sustainable Cybersecurity Policy (Luidold & Jungbauer, 2024; Kala, 2024;
Arias & Hayajneh, 2024; Lee et al., 2018)

Conclusion

This paper has examined the critical intersection of artificial intelligence, climate-resilient infrastructure, and
cybersecurity within Nigeria's healthcare system. It reveals that while Al offers powerful tools for enhancing
public health outcomes-through predictive analytics, diagnostics, and efficient resource allocation-its integration
into a digitally transforming health sector also introduces new and complex cybersecurity threats. These risks are
further magnified by Nigeria's vulnerability to climate change, including floods, power outages, and infrastructural
decay, all of which threaten the continuity and security of both physical and digital health assets. The lack of
comprehensive policy alignment among digital health, climate adaptation, and cybersecurity strategies
undermines national preparedness, particularly for marginalized and climate-sensitive communities.

To address these gaps, there is a pressing need for a unified cybersecurity policy framework that specifically
targets Al-driven healthcare systems within climate-risk contexts. This framework must promote cross-sectoral
collaboration among health, technology, and environmental agencies while integrating climate risk assessments,
data privacy, and ethical Al deployment into national digital health strategies. Alongside policy reform, capacity-
building initiatives must be prioritized to enhance cybersecurity awareness among health workers, equip
infrastructure managers with climate adaptation knowledge, and foster local innovation through public-private
partnerships. These interventions will help bridge the policy and technical divides that currently hinder Nigeria’s
ability to secure health systems in the face of technological and environmental disruptions.

In conclusion, securing Al-driven healthcare systems within climate-resilient infrastructure is both a strategic and
ethical imperative for Nigeria’s sustainable public health future. It demands not only technological innovation but
also governance reforms, inclusive education, and resilient investment in digital infrastructure. A failure to act
decisively risks exacerbating health inequities, eroding public trust in digital health technologies, and exposing
vulnerable populations to cascading health crises. Therefore, a proactive, integrated, and forward-looking policy
approach is essential to protect Nigeria’s healthcare system from emerging cyber and climate threats while
unlocking the full potential of Al to advance equitable and sustainable public health.
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