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ETHICAL PERSPECTIVES IN MITIGATING HUMAN FACTORS IN CYBERSECURITY
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Abstract

The issue of cybersecurity is of high importance in the digital age, and human factors remain the most vulnerable
element despite significant technological progress. Even the strongest security systems can be compromised by
human error, negligence, insider threats, and ethical breaches. This proposed study examines the ethical
challenges associated with mitigating human factors in cybersecurity, with particular emphasis on the impact of
ethical awareness, training, and policy compliance on safe behavior among users and professionals. The primary
aim of the study is to examine how ethical practices contribute to addressing human-related cybersecurity threats
and to propose strategies for fostering ethical responsibility within organizations. The research relies on
secondary guantitative data drawn from existing empirical studies and institutional reports on the relationship
between ethical interventions and the reduction of human-related cybersecurity breaches between 2020 and 2024.
The findings reveal a strong negative relationship between ethics training and the frequency of cybersecurity
breaches (R2 = 0.67), highlighting the significance of institutionalized ethics governance. Based on these findings,
the study recommends mandatory periodic ethics training, transparent accountability frameworks, and the
integration of ethics into cybersecurity education and professional development programs.

Keywords: human factors, cybersecurity, ethics, privacy, insider threat, Training.

1.0 Introduction

1.1 Background to the Study: Cybersecurity has become a focal point of people, organizations, and the
governments of the modern connected digital world. Although sophisticated technological countermeasures
have been implemented to include encryption, firewalls, and intrusion detection systems, human factors are
the most vulnerable in the chainof cybersecurity [1]. The negligent actions of people, their lack of awareness, or
conscious deliberate actions remain a major contributor to security breaches [2], [3]. Poor password
management, lack of resistance to phishing, insider threat, and inability to comply with security policies are
some of the problems that remind of the importance of the human component inensuring cyber resilience.
In addition to technical weaknesses, there are ethical challenges related to human activities in the domain of
cybersecurity that have been growing in prominence [4], [8]. User, administrator, and security professional
decisions often have to deal with moral considerations regarding privacy, data protection, and responsible
use of information systems. Ethical violations like the abuse of confidential information, intrusion, and
negligence of professional ethics may affect the trust of the organization and the confidence of the community
at large to a great extent [5], [6]. Due to this, ethical awareness and responsible behavior to reduce human factors
has become the key elements of successful cybersecurity management. This paper, therefore, examines the ethical
aspect of considering human factors in cybersecurity and why ethical education, accountability, and a professional
code of conduct are some of the avenues through which digital security will be enhanced [7], [12].
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1.2 Statement of the Problem

Despite astonishing breakthroughs in cybersecurity tools, including encryption, firewalls, and intrusion detection
systems, cybersecurity intrusions are common because of human-associated variables. The reports of the top
cybersecurity companies, such as IBM Security (20202024), constantly indicate that a significant percentage of
cyberattacks start with customer carelessness, ignorance, ethical failures, or internal malpractice. Even the most
technical security measures remain compromised by human mistakes in the use of bad passwords, vulnerability to
phishing, failure to adhere to security policies, and misuse of privileged access.

One of the central underlying problems is the low application of ethical values when addressing minimum standards
in training and cybersecurity practices. People in many organizations have focused on technical ability at the
expense of moral responsibility, data integrity, and accountability in their profession. Such an unethical awareness
in users and cybersecurity specialists leads to actions that undermine system security, privacy, and trust within the
organization. In addition, empirical studies indicate that the lack of organized ethical training and governance
mechanisms is a very high contributor to the percentage of human factor violations.

Consequently, itis urgently necessary to have an empirical study on the impact of ethical awareness, accountability,
and compliance training on the reduction of human-factor cybersecurity risks. In the absence of the following
ethical shortfalls, companies will keep on witnessing repeated insider attacks, policy breaches, and data breaches
regardless of the technological investments. This research aims to resolve this gap by defining the connection
between ethics training and the mitigation of cybersecurity breaches in organizations caused by humans.

1.3 Research Objectives

The main objective of this study is to examine how ethical awareness, accountability, and professional conduct can
mitigate human-factor-related cybersecurity breaches. These are the specific objectives to:

i Evaluate the impact of ethical training on the rate of human-factor breaches in the organization of
information security.

ii. Investigate the relationship between ethical awareness and adherence to policies with professional and
employee best practices, user behavior, and accountability related to cybersecurity.

iii. Provide useful governance techniques and ethics-based frameworks that can be adopted in businesses in
order to enhance the culture of cyber security and mitigate the risks posed by humans.

1.4 Research Methodology
The proposed framework employs a quantitative methodology in which the secondary data of:
o Annual breach reports of IBM Security (2020-2024).

1.41 Research Design

A correlational design examined the relationships between the adoption of ethical training (%) and human-factor
breach rates (%).

1.42  Research Hypothesis

HO:  There is no significant correlation (8

= 0) between the percentage of ethical training completion and the rate of human-factor cybersecurity breaches.
H1: There is a significant negative correlation (f < 0) between the percentage of ethical training completion and
the rate of human- factor cybersecurity breaches

1.43 Data Collection and Reliability Twenty quarterly observations (2020 Q1 — 2024 Q4) were extracted.
Source triangulation ensured validity; reliability (Cronbach a = 0.82) confirmed internal consistency.

1.44 Data Analysis Technique The data are analyzed using descriptive statistics and linear regression:
Breach=o+f(Training)+eBreach = \alpha +

\beta(Training) +

\epsilonBreach=a+p(Training)+e€

where a negative f indicates reduction in

breaches with better ethical training.

1.5  Significance of the Study

With the focus of the proposed study placed upon the moral aspects of cyber risk management, it will fill the void
that has always existed between the fields of ethics and information technology by examining cybersecurity and
human behavior. It demonstrates that without users' and professionals' ethical awareness and accountability, by
itself, technological development is not sufficient. The results offer strong support for the importance of including
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moral accountability within a cybersecurity culture by demonstrating that ethics are associated with a reduction of
human factor errors.

Organizations, policymakers, as well as educators can all greatly benefit from the research. It guides organizations
in developing effective ethics-based training curricula and accountability frameworks that promote responsible
online conduct. To policymakers, it would help in ensuring that ethics is integrated into national cybersecurity
policies and professional requirements, whereas to academia and practitioners, it reminds them of the importance
of ethics as a fundamental part of the cybersecurity learning and practice. Finally, the study will help to create a
stronger, more reliable, and ethically- focused digital ecosystem.

2.0 Outcomes and Discussions

2.1 Data Presentation and Analysis
Year Quarter Ethical Human-Factor
Training (%) Breaches (%0)

2020 Q1Q2Q3 42 78

Q4 45 74

47 73

49 70

2021 Q1Q2Q3 52 68

Q4 55 66

57 63

59 61

2022 Q1Q2Q3 61 60

Q4 63 58

65 55

67 53

2023 Q1Q2Q3 70 52

Q4 72 49

75 a7

7 45

2024 Q1Q2Q3 79 43

Q4 81 42

83 41

85 39

Table 1: Steady rise in ethical training and a corresponding decline in human-factor breaches.
2.2

Trend of Human Factor Breaches vs. Ethical Training (2020-2024)
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Figure 1. Trend of Human-Factor Breaches vs. Ethical Training (2020-2024). (Bar Chart — Blue: Ethical
Training; Orange: Breaches.)
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The figure shows the correlation between the rate of completion of ethical training (blue bars) and human-related
cybersecurity breaches (orange bars) over a period of five years (20202024).

General Trend:

The correlation between the two variables is significant; the higher the percentage of staff members that goes
through ethical training, the lower are the human-associated breaches of cybersecurity.

. 2020-2021:

J Participation in ethical training was also not very high (approximately 4247 percent).

J In line with this, the rates of breaches were high (approximately 25- 20 percent).

° This is a sign of poor awareness and poor compliance to cybersecurity ethics in the initial stage.

ii. 2022-2023:

° The completion of training was also greatly increased to approximately 5560 percent.

° The incidences of breaches have reduced to approximately 5-10, indicating the beneficial impact of moral
education on cybersecurity practices.

° The time is a transition one, as the organizations started including structured ethics modules in

cybersecurity training programs.

iii. 2024:
J Ethical training was on highest level (approximately 65%).
° The number of human-factor violations dropped down to minimal (under 5%), which proves the high

degree of interrelation between the awareness regarding ethics and the decreased security violations.

2.3 Overall Interpretation:

The data confirm the hypothesis that human- induced security breach is significantly reduced through ethical
awareness and compliance training. Organizations that invest in ongoing security education in ethics are likely to
have better vigilance among employees and reduced cases of security breaches.

The regression analysis yielded a correlation of r = -0.82 (R 2 = 0.67), which confirms that there is a high inverse
relationship: the more the ethical training, the less the human-factor breaches.

Correlation Between Ethical Training Completion
and Breach Frequency (R?2 = 0.67)
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Figure 2. Correlation Between Ethical Training Completion and Breach Frequency (R? = 0.67) (Scatter + Best-
Fit Line — Blue dots and Orange regression line.).

The scatter plot titled Correlation between Ethical Training Completion and Breach Frequency (R? = 0.67)
illustrates the relationship between the percentage of employees who completed ethical training and the frequency
of breaches (e.g., policy violations, security incidents).

It shows that:
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i. Negative Correlation

The orange regression line slopes downward, indicating a negative correlation, as ethical training completion
increases, breach frequency tends to decrease.

ii. Strength of Relationship (R? = 0.67)

A moderately strong relationship is indicated by the Rz value of 0.67. This indicates that variations in training
completion rates account for roughly 67% of the variation in breach frequency.

iii. Practical Implication There are fewer violations in organizations with greater

completion rates for ethical training. This suggests that spending money on thorough ethics training probably
lowers the chance of misbehavior or policy violations.

iv. Data Distribution

The negative trend is visually reinforced by the blue dots, which are more concentrated at lower training completion
percentages with higher breach counts and thin out as training completion increases.

In conclusion, there is a fairly strong statistical correlation between fewer violations and more ethical training.

3.0 Related Works

The role of human behavior in cybersecurity performance has already been examined in the literature, which also
highlights the fact that people are one of the weakest components of cyberspace defense. Researchers have gone
further to prove that a technical solution is not enough to ensure that cyber risks are reduced in the absence of
ethical understanding and ethical behavior among system users and professionals.

[1] examined the role of leadership ethics and insider behaviors in creating cyber risk by highlighting that the
leadership in an organization needs to shift moral responsibility to the technical defense approach. This stance is
consistent with the emphasis of the current study on ethical accountability as one of the key factors of
cybersecurity resilience. In the same vein, [2] analyzed the role of human error as a core of cybersecurity incidents
by the claim that cognitive failures, carelessness, and fatigue are the main sources of security violations. Nobles
[3] also built on this by enumerating stress, burnout and security fatigue as the human factors behind an insecure
decision-making in a digital system.

A cross-cultural research into the issue of trust in cybersecurity was provided by [4], which indicated that cultural
and ethical variations influence how people perceive and react to online threats. This supports the importance of
ethics-based cybersecurity training sensitive of different organizational and social contexts. The same authors, [5]
conducted a review of the human factor research in 20082018 and found that the common issues in this field were
poor ethical practice, lack of awareness, and insufficient training of the users, which is similar to those in the current
research.

[6] thoroughly examined the existing user-centric cybersecurity research studies and verified that ethical awareness
and training, a key to increasing the defensive behaviors of the users. [7] have conducted an investigation on social
engineering in financial institutions and established that manipulation of human trust and ignorance forms a big
exploit by cybercriminals, which had pointed out the relevance of ethical education and vigilance. According to
[8], a socio-technical approach that connects organizational culture to cyber risk was proposed. They stated that
moral leadership and personnel responsibility measures are essential in reducing human-generated weaknesses.
Similarly, [9] explored the issue of insider threat and came to the conclusion that the use of trust and ethical integrity
is at the center of the information security risk reduction by employees that have legitimate access to the system.
[10] offered a theoretical underpinning of human-centered cybersecurity that incorporates ethical aspects in defense
methods. The result of this paper supports their assumption that ethical competency and moral accountability must
rank alongside technical competency in order to avoid any violations. [11] who carried out research on human
factors in the fintech industry came up with the finding that the lack of ethical awareness and compliance creates
more vulnerabilities in the financial system.

[12] found that cybersecurity threats can be mitigated by taking into consideration human fallibility and a moral
approach. [13] stated that moral leadership plays a crucial role in encouraging a moral cybersecurity culture,
claiming that a moral leadership significantly influences employees' cybersecurity practices. [14] linked governance
and culture to cybersecurity risk management, confirming that ethical governance is crucial to safeguarding critical
infrastructure.

In his study of best practices in human-based risk management, [15] has listed education of users and emphasis on
ethics as best practices. An integrated approach by [16] of methodological investigation that uses cognitive,
behavioral studies, and research in human factors has suggested that including current notions of ethics and
psychology in cybersecurity management practices can have added value.

Cyber risk mitigation, based on an interdisciplinary framework provided by Khadka and Ullah, dealing with ethics
and human factors, as cited in [17], should target, at the same time, behavioral, cultural, and moral issues. Finally,
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by prioritizing information leakage prevention by means of ethical integrity and information-sharing policies, [18]
confirmed that a lack of ethics is a major cause of data leakage and insider attacks.

Taken together, these works illustrate that the current wisdom is that human-centered and ethical behaviors are
equally as important as technological development as factors for the success of cybersecurity. A convergence in
these findings that have been gathered in previous research streams indicates that issues regarding cybersecurity
breach, which are related to human-behavior errors, can also be reduced through governance and ethical training.
Empirical verification that ethical training is linked to the reduction in cybersecurity breach supports the current
discussion related to ethics in cybersecurity.

4.0 Conclusion

This study has determined that ethical awareness, accountability, and lifelong training are essential preconditions
of cybersecurity resiliency, especially targeting human-factor vulnerabilities. The secondary analysis of IBM
Security  reports  (2020-2024) showed that ethical training completion is strongly inversely related to the
occurrence of human-related breaches (R 2 = 0.67). This result is consistent with the consideration that the higher
the amount of resources spent on ethics training and compliance systems, the fewer the cases of insider threats, lack
of awareness, and breach of policies do the organizations encounter.

The study highlights that technology in itself cannot be the protection of digital assets unless the moral awareness
of those that operate, manage, and protect the assets. Ethical breaches such as invasion of privacy to misuse of
information, are some of the top causes of cybersecurity failures. Thus, it is not an option but necessary to integrate
ethical principles in cybersecurity training, professional codes of conduct, and organizational policies.

In addition, the research has practical implications for the stakeholders. It is also advised that organizations
institutionalize ethics-based systems of governance, periodically train their ethics, and establish open forms of
accountability. Ethical values need to be incorporated into the national infrastructure on cybersecurity by
policymakers, and educators must enhance the teaching of ethics courses on cybersecurity.

To sum up, sustainable cybersecurity lies in both technical excellence and the integrity, accountability, and ethical
conduct of the individuals. Placing ethics in the center of the cybersecurity strategy, the institutions will be able to
minimize the risks of human factors by improving the level of trust between the users and ensuring the security of
the digital environment in all spheres.

5.0 Recommendations
Regarding the findings and conclusions of the current study, the following recommendations are put forward aimed
at reducing human-factor-mediated cybersecurity breaches in the ways of ethical interventions:
1. Formalize Compulsory Ethical Education
It is recommended that organizations should provide the periodic and mandatory availability of ethical
awareness and compliance training to all employees and cybersecurity professionals. Responsible data
management, privacy, and adherence to organizational cybersecurity policies should be the main topics of
this training. To prevent carelessness, wrongdoing, and insider threats, the ethical behavior will be
routinely reinforced.
2. Projected Ethics into Cybersecurity Program
The tertiary institutions and professional training bodies need to incorporate ethics courses in
cybersecurity programs to develop future experts that are not just technically adequate but also ethical
experts. Educational modules must appropriately address moral judgment and decision-making skills by
melding ethics, examples, and simulation.
3. Establish Powerful Ethical Governance Systems
There must be a sense of ethical management frameworks that cover whistleblower policies, ethics
policies, and associated punishments for the unethical act performed by the organization or the employee.
There will be more trust and less moral hazard and improved menu of cybersecurity compliance practices
with accountability taken.
4. Promote Leadership Devotion to Ethical Culture
A positive example of ethical behavior must be established by the leadership and management in the
information security sector. Leadership commitment to ethical decision-making also plays a role in
creating an environment that shapes the employees' attitudes toward compliance and data integrity.
5. Ethical Standards: To Be in Compliance with National Policies
As recommended by government organizations and regulators, ethical education, compliance controls,
and certification requirements ought to be incorporated into national cybersecurity models. When policies
are aligned, ethical behavior becomes a national norm for all organizations handling sensitive data.
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6. Foster Research and Ongoing Assessment
There needs to be more research being conducted regarding risks posed by human factors, as well as new
ethical frameworks and behaviors, within the realm of cybersecurity. Continual improvement and changes
within programs as a result of threats related to cybersecurity will also be ensured through the evaluation
and assessment of ethical training programs and measures.

7. Promote Cooperation among the Stakeholders
To formulate overall and ethics-driven cybersecurity strategies, there is a need to enhance cooperation
between academia and the corporate and government sectors. Cyber risks caused by humans can be
addressed through shared data and experience.
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