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NAVIGATING THE INTERSECTION OF LAW AND TECHNOLOGY IN NIGERIA*1 

 

Abstract 

Nigeria stands at a critical juncture where digital transformation collides with traditional legal frameworks. 

With over 150 million internet users and a burgeoning fintech ecosystem, the intersection of law and 

technology no longer represents a futuristic concern; it is today's operational reality. Yet Nigeria’s legal 

infrastructure, rooted in common law traditions and analogue processes, struggles to keep pace with 

blockchain innovations, artificial intelligence deployments, and cybersecurity threats that evolve faster than 

legislation can address them. This article examines how Nigerian law grapples with technological disruption 

across four critical domains: cybersecurity regulation, data protection compliance, electronic evidence 

admissibility, and emerging technologies including artificial intelligence and blockchain. The analysis 

reveals both progressive legislative responses and persistent gaps that practitioners must navigate 

strategically. 
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1. Introduction 

It is observed that between 2020 and 2024, Nigeria experienced exponential growth in cybercrime 

prosecutions under the Cybercrimes Act 2015, witnessed the transformation of evidence law through 

electronic record admissibility, and saw the birth of comprehensive data protection legislation through the 

Nigeria Data Protection Act 2023. Meanwhile, artificial intelligence adoption accelerates without binding 

regulatory frameworks, and smart contracts operate in legal grey zones despite their increasing commercial 

deployment. For legal practitioners, understanding this intersection is not optional, it is survival. Commercial 

disputes now routinely involve electronic evidence authentication. Corporate clients demand data protection 

compliance strategies. Criminal defence increasingly requires expertise in computer forensics. Property 

transactions incorporate blockchain-based land registries. The lawyer who cannot navigate these waters will 

find themselves obsolete, while those who master this convergence will define the profession's future. This 

article provides that roadmap. Through rigorous analysis of statutory frameworks, judicial precedents, and 

comparative insights, it equips practitioners with actionable intelligence for operating at law-technology's 

intersection. The analysis deliberately avoids theoretical abstraction, focusing instead on practical 

applications that litigators, corporate advisers, and policymakers can deploy immediately. 

 

2. The Regulatory Framework for Cybersecurity in Nigeria 

 

Cybercrimes (Prohibition, Prevention, Etc.) Act 2015 

Nigeria's primary cybersecurity legislation emerged from necessity. By 2010, the nation had earned notoriety 

as a global hub for cybercrime—a reputation that threatened foreign investment and international 

cooperation. The 2003 Presidential Committee on 419 Activities in Cyberspace laid groundwork for what 

became the Cybercrimes Act 2015, providing Nigeria's first comprehensive statutory framework for digital 

offences. The Act's architecture reveals sophisticated understanding of cyber threats. It criminalizes 

unauthorized computer access (Section 6), system interference (Section 7), and interception of electronic 

communications (Section 8). Financial technology crimes receive particular attention: computer-related 

fraud (Section 14), electronic signature forgery (Section 15), and fraudulent issuance of e-instructions 

(Section 18) carry penalties up to N7 million- or seven-years imprisonment. But the Act's most consequential 

provision addresses Critical National Information Infrastructure (CNII). Section 2 empowers the President 

to designate computer systems vital to national security-banking networks, telecommunications 

infrastructure, power grids-as CNII. Offences against these systems attract enhanced penalties, including 

death penalty where such attacks result in fatalities. This creates asymmetric liability: hacking a commercial 
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database carries five-year imprisonment; compromising designated CNII infrastructure can result in capital 

punishment. 

 

The Act establishes institutional architecture through the Cybercrime Advisory Council comprising 

representatives from security agencies, the Attorney-General's office, NITDA, NCC, and CBN. The Council 

coordinates cybersecurity policy, though critics note it has operated below optimal capacity since 

establishment. The National Security Adviser's office serves as coordinating authority, maintaining the 

National CERT (Computer Emergency Response Team) for incident management. Financial implications 

extend beyond penalties. Section 48 establishes the Cybersecurity Fund, financed through a 0.005% levy on 

electronic transactions by designated businesses. This mandatory contribution funds cybersecurity 

infrastructure and enforcement activities—a direct cost on digital commerce that businesses must factor into 

operations. 

 

Judicial Interpretation: Judicial interpretation has shaped the Act's implementation significantly. In Julius 

v FRN2, the Court of Appeal upheld conviction under the Cybercrimes Act where a defendant disseminated 

unverified information via Facebook intending to cause public mayhem. The court confirmed that social 

media platforms fall squarely within the Act's scope, establishing critical precedent for online speech 

regulation. This case illustrates the Act's breadth-and its potential for abuse. Cyberstalking provisions 

(Section 24) prohibit sending messages for purposes of causing annoyance, inconvenience, or needless 

anxiety. While targeting genuine harassment, this creates concerning latitude for suppressing legitimate 

criticism. The balance between cybersecurity enforcement and constitutional free speech protections remains 

imperfectly calibrated. Financial institutions face particular exposure. Banks must implement robust 

cybersecurity measures under the Act read alongside CBN's Risk-Based Cybersecurity Framework for 

Financial Institutions 2022. Failure to prevent data breaches or unauthorized access can trigger both 

Cybercrimes Act penalties and CBN sanctions. The 2019 breach of multiple Nigerian banks' databases, 

though not publicly prosecuted, reportedly resulted in significant regulatory penalties and mandated 

infrastructure upgrades. 

 

Jurisdictional Issues: Cybercrime's borderless nature creates jurisdictional complexity the Act attempts to 

address. Section 42 provides for extradition of cybercriminals from Nigeria to requesting states where 

bilateral treaties exist. Section 43 authorizes mutual legal assistance in cybercrime investigations, enabling 

Nigerian authorities to obtain evidence located abroad and vice versa. However, implementation reveals 

challenges. Nigeria's extradition treaties primarily cover traditional offences; cybercrime-specific 

agreements remain limited. When Nigerian cybercriminals operate from Eastern Europe or Asia-common in 

advanced persistent threat scenarios-enforcement becomes practically impossible without robust 

international frameworks. Nigeria's 2023 signing of the Bletchley Declaration on AI represents progress 

toward multilateral cooperation, but binding enforcement mechanisms lag behind declaratory commitments. 

The Act's 0.005% electronic transaction levy also creates competitive disadvantages. Businesses 

increasingly route transactions through offshore payment processors to avoid this cost, undermining both 

revenue generation and the Act's protective scope. This exemplifies how poorly calibrated regulation drives 

the very circumvention it seeks to prevent. 

 

3. Data Protection and Privacy Law 

 

Nigeria Data Protection Act 2023: A Paradigm Shift 

June 12, 2023 marked a watershed moment when President Tinubu signed the Nigeria Data Protection Act 

(NDPA) into law, replacing the Nigeria Data Protection Regulation 2019 with comprehensive legislation. 

The NDPA establishes robust protections for personal data while creating significant compliance obligations 

for data controllers and processors. The Act's territorial scope extends broadly. Section 2 applies where: (i) 

data controllers/processors are domiciled, resident, or operating in Nigeria; (ii) processing occurs within 
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Nigeria; or (iii) controllers/processors outside Nigeria process data of Nigerian data subjects. This 

extraterritorial reach mirrors GDPR's approach, creating global compliance obligations for international 

businesses touching Nigerian data. The NDPA enshrines fundamental data protection principles: lawfulness, 

fairness, transparency, purpose limitation, data minimization, accuracy, storage limitation, and 

integrity/confidentiality (Section 4). These aren't mere aspirational guidelines-they constitute legally binding 

obligations with specific penalties for breach. Controllers must process data only for specific, explicit, 

legitimate purposes disclosed to data subjects (Section 4(3)). Significantly, the Act introduces ‘Data 

Controllers and Processors of Major Importance’ (DCPMI)-entities processing substantial volumes of 

Nigerian data or data of particular value to Nigeria's economy, society, or security (Section 44). DCPMIs 

face enhanced obligations including mandatory Data Protection Officer appointments, annual compliance 

audit returns to the Nigeria Data Protection Commission (NDPC), and heightened penalties for violations. 

 

Nigeria Data Protection Commission: Institutional Architecture 

The NDPA establishes the NDPC as an independent statutory body replacing the former Nigeria Data 

Protection Bureau. This institutional elevation matters significantly. Unlike the Bureau, which operated 

under NITDA's administrative authority, the NDPC enjoys statutory independence with perpetual 

succession, litigation capacity, and regulatory autonomy (Section 5). The Commission's powers extend 

comprehensively. It issues binding regulations and directives, investigates data breaches, imposes 

administrative penalties, and can compel production of documents (Section 20). The Commission maintains 

a Register of Data Protection Compliance Organisations (DPCOs)—licensed auditing firms that conduct 

mandatory compliance assessments for DCPMIs (Section 23). In March 2025, the NDPC issued the General 

Application and Implementation Directive (GAID), providing crucial operational guidance on NDPA 

implementation. The GAID addresses cross-border data transfers, automated decision-making restrictions, 

artificial intelligence deployment requirements, and sectoral-specific guidelines. Critically, the GAID 

confirms that from September 19, 2025, the NDPR 2019 ceases as an extant legal instrument, with all data 

protection obligations flowing from the NDPA and GAID framework. 

 

Compliance Obligations for Legal Practice 

Law firms and legal departments cannot escape NDPA obligations—client data constitutes personal data 

requiring protection. Specific compliance requirements include: 

 

Lawful Basis for Processing: Firms must establish legitimate grounds for processing client data under 

Section 15. Consent, contract performance, legal obligations, vital interests protection, or legitimate interests 

serve as lawful bases. Client engagement letters should explicitly incorporate data processing consent 

provisions. 

Data Subject Rights: The NDPA grants individuals rights to access, correct, delete, and port their data 

(Sections 24-27). Firms must implement procedures for handling these requests within statutory timeframes-

typically 30 days. This requires documented processes for identifying, retrieving, and modifying stored client 

information across multiple systems. 

Data Protection Impact Assessments: Where processing operations present high risks to data subject rights-

such as deploying AI tools for contract review or conducting extensive background investigations-controllers 

must conduct DPIAs before commencing processing (Section 29). These assessments evaluate necessity, 

proportionality, risk mitigation measures, and safeguards. Law firms deploying legal technology platforms 

should conduct DPIAs proactively. 

Breach Notification: Controllers must notify the NDPC of personal data breaches within 72 hours of 

awareness, followed by data subject notification where the breach creates high risk (Section 30). This creates 

significant time pressure. Firms need incident response protocols enabling rapid breach assessment, 

containment, and notification. 

Cross-Border Transfers: Transferring personal data outside Nigeria requires either adequacy determination 

by the NDPC or appropriate safeguards including binding corporate rules, standard contractual clauses, or 

explicit consent (Section 43). International law firms with data-sharing arrangements across jurisdictions 

must audit and regularize these transfers under the NDPA framework. 
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Enforcement and Penalties 

The NDPC wields substantial enforcement powers. Administrative penalties reach N10 million or 2% of 

annual gross revenue (whichever is higher) for serious violations (Section 51). Directors and officers can 

face personal liability where breaches result from their negligence or willful misconduct (Section 53). This 

piercing of corporate veil creates significant exposure for legal practice leaders. Early enforcement actions 

signal the NDPC's posture. In 2024, the Commission issued multiple compliance orders to financial 

institutions for inadequate data security measures and unlawful processing. While specific penalties remain 

confidential, industry sources report sanctions ranging from N5 million to N25 million alongside mandatory 

infrastructure upgrades. The Commission has indicated willingness to pursue test cases establishing 

jurisprudential foundations-practitioners should anticipate increased enforcement in 2025-2026. 

 

International Alignment and Adequacy Determinations 

Nigeria deliberately modeled the NDPA on GDPR principles, facilitating potential adequacy determinations 

enabling frictionless data transfers with Europe. However, significant divergences exist. The NDPA contains 

broader exemptions for national security and law enforcement processing than GDPR (Section 3(2)). It also 

grants government agencies more permissive processing grounds under public interest justifications. These 

differences may complicate EU adequacy assessment. More concerning is the NDPA's interaction with the 

Cybercrimes Act's data retention requirements and the Nigerian Communications Act's lawful interception 

provisions. The NDPC will need to demonstrate robust safeguards preventing arbitrary government access 

to personal data—a substantial undertaking given Nigeria's surveillance infrastructure. 

 

4. Electronic Evidence and Digital Forensics 

 

Section 84 of the Evidence Act 2011: The Foundation 

Before 2011, electronic evidence admissibility created judicial uncertainty. Courts split on whether computer 

printouts qualified as documents under the Evidence Act 2004. Some admitted bank statements as business 

records; others rejected them absent specific statutory authorization. This inconsistency paralyzed 

commercial litigation where electronic records increasingly constituted sole proof of transactions. The 

Evidence Act 2011's Section 84 resolved this ambiguity—at least theoretically. The provision permits 

admission of statements in computer-produced documents as evidence of facts stated therein, provided 

specified conditions are satisfied. These requirements, drawn from England's Civil Evidence Act 1968, 

establish authentication thresholds for electronic evidence: 

1. The computer producing the statement was operating properly during the relevant period, or if 

improperly operating, the malfunction didn't affect statement production; 

2. Information was supplied to the computer in the ordinary course of activities; 

3. The computer operated regularly during the relevant period to process information for specified 

purposes; 

4. The statement derives from information supplied to the computer in the ordinary course of those 

activities. 

 

Additionally, Section 84(4) requires a certificate signed by an appropriate person providing particulars 

demonstrating compliance with these conditions. This certificate requirement creates significant practical 

hurdles. 

 

The Kubor v Dickson Watershed 

The Supreme Court's 2015 decision in Kubor v Dickson established critical precedent for Section 84 

application. The case involved election petition evidence where appellants tendered electronic versions of 

The Punch newspaper and documents from INEC's website without satisfying Section 84(2) conditions. The 

appellants provided no oral testimony establishing the computers' proper functioning, nor did they produce 

the required authentication certificate. The Supreme Court ruled unequivocally: electronic evidence tendered 

without satisfying Section 84's conditions is inadmissible. Justice Ogunbiyi emphasized that parties cannot 
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simply tender electronic documents from the bar; proper foundation must be laid through witness testimony 

establishing the Section 84(2) conditions. Additionally, as public documents, the exhibits required 

certification under Section 102 of the Evidence Act. This decision's implications extend broadly. It confirms 

electronic evidence admissibility while imposing rigorous authentication requirements. Litigators must now: 

 Identify custodians or system administrators capable of testifying about computer operations; 

 Obtain certificates from qualified persons detailing hardware, software, security measures, and 

operational protocols; 

 Establish that the particular computer system operated properly during the relevant period; 

 Demonstrate information supply occurred through ordinary business processes. 

 

These requirements create significant burdens, particularly where evidence originates from third-party 

systems or opponents' computers. Discovery disputes increasingly center on whether opposing parties must 

provide witnesses to authenticate their own electronic records, a contentious issue courts continue resolving. 

 

Evidence (Amendment) Act 2023: Electronic Signatures and Court Processes 

The Evidence (Amendment) Act 2023 further modernized Nigerian evidence law. Most significantly, it 

validated electronic signatures in court documents and legal processes. Section 93(2) now provides that 

where a document requiring signature remains unsigned, an electronic signature suffices for validity. This 

amendment facilitates remote litigation and digital court filing systems. It aligns with the Administration of 

Criminal Justice Act 2015's provisions for virtual hearings and electronic case management systems. 

Combined with the National Judicial Council's encouragement of technology adoption post-COVID, these 

reforms position Nigerian courts for digital transformation. However, implementation remains uneven. The 

Federal High Court, particularly Lagos Division, has advanced electronic filing systems. State high courts 

lag behind considerably. Rural courts lack infrastructure for meaningful electronic signature verification. 

This creates jurisdictional disparities where electronic evidence authentication standards vary based on 

venue, an unacceptable inconsistency requiring centralized guidance from the National Judicial Council. 

 

Digital Forensics and Chain of Custody 

Beyond statutory admissibility requirements, electronic evidence confronts chain of custody challenges. 

Unlike physical documents, digital records can be altered without detection unless proper forensic protocols 

are observed. Hash values, metadata preservation, write-blocking during acquisition, and chronological 

documentation become critical for establishing evidence integrity. Nigerian courts increasingly scrutinize 

digital forensic methodologies. In cybercrime prosecutions, defendants routinely challenge electronic 

evidence on grounds of potential tampering. The Julius case, while upholding conviction, noted defence 

arguments about Facebook post authenticity, challenges that will intensify as defendants access sophisticated 

technical expertise. This creates demand for certified digital forensics professionals. The Computer Hacking 

Forensic Investigator (CHFI) and Certified Information Systems Security Professional (CISSP) certifications 

provide international standards for forensic competence. Nigerian courts should adopt Daubert-style 

reliability standards for digital forensic testimony, requiring expert qualifications, methodology validation, 

error rate disclosure, and peer acceptance demonstration before admitting technical evidence. 

 

Emerging Technologies: Blockchain and AI-Generated Evidence 

Blockchain technology presents novel evidentiary questions. Smart contract execution records exist 

immutably on distributed ledgers. Are these ‘computer-generated’ documents under section 84? How does 

one produce a section 84(4) certificate for decentralized systems lacking single administrators? Can 

blockchain timestamps establish chronology absent traditional notarization? These questions remain 

unresolved in Nigerian jurisprudence. Pragmatically, blockchain evidence likely satisfies Section 84 if 

proponents establish: (i) the blockchain protocol operated properly during the relevant period (validated 

through consensus mechanisms); (ii) information was added through standard transaction processes; and (iii) 

expert testimony explains the system's operation and immutability characteristics. The certificate 

requirement may be satisfied by blockchain engineers or certified auditors explaining the technical 

infrastructure. Artificial intelligence introduces additional complexity. AI-generated content-predictive 
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analytics, automated transcripts, facial recognition matches—increasingly features in litigation. Must parties 

authenticate the AI algorithms producing such evidence? Are AI outputs ‘hearsay’ requiring separate 

admissibility foundations? How do courts assess AI reliability when algorithms operate as ‘black boxes’ 

even their developers cannot fully explain? Nigerian courts will confront these questions imminently. 

Proactive guidance from appellate courts would prevent contradictory lower court decisions and provide 

litigation certainty. 

 

5. Artificial Intelligence and Emerging Technologies 

 

The Regulatory Vacuum 

Nigeria currently lacks comprehensive artificial intelligence legislation. Unlike the EU's AI Act or China's 

AI regulations, Nigerian law contains no binding framework governing AI development, deployment, or 

liability. This regulatory vacuum reflects deliberate policy choice rather than oversight-NITDA has 

developed draft AI strategies since 2022, but policymakers hesitate to impose restrictions that might stifle 

innovation in Africa's largest tech ecosystem. In August 2024, the Federal Ministry of Communications, 

Innovation and Digital Economy released the draft National Artificial Intelligence Strategy (NAIS). This 

document provides vision for AI governance but carries no legal force. It proposes establishing an AI Ethics 

Expert Group, encouraging public-private partnerships, and developing sector-specific guidelines. 

Implementation timelines remain uncertain. The Nigerian Bar Association responded more swiftly. In 

September 2024, the NBA issued Guidelines for the Use of Artificial Intelligence in the Legal Profession. 

These guidelines, while non-binding, provide practical frameworks for lawyers deploying AI tools. They 

emphasize human oversight requirements, data privacy protections, transparency in AI-assisted decision-

making, and professional responsibility for AI-generated work product. 

 

AI Regulation through Existing Frameworks 

Absent dedicated AI legislation, existing laws apply imperfectly to AI systems. The NDPA's GAID contains 

the most explicit AI provisions. Articles 28 and 29 require data controllers deploying AI for personal data 

processing to: 

 Conduct mandatory Data Protection Impact Assessments; 

 Implement privacy by design principles; 

 Ensure transparency in automated decision-making; 

 Provide mechanisms for human intervention in AI decisions; 

 Maintain audit trails of AI processing activities; 

 Protect against algorithmic bias and discrimination. 

 

These requirements apply regardless of whether specific AI regulations exist. Legal departments deploying 

AI contract review tools, predictive analytics platforms, or automated client intake systems must comply 

immediately with GAID mandates. The NDPA itself restricts automated decision-making affecting 

individuals' legal rights or significant interests (Section 26). Such processing requires either: (i) explicit data 

subject consent; (ii) necessity for contract performance; or (iii) legal authorization. This provision, borrowed 

from GDPR Article 22, limits AI deployment in credit scoring, employment decisions, insurance 

underwriting, and similar high-stakes contexts. Copyright law intersects AI through authorship questions. 

Can AI-generated works enjoy copyright protection? Nigerian copyright law protects works created by 

authors-defined as human creators. Under the Copyright Act 2022, AI-generated content likely falls outside 

copyright protection absent substantial human creative contribution. This creates significant uncertainty for 

businesses deploying generative AI for content creation. 

 

Sector-Specific AI Applications and Regulation 

Financial services have advanced furthest in AI adoption and regulation. The CBN's Risk-Based 

Cybersecurity Framework addresses AI-powered fraud detection systems, requiring validation, bias testing, 

and explainability. Banks deploying AI for credit decisions must ensure algorithms don't discriminate based 

on protected characteristics—an obligation flowing from the Nigerian Consumer Protection Regulations 
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2019. Healthcare AI encounters regulatory gaps. NAFDAC regulates medical devices, but lacks explicit 

frameworks for AI diagnostic tools. As Nigerian hospitals deploy AI for radiology interpretation, pathology 

screening, and treatment recommendations, questions arise: Who bears liability for AI diagnostic errors—

the software developer, the hospital, or the treating physician? Does AI advice constitute ‘medical practice’ 

requiring licensing? How should informed consent address AI involvement in treatment decisions? The legal 

profession confronts AI's dual impact. AI enhances efficiency through document review automation, legal 

research tools, and predictive analytics. Simultaneously, it raises professional responsibility concerns. The 

NBA Guidelines emphasize that lawyers remain responsible for AI-assisted work product. Competence rules 

require understanding AI tools' capabilities and limitations. Confidentiality obligations extend to data 

supplied to AI platforms. Conflicts rules apply to shared AI systems potentially exposing confidential 

information. 

 

Liability Frameworks for AI Harm 

Nigeria's tort law inadequately addresses AI-caused harm. Traditional negligence requires establishing duty 

of care, breach, causation, and damages. AI introduces complications: 

Duty Attribution: When autonomous systems cause harm, who owed the duty-the AI developer, the 

deploying organization, or the AI ‘itself’? 

Standard of Care: What constitutes reasonable care in AI deployment? Should developers be held to expert 

standards? Does the standard vary based on AI sophistication? 

Causation: Can plaintiffs establish but-for causation when AI decision-making processes remain opaque? 

How does contributory negligence apply when humans override AI recommendations? 

Damages: Are AI harms foreseeable when systems behave unpredictably? Can economic losses without 

physical injury support AI tort claims? 

 

Product liability under the Consumer Protection Council Act provides potential frameworks. AI systems 

deployed commercially might constitute ‘products’ subject to strict liability for defects. However, the Act's 

applicability to software remains untested, and AI's evolutionary nature complicates ‘defect’ definitions. 

Criminal liability poses even thornier questions. Can algorithms commit crimes? Current Nigerian criminal 

law requires actus reus and mens rea-physical acts and guilty minds. AI systems possess neither. When AI-

controlled vehicles cause deaths or AI trading algorithms manipulate markets, traditional criminal 

frameworks fail. This necessitates rethinking criminal liability through corporate responsibility doctrines, 

though even these require human decision-makers-arguably absent in autonomous systems. 

 

The Path Forward: Adaptive Regulation 

Nigeria requires AI regulation balancing innovation enablement with risk mitigation. The proposed National 

Digital Economy and E-Governance Bill, expected before March 2026, will reportedly grant NITDA formal 

authority over algorithms, data governance, and digital platforms. If enacted, this bill would introduce risk-

based AI regulation with mandatory audits for high-risk systems deployed in public administration, finance, 

and surveillance. This approach mirrors the EU AI Act's risk stratification: minimal regulation for low-risk 

AI (spam filters, video games); transparency requirements for medium-risk systems (chatbots); and strict 

oversight for high-risk applications (biometric identification, critical infrastructure control). Nigeria should 

adopt similar frameworks while ensuring proportionate regulation that doesn't strangle innovation. Key 

regulatory principles should include: 

Technology Neutrality: Regulations should address harms, not specific technologies, enabling flexibility as 

AI evolves. 

Risk Proportionality: Regulatory burden should correlate with AI system risk levels. 

Transparency and Explainability: High-risk AI must provide intelligible explanations for automated 

decisions. 

Human Oversight: Meaningful human review must remain possible for AI decisions affecting fundamental 

rights. 

Accountability Mechanisms: Clear liability attribution for AI harms, potentially through mandatory 

insurance for high-risk applications. 
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Sandboxes and Safe Harbors: Regulatory experimentation zones enabling innovation while protecting 

public interests. 

 

6. Smart Contracts and Blockchain Technology 

 

Legal Status of Smart Contracts in Nigeria 

Smart contracts-self-executing agreements encoded on blockchain platforms-operate in legal grey zones 

under Nigerian law. No statute explicitly addresses their validity, yet their increasing commercial 

deployment demands legal clarity. Can code constitute a contract? Does blockchain execution satisfy 

contract formation requirements? Are smart contracts enforceable in Nigerian courts? Nigerian contract law, 

rooted in common law principles, requires offer, acceptance, consideration, intention to create legal relations, 

and contractual capacity. Smart contracts theoretically satisfy these elements. When parties agree to 

blockchain-based terms and provide digital signatures (private keys), they manifest contractual intent. 

Consideration flows through token transfers or performance obligations. Capacity presents no unique issues 

beyond traditional contract analysis. The Evidence Act 2011 (as amended) recognizes electronic signatures 

in legal documents (Section 93(2)). Digital signatures generated through private keys should qualify as valid 

contract execution methods. Thus, technically, smart contracts satisfy both contractual formation and 

execution requirements under Nigerian law. However, significant practical and legal questions remain: 

 

Writing Requirements and Interpretation Challenges 

Certain contracts require writing under the Statute of Frauds 1677 (applicable in Nigeria) and other 

legislation: land sale agreements, arbitration agreements, hire purchase contracts, legal services fee 

agreements, and money lending contracts. Does smart contract code constitute ‘writing’? Arguments support 

affirmative answers. Section 258(1) of the Evidence Act defines ‘document’ broadly to include data 

embodied on devices capable of recording information. Blockchain records are demonstrably recorded 

information. If courts treat source code as written representations in expression mediums-though perhaps 

not readily human-comprehensible-smart contracts should satisfy writing requirements. The interpretation 

challenge proves more vexing. Traditional contracts use natural language courts interpret according to 

established rules: contra proferentem, ejusdem generis, contextual interpretation. Smart contracts consist of 

code-if-then logic executing predetermined outcomes. When disputes arise about contract meaning, courts 

must either: 

 Interpret the code directly (requiring technical expertise courts often lack); 

 Reference natural language ‘wrappers’ accompanying smart contracts (creating potential 

discrepancies between code and text); 

 Engage expert witnesses to translate code into legal principles. 

 

This interpretive burden creates significant litigation risk. Smart contracts' supposed advantage-eliminating 

interpretive disputes through automated execution-becomes liability when parties disagree about what the 

code actually does. 

 

Immutability and Contract Modification 

Blockchain's core feature-immutability-conflicts with contract law's flexibility. Traditional contracts can be 

modified through mutual agreement. When circumstances change, parties renegotiate terms. Courts provide 

remedies for mistake, frustration, and unconscionability-doctrines requiring contract alteration or discharge. 

Smart contracts, once deployed to blockchain, cannot be modified without consensus mechanisms built into 

the code. If parties discover errors after deployment, they face difficult choices: abandon the contract (often 

impossible after performance commences) or continue executing flawed terms. Courts cannot order specific 

performance modifications because no mechanism exists to alter blockchain-recorded code. This rigidity 

creates several issues: 

Mistake Doctrine: Common law permits rescission where both parties fundamentally misunderstood 

contract terms. Smart contract immutability makes rescission impossible without coded escape clauses. 
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Frustration: When unforeseen circumstances render performance impossible or fundamentally different 

from contemplation, courts may discharge contracts. Smart contracts execute regardless of frustration—

potentially requiring performance despite impossibility. 

Unconscionability: Courts refuse to enforce unconscionable contracts. But how do courts ‘refuse to enforce’ 

self-executing code already triggered? They can award damages but cannot prevent smart contract execution 

absent blockchain control. 

 

These doctrinal conflicts require careful smart contract design. Parties should incorporate: 

 Oracle mechanisms enabling external data inputs affecting execution; 

 Multi-signature requirements allowing collective decision-making before major actions; 

 Time delays between triggering conditions and execution, permitting dispute resolution; 

 Explicit governing law and arbitration clauses enabling off-chain dispute resolution; 

 Emergency pause functions activated through trusted third parties. 

 

Dispute Resolution and Smart Contracts 

Traditional litigation proves poorly suited for smart contract disputes. By the time courts render judgments, 

smart contracts may have executed irreversibly. Class actions involving thousands of smart contract 

participants create logistical nightmares. Jurisdictional questions multiply when blockchain networks span 

multiple countries. Arbitration offers more promising frameworks. Parties can incorporate arbitration clauses 

within smart contracts, specifying institutions and procedural rules. The Arbitration and Conciliation Act 

LFN 2004 recognizes electronic arbitration agreements. Arbitral awards can provide remedies including: 

 Monetary damages for losses caused by improper smart contract execution; 

 Declarations establishing parties' rights under disputed terms; 

 Orders requiring parties to cooperate in deploying corrective smart contracts; 

 Injunctions preventing further deployment of flawed contracts. 

 

Emerging on-chain dispute resolution mechanisms automate arbitration. Decentralized arbitration protocols 

like Kleros or Aragon Court enable token-holder juries to resolve disputes according to coded rules. 

However, such systems' enforceability under Nigerian law remains uncertain. Would Nigerian courts 

recognize decentralized arbitral awards? Can on-chain dispute resolution satisfy the Arbitration Act's 

requirements for valid arbitration? These questions demand judicial attention. Appellate courts should 

address smart contract enforceability proactively, providing guidance before contradictory lower court 

decisions create confusion. 

 

Regulatory Landscape for Blockchain Applications 

Beyond smart contracts, blockchain technology finds applications in digital assets, supply chain 

management, and identity verification. Nigeria's Securities and Exchange Commission issued Rules on 

Issuance, Offering and Custody of Digital Assets in 2022, establishing frameworks for crypto asset offerings 

and Virtual Asset Service Providers (VASPs). The SEC's 2024 Accelerated Regulatory Incubation 

Programme (ARIP) created regulatory sandboxes for testing blockchain innovations. The Central Bank of 

Nigeria launched the eNaira in 2021-Africa's first central bank digital currency. This wholesale and retail 

CBDC operates on blockchain infrastructure, demonstrating institutional acceptance of distributed ledger 

technology. However, eNaira adoption remains limited, partly due to regulatory restrictions on commercial 

cryptocurrencies. Land administration represents blockchain's most transformative potential application in 

Nigeria. Property registration currently suffers from fraud, multiple allocations of single parcels, and 

documentary disputes. Blockchain-based land registries could provide immutable ownership records, 

transparent transaction histories, and automated title transfers. Several states have announced pilot programs, 

though implementation timelines remain aspirational. The legal profession should engage proactively with 

blockchain technology. Law firms can deploy blockchain for client data management (ensuring immutability 

and audit trails), document authentication (time-stamping executed agreements), and escrow services (using 

smart contracts for conditional fund releases). These applications enhance efficiency while demonstrating 

technological competence that differentiates firms in competitive markets. 
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7. Practical Implications for Legal Practice 

 

Competence Requirements in the Digital Age 

Professional competence traditionally encompassed substantive law, procedural rules, and advocacy skills. 

Technology integration demands additional capabilities. Lawyers must now understand: 

Electronic Discovery: Managing ESI (electronically stored information) in litigation, including preservation 

letters, metadata analysis, and e-discovery platforms. 

Data Security: Implementing adequate cybersecurity measures protecting client information from breaches, 

ransomware, and unauthorized access. 

Technology Contracts: Negotiating and drafting agreements for software licensing, SaaS provisions, data 

processing, and technology services. 

Regulatory Technology (RegTech): Deploying compliance management systems, automated reporting 

tools, and monitoring platforms. 

Legal Technology Tools: Operating legal research databases, document automation software, case 

management systems, and AI-powered analytics. 

 

The NBA's continuing legal education requirements increasingly emphasize technology competence. 

Practitioners ignoring these developments risk professional obsolescence and malpractice exposure when 

they mishandle electronic evidence, breach data protection obligations, or fail to advise on technology-

related legal issues. 

 

Client Advisory Considerations 

Corporate clients increasingly seek technology-related legal guidance. Common inquiries include: 

Data Protection Compliance: Clients need NDPA compliance audits, privacy policy development, data 

processing agreement drafting, breach response protocols, and NDPC liaison services. Law firms should 

develop data protection practice groups with CIPP/E certified practitioners. 

Cybersecurity Incidents: When clients suffer breaches, immediate legal response includes regulatory 

notification, evidence preservation, contractual liability assessment, insurance claims, and litigation 

management. Firms should maintain incident response teams with technical and legal expertise. 

Technology Transactions: Clients procuring or licensing technology require contract review addressing 

service levels, data ownership, security obligations, disaster recovery, and termination rights. Cloud 

computing agreements deserve particular scrutiny regarding data location, sub processor disclosure, and 

breach notification. 

Intellectual Property in Digital Assets: Clients developing software, digital content, or AI systems need 

guidance on copyright protection, trade secret maintenance, open-source license compliance, and patent 

considerations for technological innovations. 

Dispute Resolution Selection: When contracting for technology services, clients must choose appropriate 

dispute mechanisms-litigation, arbitration, expert determination. Technology disputes often involve 

technical complexity unsuitable for generalist judges, making specialized arbitration preferable. 

 

Ethical Considerations in Technology-Enhanced Practice 

Technology integration raises ethical questions practitioners must address: 

Confidentiality: Cloud storage, AI tools, and third-party platforms potentially expose client information. 

Lawyers must ensure service providers implement adequate security, execute confidentiality agreements, 

and comply with data protection requirements. The NBA Guidelines emphasize lawyers' ongoing 

responsibility for protecting client data regardless of technological intermediaries. 

Conflicts of Interest: Shared technology platforms among law firms (particularly AI tools trained on 

multiple firms' data) create potential conflicts. Firms must implement information barriers preventing AI 

systems from inadvertently disclosing one client's information to benefit another. 
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Competence: Deploying AI tools without understanding their capabilities and limitations breaches 

competence obligations. Lawyers must validate AI-generated research, recognize algorithmic biases, and 

maintain human oversight of automated processes. 

Communication: Virtual consultations via video conferencing raise questions about reasonable availability, 

technological accessibility for clients, and maintaining professional demeanour in remote settings. 

Billing: AI-enabled efficiency reduces time requirements for tasks like document review. This necessitates 

billing model adjustments-fixed fees or value-based pricing rather than purely hourly billing may become 

necessary as automation reduces lawyer hours while maintaining or increasing value delivered. 

Supervision: Junior lawyers trained on AI-assisted research may lack fundamental legal research skills. 

Supervising lawyers must ensure technological efficiency doesn't compromise foundational competence 

development. 

 

Risk Management and Professional Liability 

Technology integration creates new malpractice exposures: 

Data Breach Liability: Law firms holding client data face direct liability under the NDPA for inadequate 

security measures. Professional indemnity insurance increasingly excludes or limits cyber liability coverage, 

necessitating separate cybersecurity insurance policies. 

AI Errors: When AI tools produce incorrect legal research or flawed contract analysis, lawyers bear 

responsibility for relying on erroneous outputs. Malpractice claims alleging negligent AI deployment will 

test whether reasonable lawyer standards require AI tool validation. 

Electronic Discovery Failures: Inadvertent destruction of ESI, failure to implement litigation holds, or 

inadequate e-discovery protocols can result in spoliation sanctions and malpractice liability. 

Technology Contract Disputes: Lawyers advising on technology procurement without adequate technical 

understanding may face claims when contracts fail to protect client interests or negotiations overlook critical 

provisions. Firms should implement comprehensive risk management including: 

 Annual cybersecurity audits by qualified professionals; 

 Incident response plans tested through tabletop exercises; 

 Technology vetting procedures before AI tool adoption; 

 Continuing education requirements for technology competence; 

 Engagement letter provisions addressing technology use and limitations; 

 Robust professional indemnity and cyber liability insurance coverage. 

 

8. Comparative Perspectives and Lessons 

 

European Union: The GDPR and AI Act Model 

The EU's General Data Protection Regulation established global standards for data protection, influencing 

legislation worldwide including Nigeria's NDPA. Key GDPR provisions Nigeria should consider 

strengthening include: 

Data Minimization: GDPR mandates collecting only data adequate, relevant, and limited to processing 

purposes. Nigerian implementation should emphasize this principle more rigorously, particularly for 

government data collection. 

Accountability: GDPR requires controllers to demonstrate compliance, not merely claim it. Nigeria should 

mandate compliance documentation, regular audits, and transparency reporting to strengthen accountability.  

Right to Erasure: While the NDPA includes data deletion rights, implementation mechanisms remain 

underdeveloped. Enhanced erasure procedures, particularly for minors' data, warrant consideration. 

 

The EU AI Act, entering force in stages through 2027, provides risk-based AI regulation Nigeria could adapt. 

The Act categorizes AI systems by risk level (unacceptable, high, limited, minimal) with corresponding 

regulatory requirements. High-risk AI in areas like employment, education, law enforcement, and critical 

infrastructure faces mandatory conformity assessments, transparency obligations, and human oversight 

requirements. 
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Nigeria should not wholesale import EU frameworks-our developmental context differs significantly. 

However, risk-based regulation, mandatory impact assessments for high-risk systems, and transparency 

requirements offer pragmatic frameworks balancing innovation and protection. 

 

Singapore: Smart Nation Initiatives 

Singapore's technology governance provides instructive precedents for Nigeria. The Personal Data 

Protection Act 2012 (amended 2020) balances privacy protection with business flexibility. Its accountability-

based approach emphasizes organizational responsibility rather than prescriptive rules-giving businesses 

flexibility in achieving compliance outcomes. Singapore's Model AI Governance Framework promotes 

responsible AI through voluntary guidelines before imposing mandatory regulation. This approach enables 

innovation while establishing best practices, allowing regulation to develop informed by practical 

deployment experience rather than theoretical speculation. The Advisory Council on the Ethical Use of AI 

and Data guides policy development through multi-stakeholder engagement including industry, academia, 

and civil society. Nigeria should establish similar bodies bringing together the Nigerian Bar Association, 

technology companies, academic institutions, and consumer advocacy groups to develop balanced 

technology policy. 

 

Kenya: Mobile Money and Digital Finance Innovation 

Kenya's M-Pesa revolutionized mobile money, demonstrating how enabling regulation facilitates technology 

adoption while protecting consumers. The Central Bank of Kenya's regulatory sandbox approach allowed 

M-Pesa to develop outside traditional banking frameworks before regulations caught up. Nigeria's regulatory 

caution toward mobile money and cryptocurrency contrasts sharply with Kenya's permissive approach. 

While protecting financial stability merits consideration, excessive restrictions drive innovation underground 

or offshore. Nigeria should adopt graduated regulation: permit experimentation within controlled parameters 

(sandboxes), observe outcomes, then develop frameworks informed by actual rather than hypothesized risks. 

Kenya's success also illustrates agency coordination importance. M-Pesa required cooperation between 

telecommunications regulators, central bank, and competition authorities. Nigeria's technology governance 

suffers from institutional fragmentation—NITDA, NCC, CBN, SEC, and various ministries pursue 

overlapping mandates without sufficient coordination. Establishing a National Technology Policy 

Coordination Council could align regulatory approaches across agencies. 

 

9. Recommendations for Stakeholders 

 

For Policymakers and Regulators 

Enact Comprehensive AI Legislation: The National Digital Economy and E-Governance Bill should 

include dedicated AI provisions addressing development standards, deployment obligations, liability 

frameworks, and enforcement mechanisms. Risk-based regulation with mandatory audits for high-risk 

systems provides workable frameworks. 

Establish Regulatory Sandboxes: NITDA, CBN, and SEC should expand sandbox programs enabling 

controlled technology experimentation. Sandboxes should provide temporary regulatory relief for innovative 

products while imposing consumer protection conditions and data collection requirements informing 

eventual regulation. 

Strengthen Institutional Capacity: Regulators need technical expertise for effective technology oversight. 

Agencies should recruit data scientists, software engineers, and cybersecurity professionals alongside legal 

and policy staff. International technical assistance programs should focus on building regulatory capacity. 

Harmonize Frameworks: Overlapping jurisdiction among NITDA, NCC, CBN, SEC, and NDPC creates 

confusion and compliance burdens. Establish clear demarcation of regulatory authority and implement 

mandatory inter-agency consultation before issuing technology-related regulations. 

Develop Electronic Court Systems: The NJC should prioritize digital transformation across all court 

divisions. This includes electronic filing systems, case management platforms, virtual hearing capabilities, 

and electronic evidence protocols. Adequate infrastructure investment and judicial training are prerequisites 

for successful implementation. 
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For Legal Practitioners 

Invest in Technology Competence: Continuing legal education must include technology law, cybersecurity, 

data protection, AI ethics, and legal technology tools. Practitioners should pursue specialized certifications 

(CIPP, CIPM, CIPP/E) demonstrating technology competence. 

Develop Technology Practice Groups: Law firms should establish dedicated technology, privacy, and 

cybersecurity practice groups. These groups should include lawyers with technical backgrounds or partnered 

with technology consultants providing technical expertise for legal analysis. 

Implement Robust Data Protection: Compliance with the NDPA isn't optional for legal practice. Firms must 

conduct data protection impact assessments, appoint data protection officers, implement security measures, 

and develop breach response protocols. Annual compliance audits should become standard practice. 

Adopt Appropriate Technology: Legal technology can enhance efficiency and competitiveness. However, 

adoption requires due diligence: vendor assessment, security evaluation, confidentiality protections, and 

validation protocols ensuring AI tool accuracy. Technology should augment, not replace, lawyer judgment. 

Engage in Policy Development: The Nigerian Bar Association should actively participate in technology 

policy formation. Bar associations can submit comments on proposed regulations, conduct technology law 

conferences, and develop practice guidelines addressing emerging issues before courts create uncertain 

precedents. 

 

For Businesses and Organizations 

Prioritize Compliance: Data protection, cybersecurity, and technology regulations create binding 

obligations backed by significant penalties. Compliance should be viewed as business imperative, not 

optional expense. Chief Compliance Officers should report directly to boards, ensuring organizational 

accountability. 

Conduct Regular Audits: Technology environments evolve constantly. Annual compliance audits by 

qualified professionals should assess data protection practices, cybersecurity measures, AI deployment 

protocols, and electronic contract management. Audits should inform remediation plans addressing 

identified gaps. 

Develop Incident Response Capabilities: Data breaches and cybersecurity incidents aren't hypothetical 

risks-they're operational realities. Organizations need incident response teams, documented protocols, 

communication strategies, and relationships with legal counsel, forensics firms, and public relations advisers 

enabling rapid, coordinated responses. 

Implement Privacy by Design: Technology systems should incorporate data protection principles from 

inception rather than retrofitting protections after deployment. Privacy impact assessments should precede 

major technology implementations, informing design decisions minimizing data collection, ensuring 

security, and enabling user control. 

Invest in Workforce Training: Technology compliance requires organizational competence beyond legal 

and IT departments. All employees handling personal data need training on protection obligations, security 

protocols, and incident reporting procedures. Training should be ongoing, not one-time, reflecting evolving 

technology and regulatory landscapes. 

 

For Academia and Civil Society 

Develop Technology Law Curricula: Nigerian law faculties should introduce dedicated technology law 

courses covering cybersecurity regulation, data protection, intellectual property in digital assets, AI 

governance, and electronic commerce. Interdisciplinary programs combining law and computer science 

would produce graduates with requisite dual expertise. 

Conduct Empirical Research: Evidence-based policymaking requires empirical research on technology 

impacts, regulatory effectiveness, and enforcement outcomes. Academic institutions should research data 

breach frequency and impacts, AI bias in Nigerian contexts, technology access disparities, and regulatory 

compliance costs. Such research should inform policy development. 
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Engage in Public Education: Civil society organizations should educate Nigerians about digital rights, data 

protection, cybersecurity, and technology governance. Public understanding enhances individual protection 

while creating constituencies supporting pro-consumer regulation. 

Monitor Enforcement and Accountability: Technology regulation means nothing without consistent 

enforcement. Civil society should monitor regulatory agencies' enforcement activities, document compliance 

failures, and advocate for accountability. Transparency in enforcement builds public trust and deters 

violations. 

Participate in Multistakeholder Processes: Technology governance requires balancing multiple interests—

innovation, security, privacy, economic development, and fundamental rights. Civil society should 

participate in regulatory consultations, standard-setting processes, and policy dialogues ensuring diverse 

perspectives inform technology governance. 

 

10. Conclusion 

The intersection of law and technology in Nigeria presents both profound challenges and extraordinary 

opportunities. Our legal frameworks-the Cybercrimes Act 2015, Evidence Act 2011, Nigeria Data Protection 

Act 2023, and emergent AI guidelines-provide foundations for technology governance while revealing 

substantial gaps requiring legislative and judicial attention. The trajectory is clear. Technology integration 

into Nigerian legal practice and society will accelerate, not reverse. Artificial intelligence will increasingly 

automate legal research, document review, and predictive analytics. Blockchain technology will transform 

property registration, financial transactions, and contract execution. Data-driven decision-making will 

pervade business, government, and personal life. Cybersecurity threats will grow more sophisticated, 

requiring robust protective frameworks. Lawyers occupy critical positions navigating this transformation. 

We must understand both legal principles and technological realities-a dual competence distinguishing 

effective practitioners from those marginalized by digital disruption. This demands intellectual humility: 

acknowledging we don't possess all answers while committing to continuous learning. It requires 

interdisciplinary collaboration: partnering with technologists, ethicists, policymakers, and affected 

communities to develop balanced solutions. Above all, it necessitates professional courage: advocating for 

frameworks protecting fundamental rights and human dignity even when such positions conflict with 

technological expediency or commercial interests. The questions confronting Nigerian law at technology's 

intersection-Can AI systems bear legal responsibility? How do we balance innovation incentives against data 

protection imperatives? What liability frameworks govern autonomous systems? How do we ensure 

algorithmic accountability while preserving trade secrets? —don't admit easy answers. They require 

sustained engagement, thoughtful analysis, and pragmatic experimentation informed by both our common 

law traditions and contemporary realities. 

 

This article provides initial navigation coordinates for that journey. It maps existing frameworks, identifies 

regulatory gaps, examines comparative approaches, and offers practical recommendations. But 

comprehensive navigation requires collective effort: policymakers crafting adaptive regulation, regulators 

building institutional capacity, practitioners developing technology competence, businesses prioritizing 

compliance, academics conducting rigorous research, and civil society ensuring accountability. The legal 

profession's fundamental purpose-advancing justice, protecting rights, facilitating commerce, and 

maintaining social order-remains constant even as technological capabilities transform rapidly. Our 

challenge lies not in resisting technology but in ensuring its deployment serves human flourishing, 

constitutional values, and equitable development. Nigeria possesses the talent, creativity, and institutional 

foundations to achieve this balance. What we require is sustained commitment, strategic vision, and 

unwavering focus on legal technology's ultimate purpose: not technology for its own sake, but technology 

serving justice. The intersection of law and technology isn't a collision-it's a convergence creating 

unprecedented possibilities for access to justice, economic opportunity, and social advancement. Nigerian 

lawyers must lead in navigating this convergence, ensuring technology amplifies rather than undermines the 

rule of law. The moment demands nothing less than our finest professional efforts. 


