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Abstract 

Many Nigerians are unaware of their rights regarding medical confidentiality, and even when 

aware, they often face obstacles such as poverty, fear of the unknown, and the perception that legal 

action will not rectify the situation but should be left to divine will. Hence, there should be a 

balance between a doctor's duty to keep patient information confidential and the need to protect 

public health in Nigeria, thereby examining the legal and ethical rules that guide doctors on when 

they can share a patient’s sensitive health information with relevant authorities, particularly in 

cases where patients have contagious diseases that may pose a serious threat to the community. 

The research employs the doctrinal method with primary and secondary sources. Primary sources 

include case law, statutes, treaties, national law, among others, while secondary sources include 

books, journals, research materials, and newspapers. The research identifies the limited number of 

medical confidentiality lawsuits in Nigeria and emphasizes the need for proactive measures to 

address this issue. Recommendations include collaborative efforts by the Nigerian Medical 

Council and the government to educate the public on their rights regarding medical confidentiality, 

courts imposing penalties on violators to deter future breaches. Additionally, hospital 

managements should organize training courses on legal responsibilities for medical practitioners 

and ensure the provision of necessary facilities for effective service delivery. This research aims 

to provide valuable insights for healthcare providers, policymakers, legal experts, and the public 

on protecting patient privacy while safeguarding public health. 

 

 

 

 

 

 

 

 

 

 



CHAPTER ONE 

INTRODUCTION 

1.1 Background to the Study 

Confidentiality in medical practice is a long-standing ethical and legal principle that ensures 

patients’ private health information remains protected, and it was based on the Hippocratic Oath, 

which states, in part, "whatever I shall see or hear in the course of my profession as well as outside 

my profession in my intercourse with men if it be not what should be published abroad I will never 

divulge, holding such things to holy secrets1," which is the foundation of the duty of confidentiality 

as enshrined in the right to privacy2. Confidentiality generally refers to the ethical, professional, 

and/or legal obligation of healthcare professionals and other professionals, including attorneys and 

social service providers, to keep information that was provided to or obtained by them in the course 

of their professional relationship with the client private from third parties without permission3. 

Hammer and Schneider defined confidentiality as ensuring that information is accessible only to 

those authorized to have access4. 

The foundation of medical ethics emphasizes that healthcare providers should maintain trust with 

patients by safeguarding their medical records and only disclosing information with consent5. The 

significance of this principle cannot be overstated, as it encourages patients to seek medical 

                                                             
1 Anum, Fasih. "Enduring oaths." (2019) 21(3)  AMA Journal of Ethics 300-302. 
2 Section 37 of the CFRN as Amended 1999 
3 B.A. Garner, Black’s Law Dictionary (Thomson Reuters, 2014) 361 
4 Johs Hansen Hammer, and Gerardo Schneider. "On the definition and policies of confidentiality." (2007) In Third 

International Symposium on Information Assurance and Security, 337-342. IEEE 
5 Keren, Semyonov-Tal. "Keeping medical information safe and confidential: a qualitative study on perceptions of 

Israeli physicians." (2024) 13(1) Israel Journal of Health Policy Research 54. 



attention without fear of stigma, discrimination, or unauthorized disclosure6, hence making it 

critical in ensuring effective healthcare delivery. This is due to the fact that without the assurance 

of privacy, patients may withhold important information from doctors, leading to misdiagnosis, 

poor treatment outcomes, and further spread of infectious diseases7. Trust is the cornerstone of the 

doctor-patient relationship, and any breach of this trust can deter individuals from seeking timely 

medical intervention. However, while confidentiality is a fundamental right, it is not absolute as 

there are exceptional circumstances where disclosure of medical information is necessary to 

protect the broader public interest8. This creates a conflict between individual rights and public 

health protection. 

In Nigeria, like in many other countries, legal and ethical guidelines exist to regulate the handling 

of confidential medical information. The Nigerian Medical Association, the Medical and Dental 

Council of Nigeria, and other professional bodies have laid down principles that guide healthcare 

practitioners on confidentiality9. Additionally, statutory laws such as the National Health Act10 

and the Public Health Laws provide certain conditions under which patient information may be 

disclosed. For instance, in cases involving highly infectious diseases such as tuberculosis, Ebola, 

HIV/AIDS, or COVID-19, medical professionals may be required to inform health authorities to 

prevent widespread transmission11. However, the challenge arises in determining how and when 

                                                             
6 Ibid 
7 Matthew K., Wynia, Steven S. Coughlin, Sheri Alpert, Deborah S. Cummins, and Linda L. Emanuel. "Shared 

expectations for protection of identifiable health care information: Report of a national consensus process." (2001) 

16(2) Journal of General Internal Medicine 100-111. 
8 Edward S. Dove, "Confidentiality, public interest, and the human right to science: when can confidential 

information be used for the benefit of the wider community?." (2023) 10(1) Journal of Law and the Biosciences  
lsad013. 
9 Ifenna Okeke, Medical Practitioners' Duty of Confidentiality in Nigeria: The Legal Perspective SSRN  (2022) 

Available at http://dx.doi.org/10.2139/ssrn.4033352 
10 2014 
11 Madeline Drexlerand, What You Need to Know About Infectious Disease (Washington: National Academies Press, 

2010) 37.  

https://dx.doi.org/10.2139/ssrn.4033352


such disclosures should be made, ensuring that they do not lead to undue harm or discrimination 

against affected individuals. A significant concern in Nigeria is the lack of awareness among 

citizens regarding their medical rights and privacy, as many patients do not fully understand their 

legal protections concerning medical confidentiality12, as a result, they may not question or 

challenge breaches of their privacy. In some cases, cultural and religious beliefs further discourage 

individuals from taking legal action even when their rights have been violated. For example, in 

traditional Nigerian society, illnesses, especially those perceived as contagious are often met with 

stigma, hence the fear of societal rejection can discourage people from disclosing their health 

conditions or seeking legal redress when their confidentiality is breached13. 

In the same vein, the country faces systemic challenges in implementing and enforcing 

confidentiality regulations. Nigeria’s healthcare sector struggles with inadequate infrastructure, 

limited technological advancements, and inconsistent policy implementation as many hospitals 

and clinics still rely on paper-based medical record systems, increasing the risk of unauthorized 

access to patient information14. Weak enforcement of data protection laws means that patients 

whose privacy is violated often have limited legal recourse, and a major area of concern is the role 

of public health emergencies in influencing medical confidentiality policies. In times of outbreaks 

and pandemics, governments often prioritize public health over individual rights. During the 

COVID-19 pandemic, for example, governments worldwide, including Nigeria, implemented 

                                                             
12 Olaitan Olusegun, O., and Babafemi Odunsi., “Advancing the Rights of Patients in Nigeria: Analysing the 

Patients’ Bill of Rights.” (2023) 30(1) J Law Med. 235.  
13 Chimankpam Ogbonna, Kingsley, Precious Chidozie Azubuike, Michael Obule Enyam, Ogochukwu Jeremian 

Odo, and Miracle Nwadiche. "Addressing stigma to achieve healthcare equity and universal health coverage in 

Nigeria." (2024) 2(1)  Discover Global Society  73. 
14 Ibid 



contact tracing measures that required disclosure of infected individuals’ information15. While 

such measures are necessary for disease control, they also highlight the ethical dilemma of 

balancing confidentiality with the need to prevent harm to the general population. 

Internationally, there is ongoing debate about how to effectively regulate medical confidentiality 

while considering public health interests, and countries have developed comprehensive legal 

frameworks that define the conditions under which doctors may disclose patient information 

without consent. For example, the U.S. Health Insurance Portability and Accountability Act16 and 

the U.K.'s General Data Protection Regulation17 provide clear guidelines on confidentiality and 

data protection. Nigeria, however, is yet to fully develop and implement a robust legal framework 

that effectively addresses these complexities. This research, therefore, seeks to examine the 

existing legal and ethical frameworks governing doctors’ duty to disclose serious health conditions 

in Nigeria, which will assess whether the current laws provide adequate guidance on when and 

how medical information can be shared without violating patient rights. Additionally, the study 

will explore the challenges faced by healthcare professionals in navigating confidentiality issues, 

particularly in cases of public health emergencies and infectious disease outbreaks. 

 

 

 

                                                             
15Ekong Inobong, Emeka Chukwu, and Martha Chukwu. “COVID-19 mobile positioning data contact tracing and 

patient privacy regulations: exploratory search of global response strategies and the use of digital tools in Nigeria.” 

(2020) 8(4) JMIR mHealth and uHealth 19139. 
16 1996 
17 2018 as amended 



1.2 Statement of the Problem 

The issue of medical confidentiality and the duty of doctors to disclose serious health conditions 

presents a complex legal and ethical challenge in Nigeria18. While patient confidentiality is a 

fundamental principle of medical ethics and is legally protected, there are circumstances where 

disclosure is necessary to protect public health. The difficulty lies in striking a balance between 

safeguarding individual privacy and ensuring the safety of the public. However, Nigeria’s existing 

legal and regulatory framework governing medical confidentiality and disclosure is fraught with 

several challenges, making it difficult to achieve this balance effectively. 

The lack of clear legal provisions regarding when and under what circumstances a doctor is 

permitted to disclose a patient's serious health condition is a major issue in healthcare, this 

uncertainty creates inconsistencies in how confidentiality and disclosure are handled, leading to 

some doctors err on the side of non-disclosure or others revealing patient information without 

proper justification, breaching confidentiality and violating patient rights. In the same vein, weak 

enforcement mechanisms and lack of clear guidelines on disclosure thresholds further complicate 

the issue. Also, the growing reliance on digital health technologies and electronic health records 

has made patient information more vulnerable to cyber threats, unauthorized access, and misuse. 

In the context of public health emergencies, the challenge of balancing confidentiality with the 

need for disclosure becomes even more pronounced. Therefore, there is a pressing need to critically 

examine Nigeria's legal and institutional frameworks on medical confidentiality and disclosure. It 

will answer the questions:  

                                                             
18 Iyalomhe G.B., “Medical ethics and ethical dilemmas.” (2009) 18(1) Niger J Med 8; F.N. Chukwuneke, “Medical 

incidents in developing countries: A few case studies from Nigeria.” (2015) 18 (1) Nigerian journal of clinical 

practice 20. 



1. What are the legal and ethical principles governing medical confidentiality and doctors' 

duty to disclose serious health conditions in Nigeria? 

2. Under what circumstances does the duty to disclose override patient confidentiality in 

Nigeria’s legal framework? 

3. What are the implications of disclosure on patients' rights, including privacy, non-

discrimination, and access to healthcare? 

4. How do Nigeria’s laws on medical confidentiality and disclosure compare with 

international best practices? 

5. What challenges and obstacles exist in balancing patient confidentiality with public health 

concerns, and how can these be addressed through legal and policy reforms? 

1.3 Aim and Objectives of the study 

1. To examine the legal and ethical principles governing medical confidentiality and doctors' 

duty to disclose serious health conditions in Nigeria. 

2. To analyse the legal provisions and circumstances under which doctors are required or 

permitted to disclose patient health information. 

3. To assess the impact of disclosure on patients' rights, including privacy, non-

discrimination, and access to healthcare. 

4. To compare Nigeria’s legal framework on medical confidentiality and disclosure with 

international best practices. 

5. To identify challenges in balancing medical confidentiality with public health concerns and 

propose legal and policy reforms to enhance clarity, protection, and enforcement. 

 



1.4 Scope and Limitations of the Study 

This study focuses on examining the legal and ethical frameworks governing doctors' duty to 

disclose serious health conditions in Nigeria, with an emphasis on balancing patient confidentiality 

and public health interests. The research specifically explores the provisions of Nigerian laws, 

including the National Health Act, the Code of Medical Ethics, and other relevant statutory and 

regulatory instruments that guide medical practitioners in handling sensitive patient information. 

Additionally, the study investigates how judicial interpretations and case laws have shaped the 

enforcement of medical confidentiality and the duty of disclosure. The research is confined to the 

Nigerian healthcare and legal system, providing an in-depth analysis of the country's laws and 

ethical guidelines without making extensive comparisons with international legal frameworks. 

However, where relevant, references may be made to global best practices, particularly in 

jurisdictions with well-established legal principles on medical confidentiality and disclosure. The 

study primarily focuses on medical conditions that pose significant public health risks, such as 

infectious diseases, rather than all possible scenarios of medical disclosure. 

Despite its relevance, the study has certain limitations. Firstly, it relies predominantly on secondary 

data, including legal texts, judicial decisions, policy documents, and academic literature, which 

may limit firsthand insights from practitioners and policymakers. Secondly, the evolving nature of 

medical law and ethics means that new legal developments may emerge after the conclusion of 

this research. Additionally, the study does not extend to the economic or technological implications 

of medical confidentiality, such as the role of electronic health records in confidentiality breaches. 

Lastly, while efforts are made to provide a comprehensive analysis, the study acknowledges that 

perspectives from healthcare professionals, legal experts, and patients may not be fully captured 



due to time and resource constraints. Future research may explore empirical studies involving 

interviews and surveys with key stakeholders to enrich the findings and recommendations. 

1.5 Significance of the Study 

This study holds both theoretical and practical significance. Theoretically, it contributes to the 

existing body of knowledge on medical confidentiality and the legal and ethical dimensions of 

doctors' duty to disclose serious health conditions in Nigeria. By critically examining the legal 

framework governing patient confidentiality and disclosure obligations, this research provides a 

deeper understanding of the interplay between medical ethics, human rights, and public health 

considerations. The study also highlights gaps in the current legal regime, offering insights into 

how Nigeria’s legal provisions compare with international best practices. 

Practically, the findings of this study will be valuable to policymakers, legal practitioners, medical 

professionals, and public health authorities. By identifying ambiguities and inconsistencies in 

Nigeria’s legal framework, this research can inform legal reforms aimed at striking a balance 

between safeguarding patient privacy and ensuring public health protection. Additionally, 

healthcare institutions and regulatory bodies can use the study’s recommendations to develop 

clearer guidelines for medical practitioners, ensuring that disclosure decisions align with ethical 

standards and legal obligations. Ultimately, the study seeks to enhance the protection of patients' 

rights while promoting public health and legal certainty in medical practice. 

1.6 Research Methodology 

This research adopts a doctrinal legal research methodology to examine the legal and ethical 

frameworks governing doctors' duty to disclose serious health conditions in Nigeria. The doctrinal 



method involves an in-depth analysis of legal texts, statutes, case law, and academic literature to 

critically assess the existing legal provisions, judicial interpretations, and ethical considerations 

relevant to medical confidentiality and public health protection19. The study relies on both primary 

and secondary sources of information to provide a comprehensive analysis of the subject. Primary 

sources include relevant Nigerian legal instruments such as the National Health Act, the Code of 

Medical Ethics, the Nigerian Constitution, the Patients' Bill of Rights, and other statutory and 

regulatory frameworks governing medical confidentiality and disclosure. Additionally, case laws 

and judicial decisions that have interpreted and applied these legal provisions will be examined to 

understand the evolving nature of the legal obligations imposed on medical practitioners. 

Secondary sources include a broad range of scholarly materials such as academic books, peer-

reviewed journals, legal commentaries, research articles, conference papers, newspapers, and 

reports from relevant regulatory bodies and professional associations. These sources provide 

critical insights, expert opinions, and comparative analyses that enhance the research's depth and 

theoretical grounding. This methodology ensures a systematic, legal-centric, and analytical 

approach in evaluating the challenges, limitations, and potential reforms within Nigeria’s legal 

framework regarding medical confidentiality and the duty of disclosure. It also facilitates a 

comparative discussion by drawing on best practices and precedents from other jurisdictions, 

where applicable, to propose recommendations for strengthening Nigeria’s legal and ethical 

approach to balancing patient confidentiality and public health imperatives. 

 

                                                             
19 S. Kilcommins. Doctrinal Legal Method (Black-Letterism): Assumptions, Commitments and Shortcomings’ in 

Laura Cahillane and Jennifer Schweppe (eds) Legal Research Methods: Principles and Practicalities (Clarus Press, 

2016) 6.  



1.7 Chapter Analysis 

Chapter one introduces the study by providing an overview of the legal and ethical implications 

surrounding the duty of doctors to disclose serious health conditions in Nigeria. It highlights the 

tensions between patient confidentiality and public health concerns, emphasizing the need for a 

balanced legal framework. The statement of the problem outlines the challenges in maintaining 

medical confidentiality while ensuring public safety. The aim and objectives of the study define 

the research focus, while the scope and limitations set the boundaries for the analysis. The 

significance of the study underscores the importance of evaluating existing legal frameworks to 

enhance the protection of patient rights while addressing public health risks. The research 

methodology details the doctrinal approach used to analyze legal statutes, case laws, and scholarly 

materials. Lastly, the chapter analysis provides an overview of the study’s structure, guiding the 

reader through the research organization. 

Chapter two presents the conceptual and theoretical frameworks that underpin the study. It defines 

key concepts such as public health, patient privacy, and medical confidentiality to establish a clear 

understanding of the subject matter. The theoretical framework explores relevant legal and ethical 

theories, including the utilitarian principle and social contract theory, to provide a foundation for 

analyzing the legal obligations of medical practitioners. The chapter also includes a review of 

existing literature, identifying gaps in research on medical confidentiality and the legal duty to 

disclose serious health conditions. 

Chapter three examines the legal and institutional frameworks governing medical confidentiality 

in Nigeria. The legal framework section analyzes relevant laws, including the Constitution of the 

Federal Republic of Nigeria 1999 (as amended), the National Health Act 2014, the Medical and 



Dental Practitioners Act 2004, the Nigerian Data Protection Act 2023, the HIV Anti-

Discrimination Act 2014, and the International Covenant on Civil and Political Rights. These laws 

define the legal obligations of doctors concerning confidentiality and disclosure. The institutional 

framework section reviews the roles of key institutions such as the Federal Ministry of Health, 

Nigerian Data Protection Commission, the Medical and Dental Council of Nigeria, the Medical 

and Dental Practitioners Disciplinary Tribunal, and the Courts in enforcing these legal provisions. 

Chapter four critically assesses the balance between patient confidentiality and public health safety 

under Nigerian law. It explores the challenges of enforcing confidentiality rights, including ethical 

dilemmas, legal ambiguities, and institutional shortcomings. Additionally, the chapter examines 

the difficulties faced by medical practitioners in safeguarding patient confidentiality, such as 

inadequate legal protections, pressure from public health authorities, and the impact of digital 

health records on data privacy. 

The final chapter, chapter five, presents the summary of findings, highlighting key insights from 

the study. Based on the research, recommendations are provided to improve Nigeria’s legal and 

institutional approach to medical confidentiality and public health disclosure. The conclusion 

underscores the importance of a well-defined legal framework that protects patient privacy while 

allowing for necessary public health interventions. The chapter also suggests areas for further 

research, particularly on the impact of digital health technologies on confidentiality and public 

health management. 

 

 



CHAPTER TWO 

CONCEPTUAL, THEORETICAL FRAMEWORKS AND LITERATURE REVIEW 

2.1 Conceptual clarification 

Confidentiality in public health is a crucial ethical and legal duty to protect personal and sensitive 

health information from unauthorized access or disclosure. In Nigeria, this concept is especially 

important due to the need to balance individual privacy rights with public health interests. Public 

health aims to improve population health through disease prevention, health promotion, and 

surveillance, often requiring the collection and sharing of health data, which may include 

personally identifiable information. Nigeria lacks a comprehensive national data protection law 

specifically tailored to health information, but the Nigeria Data Protection Regulation (NDPR) 

(2019) provides some privacy safeguards. Ethical guidelines from medical and public health 

associations also emphasize confidentiality as a core professional duty. Challenges in maintaining 

confidentiality include limited infrastructure, cultural and social stigma, public health 

emergencies, and legal uncertainties. 

2.1.1 Public Health 

Public health is an essential field that focuses on keeping people healthy and preventing diseases 

in communities, concerned with protecting and improving the well-being of entire populations 

rather than just treating individuals. Its efforts aim to prevent illness, prolong life, and promote 

good health through organized programs and policies20. Over time, scholars and health 

                                                             
20 American Public Health Association. What is Public Health?, 2024 Available at: https://www.apha.org/what-is-

public-

health#:~:text=Public%20health%20promotes%20and%20protects,%2C%20learn%2C%20work%20and%20play. 
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organizations have provided different definitions of public health, but they all emphasize its role 

in ensuring a healthier society. Saranya and Kathirvel describes it as “the science and art of 

preventing disease, prolonging life, and promoting health through organized efforts of society21.” 

This means that public health is both a scientific field and a practical approach that involves 

governments, healthcare professionals, and communities working together to improve health. 

One of the earliest definitions of public health was provided by C.E.A. Winslow, who stated that 

public health is “the science and art of preventing disease, prolonging life, and promoting physical 

and mental health and efficiency through organized community efforts22.” Winslow’s definition 

highlights the importance of sanitation, infection control, personal hygiene education, and social 

policies in public health. Another widely accepted definition comes from Last who explains public 

health as a set of organized efforts by society, organizations, and individuals to prevent disease, 

promote health, and prolong life23. This definition focuses on collective action, showing that good 

public health is a shared responsibility among different sectors of society. Rothstein also provides 

an important perspective, defining public health as what we, as a society, do collectively to assure 

the conditions in which people can be healthy which shifts the focus to the role of governments 

and policies in creating environments that support good health24. Despite the differences in 

wording, all these definitions emphasize that public health is about preventing diseases and 

improving health through organized efforts. 
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Public health has changed significantly over the years. In the past, the focus was mainly on 

sanitation and controlling infectious diseases. For example, in the 19th and early 20th centuries, 

many public health initiatives aimed to improve water quality, waste management, and 

vaccinations to prevent deadly diseases like cholera and tuberculosis25. These efforts led to major 

improvements in health and life expectancy. In the second half of the 20th century, the focus of 

public health expanded beyond infectious diseases to include non-communicable diseases (NCDs) 

such as heart disease, diabetes, and cancer, which was seen in the Alma-Ata Declaration of 1978, 

led by the WHO, emphasized primary healthcare as a foundation for better health services for all. 

Governments and health organizations also began addressing lifestyle-related health risks, such as 

smoking, poor diet, and lack of exercise26. Today, public health has further expanded to include 

modern challenges like climate change, pandemics (e.g., COVID-19), antibiotic resistance, and 

social health inequalities. Hence, the concept of "New Public Health" has emerged, integrating 

traditional disease prevention with modern technology, social policies, and international 

cooperation. 

Public health is a many-sided field that focuses on various aspects to maintain community health. 

It includes epidemiology and disease control, health promotion and education, environmental 

health, health policy and management, and global health and emerging diseases. Epidemiology 

studies disease patterns, causes, and methods for controlling outbreaks27. Health promotion and 

                                                             
25 Johnson, James A., and Cynthia B. Morrow.Historical developments in public health and the 21st century. 

In Novick & Morrow’s Public Health Administration: Principles for Population-Based Management (Jones and 

Barlett Publishers, 2014). 17. 
26 WHO. WHO called to return to the Declaration of Alma-Ata: International conference on primary health care. 

2025Available at: https://www.who.int/teams/social-determinants-of-health/declaration-of-alma-ata Lasted 

Accessed 4 March 2025.  
27 Sasmita, Adhikari Poudel, Sha Meng, Yu-Ju Wu, Yu-Ping Mao, Rui-Xue Ye, Qing-Zhi Wang, Chang Sun et al. 

"Epidemiology, causes, clinical manifestation and diagnosis, prevention and control of coronavirus disease 

(COVID-19) during the early outbreak period: a scoping review." (2020) 9(1) Infectious diseases of poverty 29. 

https://www.who.int/teams/social-determinants-of-health/declaration-of-alma-ata


education on the other hand involves creating programs to educate people on healthy lifestyles, 

such as vaccination campaigns and nutrition programs28. Environmental health examines the 

impact of the environment on health, including air pollution, clean water, and food safety, while 

health policy and management ensures that healthcare services are accessible to everyone, and 

global health and emerging diseases work together to prevent pandemics and improve global health 

security29. 

Hence, public health plays a crucial role in reducing disease and death rates, ensuring health equity, 

improving economic productivity, and responding to health crises, and programs like vaccinations 

and hygiene improvements have helped lower the number of deaths from diseases like smallpox, 

polio, and measles. Public health efforts also aim to provide healthcare access to everyone, 

especially the poor and vulnerable, reducing unfair health differences. 

2.1.2 Patient Privacy 

Patient privacy is an essential right that allows individuals to control access to their personal health 

information, which ensures that medical records remain confidential and are only shared with 

authorized individuals, such as healthcare providers directly involved in a patient’s treatment30. 

As healthcare systems increasingly rely on digital technology, the issue of patient privacy has 

become more complex. Hospitals, clinics, and medical researchers handle large amounts of 

sensitive data, making it necessary to establish strict rules to protect patient information from 

unauthorized access or misuse31. Privacy, in general, refers to the right to keep personal 
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information secret and to decide who can access it. In healthcare, patient privacy is an extension 

of this concept, ensuring that medical details, diagnoses, and treatment histories remain 

confidential. The World Health Organization and various human rights organizations have 

emphasized that privacy is a fundamental human right, meaning that every person has the right to 

keep their health information protected from exposure or misuse32. 

Scholars have defined patient privacy in different ways. C.E.A. Winslow emphasized that 

protecting patient confidentiality is a key part of ethical medical practice33, while Kayaalp defined 

patient privacy as the right to maintain control over personal medical information, ensuring that it 

is only accessed by authorized individuals for legitimate medical or research purposes34. Similarly, 

the Institute of Medicine stated that protecting patient privacy helps build trust between individuals 

and healthcare systems. If patients feel that their personal information is secure, they are more 

likely to seek medical help without fear of stigma or discrimination35. 

The importance of patient privacy cannot be overstated. One of the biggest benefits is that it builds 

trust between doctors and patients. If people believe their health records will remain confidential, 

they are more likely to be honest with doctors about their medical history, allowing for better 

diagnosis and treatment. Additionally, privacy helps prevent identity theft and fraud. In today’s 

digital world, criminals can misuse stolen medical data for fraudulent purposes, such as making 
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fake insurance claims or obtaining prescription drugs illegally36. Protecting patient information 

also encourages ethical medical practices, ensuring that doctors and nurses handle sensitive data 

responsibly and in accordance with professional standards37. 

Despite its importance, maintaining patient privacy comes with challenges. One of the biggest 

issues is the increasing use of electronic health records and digital databases. While these 

technologies have improved healthcare services, they have also made medical data more 

vulnerable to cyber-attacks, as hackers target hospitals and medical research centers to steal private 

health records, raising serious concerns about data security38. Another challenge is the use of big 

data and artificial intelligence (AI) in healthcare. Although AI can help predict disease patterns 

and improve treatments, it also raises ethical concerns about how personal health data is collected, 

stored, and used39. Another issue is that many patients do not fully understand their privacy rights, 

in that some people sign consent forms without reading them carefully, not realizing how their 

information might be shared40. Additionally, legal and ethical conflicts sometimes arise. For 

example, during disease outbreaks, public health officials may need access to patient information 

to control the spread of infections. However, balancing the need to protect public health with the 

right to individual privacy remains a complex issue41. 
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To improve patient privacy, healthcare institutions and governments must take several steps. First, 

strict data protection policies should be enforced, requiring hospitals and clinics to use encryption 

and secure storage methods to protect medical records42. Second, patients should be fully informed 

about how their data is used and given the option to approve or deny access43. Third, training 

programs should be provided for doctors and medical staff to ensure they understand privacy laws 

and how to handle patient information responsibly44. Lastly, de-identification techniques should 

be used in medical research, meaning that personal identifiers such as names and addresses are 

removed from health data to ensure anonymity45. 

2.1.3 Medical confidentiality 

Medical confidentiality is an important principle in healthcare that ensures a patient’s personal and 

medical information is kept private. It is based on the idea that patients should be able to trust their 

doctors and healthcare providers with sensitive information without fear of unauthorized 

disclosure46. The concept of medical confidentiality has existed for centuries and is widely 

recognized in both ethical codes and legal systems worldwide. However, as medical practices 

evolve and digital technology becomes more common, maintaining confidentiality has become 

more complex47. Many scholars and organizations have defined medical confidentiality in 
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different ways, but they all emphasize the importance of privacy in healthcare. The World Medical 

Association defines medical confidentiality as the duty of healthcare professionals to protect 

personal information about patients and not disclose it without their consent unless required by 

law or ethical obligations48. This definition highlights that while confidentiality is essential, there 

are exceptions where disclosure may be necessary for legal or public health reasons. 

According to Bourke and Wessely, medical confidentiality refers to "the principle of keeping 

secure and secret from others, information given by or about an individual in the course of a 

professional relationship.49” This definition emphasizes the patient’s right to control their personal 

health data. Similarly, Tegnene describes medical confidentiality as the restriction of access to 

personal information from unauthorized persons and processes at authorized times and in an 

authorized manner50, which supports the ethical aspect of medical confidentiality, where trust 

between patients and doctors is fundamental. A broader explanation is given by Otor opines that 

medical confidentiality is a professional duty that ensures patients feel safe when disclosing private 

health information to their doctors51. This means that confidentiality is not just a legal obligation 

but also a professional responsibility that builds trust in the healthcare system. 

The principle of medical confidentiality dates back to ancient times. The Hippocratic Oath, written 

around 400 BCE, includes a statement on patient privacy: “Whatever I see or hear in the lives of 
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my patients, I will keep secret.52” This early recognition of confidentiality shows that the concept 

has always been an essential part of medical ethics. In the modern era, medical confidentiality has 

been reinforced through legal frameworks. In the United States, the Health Insurance Portability 

and Accountability Act, passed in 1996, established strict rules on how patient information should 

be handled53. In Europe, the General Data Protection Regulation (GDPR) includes provisions that 

protect health data and ensure it is not misused54. Similarly, in Nigeria, medical confidentiality is 

supported by the National Health Act of 2014, which outlines the responsibilities of healthcare 

providers in maintaining patient privacy55. 

Medical confidentiality is important for several reasons. First, it helps build trust between patients 

and healthcare providers, in that when patients know that their information will be kept private, 

they are more likely to share important details about their health, which leads to better diagnosis 

and treatment56. Second, confidentiality protects patients from discrimination and stigma. Some 

medical conditions, such as HIV/AIDS, mental health disorders, or reproductive health issues, can 

expose patients to social stigma if their information is disclosed without consent57. Hence, ensuring 

confidentiality helps prevent discrimination and encourages people to seek medical help without 

fear. Another reason why medical confidentiality is important is that it ensures legal and ethical 
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compliance, in that many countries have laws that require doctors and hospitals to protect patient 

information, and violating confidentiality can lead to legal consequences, including lawsuits and 

loss of professional licenses58.  

Despite its importance, medical confidentiality faces several challenges in today’s world. One 

major issue is the rise of electronic health record and digital databases. While digital records 

improve healthcare efficiency, they also increase the risk of data breaches and cyber-attacks, as 

hackers target hospitals and medical institutions to steal confidential patient information, leading 

to privacy violations59. Another challenge is the conflict between confidentiality and public health 

concerns. In some situations, doctors may need to disclose patient information without consent, 

such as when a patient has a highly contagious disease that poses a threat to others, which makes 

balancing individual privacy with public safety a complex issue in medical ethics60. Additionally, 

legal and ethical dilemmas arise when confidentiality conflicts with the duty to protect others from 

harm. For example, if a patient confesses to a doctor that they intend to harm someone, should the 

doctor break confidentiality to prevent harm? This dilemma requires careful consideration of 

ethical principles such as doing good while avoiding harm61. A final challenge is the lack of 

awareness among patients and healthcare providers. Some patients do not fully understand their 

right to confidentiality, while some healthcare professionals may not follow best practices for 
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protecting patient information62. Hence the need for regular training and education are necessary 

to ensure that confidentiality is maintained in all medical settings63. 

2.2 Theoretical Framework 

2.2.1 The utilitarian principle  

The utilitarian principle, developed by philosophers such as Jeremy Bentham and John Stuart Mill, 

is based on the idea that ethical actions should maximize overall happiness and minimize harm64, 

and this principle is widely applied in public health, medical confidentiality, and privacy 

considerations, particularly when balancing individual rights against the collective well-being of 

society. In healthcare, utilitarianism is often invoked when deciding whether a patient’s private 

information should remain confidential or be disclosed for the greater good, and this ethical 

dilemma becomes especially relevant in cases involving public health risks, such as the spread of 

contagious diseases, and confidentiality in psychiatric treatment65. 

Privacy is a fundamental human right that protects individuals from unwarranted intrusion into 

their personal affairs. However, the utilitarian perspective on privacy suggests that privacy is not 
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an absolute right and can be limited when disclosure would produce a greater benefit to society66. 

For example, public health surveillance often requires collecting personal data to prevent disease 

outbreaks, in that while individuals may prefer to keep their medical histories private, the 

utilitarian approach justifies monitoring and reporting certain conditions (such as tuberculosis or 

COVID-19) to protect the broader population67. However, this perspective changes when public 

safety is at stake, such as in cases of criminal activity, infectious diseases, or threats to others. The 

General Medical Council also supports this view, stating that confidentiality is an ethical duty but 

can be breached in cases where there is an overriding public interest68. This means that privacy 

must sometimes be sacrificed to prevent greater harm, which is a key principle of utilitarianism. 

In other words, if a patient expresses an intention to harm themselves or others, utilitarian ethics 

support breaking confidentiality to protect the individual and potential victims69. This ethical 

conflict is also seen in legal precedents, such as the famous case of Tarasoff v. Regents of the 

University of California70. In this case, a therapist was sued for failing to warn a woman that her 

ex-boyfriend had threatened to kill her. The court ruled that the duty to protect the victim 

outweighed the duty to maintain confidentiality, reinforcing the utilitarian approach to ethical 

dilemmas in healthcare. Additionally, research has shown that patients may be discouraged from 

seeking medical help if they fear that confidentiality will not be maintained. A study by Schmid 

found that two-thirds of psychiatric patients would consider leaving therapy if confidentiality were 
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breached71. This presents a challenge for utilitarianism, in that while breaking confidentiality may 

prevent harm in one case, it could discourage future patients from seeking help, leading to greater 

harm in the long run. 

Public health policies often require balancing individual rights against the collective welfare of 

society. Utilitarianism is commonly applied in public health decision-making, especially during 

disease outbreaks and epidemics. For instance, mandatory vaccinations are a utilitarian policy 

aimed at protecting public health by achieving herd immunity72. In other words, while some 

individuals may object to vaccinations due to personal or religious beliefs, the greater good of 

preventing disease transmission outweighs individual preferences. Similarly, contact tracing and 

quarantine measures during the COVID-19 pandemic required the collection of personal data and 

restriction of movement to prevent further infections. From a utilitarian perspective, these actions 

were justified because they saved lives and reduced hospital burden, even though they infringed 

on personal freedoms73. Another example is the disclosure of HIV status. Many countries have 

laws requiring individuals with HIV/AIDS to inform their partners about their condition, while 

this may violate personal privacy, it is justified under utilitarian ethics because it prevents further 

transmission of the virus and protects others from harm74. However, utilitarianism in public health 

is not without challenges. Some policies, such as compulsory medical treatments or forced 

quarantines, may disproportionately affect vulnerable populations, raising ethical concerns about 
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fairness and consent75. Additionally, excessive government surveillance under the pretext of public 

health can lead to privacy violations and authoritarian control76. 

2.2.2 Positivist Theory 

Positivist theory is a legal and ethical framework grounded in the belief that the validity of a rule 

or law lies in its formal enactment by a recognized authority, rather than in its moral or societal 

justification.77 Prominent scholars such as John Austin and Hart argue that laws are commands 

issued by a sovereign, and must be obeyed as long as they are properly enacted, regardless of 

whether they are considered morally right or wrong78. In the healthcare context, positivism 

supports the idea that medical confidentiality and public health obligations should be guided 

strictly by codified laws and institutional rules, rather than personal ethics or societal consensus79. 

Under this theory, patient confidentiality is respected to the extent that it is protected by law. 

However, where legal provisions allow or mandate the disclosure of medical information, 

particularly in the interest of public health, such disclosure is not only permissible but required80. 

For example, statutes or public health regulations that authorize the reporting of infectious diseases 

such as tuberculosis, COVID-19, or Ebola override the ethical duty of confidentiality81. From a 

positivist perspective, once such laws are enacted by legitimate authority, healthcare providers 
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have a legal obligation to comply, regardless of the personal wishes of the patient or moral debates 

around privacy. 

The positivist approach also places limits on the role of consent82. While patients may sign 

confidentiality agreements with healthcare professionals, these agreements exist within the 

boundaries of the law. In cases where the law demands disclosure, for example, to prevent the 

spread of a communicable disease, the patient's consent is not necessary83. The authority of the 

state, acting through legislation, takes precedence over individual agreements or professional 

codes of ethics. This reinforces the idea that compliance with legal rules is non-negotiable in 

regulated healthcare practice84. Furthermore, the positivist framework insists that ethical 

exceptions to confidentiality must be explicitly stated in statutes, policies, or professional 

guidelines85. In practice, this provides healthcare professionals with clear boundaries and 

protections, ensuring that their actions are legally justified. 

2.3 Summary and Gap in Literature    

This study has explored the relationship between medical confidentiality, privacy, and public 

health through ethical frameworks such as utilitarianism and social contract theory. The review of 

existing literature highlights the importance of confidentiality in healthcare, as it fosters trust 

between patients and healthcare providers. However, public health concerns sometimes justify 
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limitations on confidentiality, particularly in cases involving infectious diseases, mental health 

risks, or threats to public safety. Scholars have extensively debated this ethical tension, analyzing 

how laws and policies attempt to balance individual rights with public health needs. 

According to Beauchamp and Childress, medical confidentiality is a core principle of bioethics, 

ensuring that patients feel safe disclosing personal health information without fear of exposure86. 

However, Gostin argued that absolute confidentiality is unrealistic, as public health crises often 

require data sharing and surveillance to protect communities from harm87. The utilitarian 

perspective, as discussed by Mill88 and Bentham89, supports breaching confidentiality when it 

prevents greater harm. This ethical reasoning has been applied in pandemics such as COVID-19, 

where governments collected patient data to track and control virus transmission. Similarly, 

Schneider argued that public health authorities must sometimes compromise individual privacy to 

achieve greater societal benefits, such as preventing outbreaks and ensuring access to life-saving 

treatments90. The social contract theory provides a justification for limiting confidentiality in 

public health contexts. Donaldson and Dunfee propose that societies create ethical agreements that 

balance personal rights with communal responsibilities91. In healthcare, this means that patients 

agree to certain limitations on confidentiality in exchange for protection from health threats. This 

principle has been applied in mandatory vaccination programs, quarantine policies, and disease 

surveillance systems. 
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While past studies provide valuable insights, several gaps in the literature remain unaddressed. 

The literature on confidentiality and public health in Nigeria is limited, with most studies focusing 

on Western countries, particularly Europe and North America. There is a lack of research on how 

these ethical and legal principles apply to developing nations like Nigeria, where cultural beliefs, 

legal enforcement, and healthcare infrastructure differ significantly. Integrated analysis on 

confidentiality and public health is also lacking, with few studies critically examining their 

interaction, particularly in HIV/AIDS management, mental health care, and pandemic response 

strategies. Ethical theories like utilitarianism and social contract theory are often discussed in 

bioethics and Western legal studies, but their application to African healthcare systems is 

underexplored. Practical solutions for balancing confidentiality and public health in Nigeria are 

also lacking, with many international frameworks emphasizing privacy protection in digital health 

records, but there is limited discussion on how these regulations can be adapted to Nigeria, where 

electronic health systems and legal enforcement mechanisms are still developing. 

This study seeks to fill these gaps by exploring how medical confidentiality, privacy laws, and 

public health policies interact within Nigeria’s healthcare system. It will examine practical 

solutions for balancing individual privacy with public safety while considering ethical principles, 

legal frameworks, and cultural factors unique to Nigeria. By addressing these gaps, this research 

will help develop realistic and effective policies that safeguard patient confidentiality while 

ensuring that public health needs are met.                                                           

 

 



                                                          CHAPTER THREE  

Legal and Institutional Frameworks for Confidentiality in Medical Practice in Nigeria. 

3.1 Legal Framework 

3.1.1 The constitution of the Federal Republic of Nigeria (as amended) 

The Constitution of the Federal Republic of Nigeria, 1999 (as amended), is the supreme law of the 

land and serves as the foundational legal framework that governs all actions of individuals, 

institutions, and government authorities in Nigeria92. The Constitution provides both protection 

for individual privacy and grounds for the limitation of such rights in the interest of public health 

and safety93. Under Section 37 of the Constitution, the right to privacy is expressly guaranteed. It 

states: “The privacy of citizens, their homes, correspondence, telephone conversations and 

telegraphic communications is hereby guaranteed and protected94.” Although this section does not 

specifically mention medical or health information, it has been interpreted to extend to confidential 

personal data, including health records95. Therefore, this constitutional provision forms the legal 

basis for the protection of patients’ medical confidentiality in Nigeria. Healthcare professionals, 

hospitals, and public institutions are expected to respect this right when handling personal medical 

information96. However, the Constitution also provides for justifiable limitations to fundamental 

rights. Under Section 45(1), the right to privacy may be restricted: “In the interest of defense, 
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public safety, public order, public morality or public health; or for the purpose of protecting the 

rights and freedom of other persons97.”  

T98his provision allows for a lawful balance between individual privacy and collective safety. In 

the event of a disease outbreak or public health crisis, the government may impose limitations on 

the confidentiality of patient data to control the spread of disease, conduct contact tracing, or issue 

public warnings99. For example, during the COVID-19 pandemic, health authorities were 

permitted to disclose limited health information in order to protect the larger population. However, 

such limitations must be reasonable, necessary, and proportionate. The courts in Nigeria have held 

that even when fundamental rights are limited, such limitations must not be excessive or 

arbitrary100. 

 In Medical and Dental Practitioners Disciplinary Tribunal v. Okonkwo (2001) 7 NWLR (Pt. 711) 

206, the Supreme Court affirmed the principle that constitutional rights, including the right to 

dignity and personal decision-making, must be respected except in clear cases of overriding public 

interest101. It is also important to note that the Nigerian Constitution lacks specific and detailed 

provisions on how medical confidentiality should be maintained or how it may be lawfully 

breached102. Therefore, while the Constitution provides the foundation for protecting privacy and 

public health, it leaves the operational details to subsidiary legislation such as the National Health 

Act 2014 and Nigeria Data Protection Act 2023. Furthermore, the enforcement of constitutional 
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rights in Nigeria remains weak due to limited public awareness, bureaucratic challenges, and 

institutional delays. Many patients are unaware of their rights under Section 37, and few healthcare 

providers receive regular training on constitutional obligations. This has led to frequent violations 

of confidentiality, especially in public hospitals where infrastructural challenges hinder private 

consultations. The Constitution of Nigeria plays a dual role in protecting medical confidentiality 

and permitting necessary intrusions in the interest of public health103. While it provides a strong 

legal basis for privacy, there is a need for more precise legislation and effective enforcement to 

ensure that both individual rights and public health goals are properly balanced104. Only by 

strengthening constitutional awareness and complementing it with specific health laws can Nigeria 

build a healthcare system that is both lawful and ethical. 

3.1.2 National Health Act of 2014 

The National Health Act 2014 (NHA) is one of Nigeria’s most significant legislative efforts to 

regulate the health sector105. It provides a legal framework for the management of the Nigerian 

health system and clearly outlines the rights and duties of healthcare providers and patients. 

Section 26, which provides that all information concerning a user's health status, treatment, or stay 

in a health establishment is confidential106. It further states that no person may disclose such 

information unless: 

1. The user gives written consent. 
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2. A court orders such disclosure. 

3. Disclosure is made to another health care provider for further treatment. 

4. The information is disclosed in the public interest. 

This section reinforces the ethical and legal duty of confidentiality which medical practitioners 

owe to patients107. The Act aligns with the Constitution of the Federal Republic of Nigeria, 1999 

(as amended), particularly Section 37, which protects the privacy of individuals. However, the 

NHA provides more specific operational guidance on how medical confidentiality should be 

maintained and the exceptions that may apply108.  

Importantly, the Act strikes a balance between individual privacy rights and public health needs. 

Under Section 27, the law permits the release of health information when non-disclosure poses a 

serious threat to public health. For instance, if a patient is diagnosed with a highly contagious 

disease such as Ebola or COVID-19, health authorities are permitted to notify contacts and take 

public health measures, even without the patient’s consent. This balancing approach is consistent 

with the ruling in Medical and Dental Practitioners Disciplinary Tribunal v. Dr. John Emewulu 

Nicholas Okonkwo (2001) 7 NWLR (Pt. 711) 206, where the Supreme Court of Nigeria recognized 

that although patients have a right to bodily autonomy and confidentiality, such rights may be 

limited in cases of overriding public interest109. In that case, the court held that where the safety of 

the public is at stake, such as during epidemics or pandemics, the government may interfere with 

individual rights within lawful limits. Minister of Health & Ors v. Mdare110. In this case, the Court 
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of Appeal affirmed that healthcare rights, including access to information and dignity, are 

enforceable rights under Nigerian law. Although confidentiality was not the central issue in that 

case, it underscored the legal status of patients’ rights in the healthcare system. The Act also 

emphasizes the need for healthcare providers to train staff and develop internal policies to protect 

confidentiality111.  

Unfortunately, in practice, enforcement remains weak due to lack of awareness, limited 

institutional capacity, and sometimes disregard for the law112. Breaches of confidentiality are 

frequently reported in public hospitals, especially where overcrowded wards or lack of private 

consultation rooms compromise patient privacy113. Moreover, some healthcare workers are 

unaware of the exact legal boundaries for disclosure. For example, disclosures to the media or 

unauthorized third parties, even when well-intentioned, may violate the NHA. There is a growing 

need for institutional training and compliance monitoring in line with Section 29 of the Act, which 

empowers regulatory bodies to enforce these provisions. The National Health Act 2014 is a robust 

legal instrument for managing confidentiality in Nigeria’s health system. It complements 

constitutional protections while offering practical guidelines for health workers114. By permitting 

limited disclosures for public health while firmly protecting personal data, the Act reflects a 

balanced and ethical approach. However, for it to be fully effective, there must be consistent 

judicial enforcement, institutional compliance, and public awareness of its provisions. 
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3.1.3 Medical and Dental Practitioners Act of 2004 

The Medical and Dental Practitioners Act Cap M8, Laws of the Federation of Nigeria 2004 

(hereafter referred to as the MDPA) is the principal legislation governing the registration, 

regulation, and discipline of medical and dental practitioners in Nigeria115. The Act also empowers 

the Medical and Dental Council of Nigeria to set and enforce professional standards, including 

rules relating to medical ethics, confidentiality, and conduct in public health settings. One of the 

ethical obligations imposed by the MDPA is the duty of confidentiality, which is considered a core 

part of medical professionalism116. Although the Act itself does not expressly define 

“confidentiality,” it provides the MDCN with the authority to publish and enforce a Code of 

Medical Ethics, which clearly outlines the duties of practitioners in handling patient 

information117. Under the Rules of Professional Conduct for Medical and Dental Practitioners, any 

unauthorized disclosure of patient information is considered professional misconduct118. 

According to Rule 44 of the 2008 Code of Medical Ethics in Nigeria, a doctor must not disclose 

any information obtained in confidence from a patient except: 

With the patient’s consent, In compliance with a court order, When required by law or in the 

interest of public health, To protect the health of a third party. This ethical framework directly 

supports the legal and moral duty of maintaining patient confidentiality. At the same time, it 

recognizes that confidentiality is not absolute, especially when non-disclosure poses a serious risk 
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to others or the public. For example, during a disease outbreak like Lassa fever or COVID-19, a 

practitioner may be justified in disclosing a patient’s status to health authorities without consent, 

provided the disclosure is necessary and lawful. The disciplinary powers of the Medical and Dental 

Council under the MDPA have been upheld by Nigerian courts in several cases. In Medical and 

Dental Practitioners Disciplinary Tribunal v. Dr. Okonkwo, where the Supreme Court addressed 

the boundary between a doctor’s professional duty and the patient’s autonomy119. While the central 

issue was not confidentiality, the case reinforced the principle that patient rights, including privacy 

and informed consent, must be respected, and that professional bodies have the mandate to 

discipline practitioners who violate ethical rules120.  

Another relevant case is Medical and Dental Practitioners Disciplinary Tribunal v. Dr. 

Nwachukwu, where the Court of Appeal affirmed the MDCN’s powers to discipline practitioners 

who breached ethical standards121. Although the case focused on negligence, it confirmed that 

ethical violations including breaches of confidentiality fall within the disciplinary jurisdiction of 

the Council under the MDPA. In public health emergencies, where the need for information 

disclosure becomes urgent, the MDPA provides a supportive legal framework for balancing patient 

privacy with broader health needs122. The MDCN, through its ethical rules, encourages cautious 

and lawful disclosure, ensuring that practitioners are not punished for acting in the public interest, 

provided such action is in line with existing legal provisions and professional guidelines. Despite 

its strengths, the practical application of the MDPA faces several challenges. Many healthcare 
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practitioners are not fully aware of the limits and exceptions to confidentiality. The disciplinary 

process is often slow, underfunded, or inaccessible to patients who suffer from confidentiality 

breaches. The absence of detailed procedural rules for investigating and sanctioning confidentiality 

violations has weakened enforcement123. Moreover, the MDPA does not explicitly address data 

protection and digital confidentiality, which are becoming more relevant in today’s healthcare 

delivery. Issues related to electronic medical records, telemedicine, and third-party data processors 

are largely unregulated under the current framework124. The Medical and Dental Practitioners Act 

2004 provides a foundational legal and ethical framework for promoting confidentiality and 

responsible disclosure in Nigerian healthcare125. It empowers the Medical and Dental Council to 

enforce professional conduct, discipline erring practitioners, and issue guidance on confidentiality 

during public health crises126.  

3.1.4 The Nigerian Data Protection Act of 2023 

The Nigerian Data Protection Act (NDPA) of 2023 is a significant advancement in the country’s 

legal framework for safeguarding personal data, including sensitive health information. The Act 

was enacted to ensure the protection of personal data, promote the right to privacy, and regulate 

the processing of personal data by both public and private entities127. Within the context of 

confidentiality and public health, the NDPA offers a modern legal foundation for managing patient 

information, balancing individual rights with public health imperatives. Under Section 2 of the 

NDPA, "personal data" includes any information relating to an identified or identifiable natural 
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person, and “sensitive personal data” explicitly includes data relating to an individual’s health 

status, biometric data, and genetic information128. This recognition is vital in the healthcare sector, 

where health records and medical histories must be handled with the highest level of discretion. 

The NDPA is still relatively new, and few court decisions have interpreted its provisions directly, 

the principles it enshrines align with evolving jurisprudence on privacy and confidentiality. For 

instance, in the case of Medical and Dental Practitioners Disciplinary Tribunal v. Dr. Okonkwo, 

the Supreme Court of Nigeria affirmed that patient autonomy and rights must be respected by 

medical practitioners129. While this case predated the NDPA, it provides a foundation for 

interpreting data protection rights in the healthcare context. Additionally, in Emerging Markets 

Telecommunication Services Ltd. v. Eyo, the Court of Appeal underscored the importance of 

protecting personal data and held that unauthorized disclosure of private information may 

constitute a breach of constitutional rights under Section 37 of the 1999 Constitution (as amended), 

which guarantees the right to privacy130. The NDPA is particularly relevant in situations like 

epidemics or pandemics where government agencies need access to personal health data to contain 

the spread of diseases. The Act allows such access but imposes strict safeguards to prevent abuse. 

For example, health data collected for contact tracing during COVID-19 must be used only for that 

purpose and must be deleted once no longer needed131. Furthermore, the NDPA mandates Data 

Protection Impact Assessments (DPIAs) in cases of high-risk processing, such as biometric 

surveillance or electronic health data sharing132.  
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3.1.5 HIV Anti-Discrimination Act of 2014 

The HIV and AIDS (Anti-Discrimination) Act of 2014 represents an important step in Nigeria’s 

legal efforts to protect the rights and dignity of persons living with HIV and AIDS133. The law is 

designed to prohibit all forms of discrimination based on HIV status while also safeguarding the 

confidentiality of medical information134. As such, the Act is an important legal framework that 

addresses the sensitive balance between individual rights and public health in Nigeria. One of the 

main concerns of this Act is the confidentiality of a person's HIV status. Under Section 14(1), it is 

clearly stated that no individual or institution may disclose the HIV status of another person 

without that person’s written consent135. However, the law recognizes certain exceptions to this 

rule. For example, disclosure may be allowed where it is ordered by a court, required by law, 

necessary to protect the health of another person, or if the individual in question has already made 

their status known to the person disclosing the information136. These conditions are carefully 

designed to protect personal privacy while also allowing limited disclosures where public safety 

or legal requirements justify it. The Act also insists on informed consent before HIV testing can 

be carried out. It specifically prohibits compulsory HIV testing except under particular 

circumstances, such as court orders, medical emergencies, organ donations, or approved research 

projects137. This aligns with international human rights principles and strengthens trust between 
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patients and healthcare providers. Medical professionals and health institutions are also bound by 

this Act.  

They are expected to handle HIV-related information with the highest level of confidentiality138. 

The law requires that medical records be kept secure and that only authorized personnel should 

access such records139. Where confidentiality is breached, medical practitioners may face 

disciplinary action, civil liability, or even criminal penalties under the Act. These legal safeguards 

ensure that people living with HIV can access healthcare services without fear of exposure or 

stigma. In terms of public health, the Act recognizes that certain situations may require disclosure 

of HIV status for the protection of others. For example, if a person living with HIV refuses to 

inform a partner who is at risk, a medical practitioner, after proper counselling and following legal 

guidelines, may disclose the patient’s status to the at-risk individual140. This helps to prevent the 

spread of the virus while still maintaining the patient's dignity and legal rights as far as possible141. 

Although Nigerian courts have not had many cases directly interpreting this specific Act, related 

decisions have helped shape the understanding of medical confidentiality in general. A notable 

example is the case of Medical and Dental Practitioners Disciplinary Tribunal v. Dr. Okonkwo142. 

In this case, the Supreme Court affirmed that a patient has the right to privacy, and medical 

practitioners must respect this unless it is overridden by the law or public interest. Similarly, in 

Godwin Udom v. Nigerian Navy, the Court of Appeal stated that an individual’s medical 

information must be handled with care and respect, and that discrimination based on health status 
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is unlawful143. The HIV and AIDS (Anti-Discrimination) Act of 2014 provides a strong legal 

foundation for the protection of individual confidentiality and the promotion of public health144. It 

ensures that people living with HIV are not only protected from discrimination but are also given 

legal assurance that their medical information will remain confidential unless a valid public health 

or legal reason exists for disclosure145. This legal approach encourages people to seek testing and 

treatment, which is vital for controlling the spread of HIV in Nigeria146. 

3.1.6 The International Covenant on Civil and Political Rights 

The International Covenant on Civil and Political Rights (ICCPR) is one of the most important 

global human rights instruments and plays a significant role in shaping legal norms around 

confidentiality and public health in Nigeria147. Although it is an international treaty, Nigeria is a 

signatory to the ICCPR, having ratified it in 1993. By virtue of Section 19 of the Nigerian 

Constitution, and following the dualist approach to international law, treaties ratified by Nigeria 

can influence national legislation and legal reasoning, especially on human rights matters148. The 

ICCPR recognizes the right to privacy under Article 17, which states that “no one shall be 

subjected to arbitrary or unlawful interference with his privacy, family, home or correspondence.” 

This provision has been interpreted to include the confidentiality of personal medical information, 

including an individual's health status. In the context of public health, this implies that individuals 

                                                             
143 (2020) LPELR-51251(CA), 
144 Eba, Patrick. "HIV-specific legislation in sub-Saharan Africa: a comprehensive human rights analysis." (2015) 

15(2) African Human Rights Law Journal 224. 
145 Gostin, Lawrence, and David Webber. "HIV infection and AIDS in the public health and health care systems: the 

role of law and litigation." (1998) 279(14) JAMA 1108. 
146 Ibid 
147 Okolie Worluh, Nkechinyere Huomachi, and Joseph-Asoh Chukwudemebi Okoye. "Legal and Institutional 

Frameworks for Human Rights Protection in Nigeria: challenges and pathways to effective enforcement." (2024) 

1(2) Fountain University Law Journal 200. 
148 Etinagbedia, Goodluck. "Politics and International Human Right Law within the Nigeria State." (2023) 3(2) 

International Journal of Public Administration Studies 75. 



must be protected from involuntary disclosure of their health conditions unless the disclosure is 

justified, lawful, and necessary for a legitimate public interest149. 

Furthermore, Article 6 of the Covenant recognizes the right to life, and Article 9 guarantees the 

right to security of person150. These rights collectively suggest that public health policies must aim 

to protect life and ensure the physical security of individuals. However, the enjoyment of these 

rights must be balanced with the State’s responsibility to protect the wider population, especially 

in times of public health emergencies such as epidemics or pandemics. In applying the ICCPR 

within the Nigerian legal system, the courts may look to international jurisprudence for 

guidance151. Although there is no direct Nigerian Supreme Court case citing the ICCPR in relation 

to medical confidentiality, Nigerian courts have made reference to international treaties in 

interpreting constitutional rights.  

For example, in the case of Abacha v. Fawehinmi, the Supreme Court held that ratified 

international treaties can influence domestic law and can be relied upon in interpreting human 

rights provisions in the Constitution152. In matters of public health, the ICCPR allows for limited 

and lawful interference with personal privacy. According to Article 4, during a public emergency 

that threatens the life of the nation, States may derogate from certain obligations under the 

Covenant. However, such derogations must be strictly necessary, proportionate, non-

discriminatory, and consistent with other international obligations. This provides guidance to 

Nigerian lawmakers and courts when dealing with confidentiality breaches during outbreaks of 
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contagious diseases like HIV/AIDS, Ebola, or COVID-19. For instance, in a situation where a 

medical professional discloses a patient’s communicable disease status to protect others from 

infection, such disclosure may be deemed lawful and proportionate under the ICCPR, provided it 

complies with national law and respects the minimum standards of human dignity. Nigerian health 

laws, including the HIV and AIDS (Anti-Discrimination) Act and National Health Act, reflect 

these principles by allowing conditional disclosures under strict safeguards. The Human Rights 

Committee, which monitors the implementation of the ICCPR, has also issued General Comments 

clarifying that any interference with privacy must be backed by law, pursue a legitimate aim (such 

as public health), and be necessary in a democratic society. These interpretations serve as 

persuasive authorities in Nigerian courts and legal scholarship, especially when dealing with 

ethical dilemmas in public health policy. The ICCPR contributes significantly to the legal 

framework for confidentiality and public health in Nigeria153. It sets international standards that 

uphold the dignity, autonomy, and privacy of individuals while allowing necessary exceptions in 

the interest of public health. Nigerian legal instruments and judicial reasoning are increasingly 

aligned with these international norms, reinforcing the need to protect patient confidentiality even 

in times of public health crises, unless a higher legal justification exists154. 
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3.2 Institutional Framework 

3.2.1 Federal Ministry of Health 

The Federal Ministry of Health (FMOH) is the principal government agency responsible for 

formulating, implementing, and coordinating policies related to healthcare in Nigeria. It was 

established by the Ministry of Health Act, Cap. M2, Laws of the Federation of Nigeria, 2004, the 

Ministry plays a role in overseeing the health system, ensuring that public health objectives are 

met, while also safeguarding the confidentiality and privacy of individuals within the healthcare 

system155. The Ministry of Health Act provides the legal basis for the establishment of the FMOH 

and states its powers and responsibilities. Section 1 of the Ministry of Health Act grants the Federal 

Government the authority to establish the Ministry as the leading body in healthcare policy 

formulation, which includes oversight of healthcare providers, facilities, and the regulation of 

health practices across Nigeria156. It also empowers the Ministry to act in areas such as disease 

prevention, health promotion, and ensuring equitable access to healthcare services for all 

Nigerians157. 

In the confidentiality and public health, the FMOH's role is multifaceted. The Ministry ensures 

that healthcare professionals and institutions adhere to established ethical standards regarding the 

confidentiality of patient information. This is critical for building trust between healthcare 

providers and patients, as medical confidentiality is a cornerstone of the therapeutic relationship. 

The protection of patient privacy is guided by both national legislation, such as the National Health 
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Act of 2014, and international human rights principles, including the International Covenant on 

Civil and Political Rights (ICCPR), which Nigeria has ratified158. 

The National Health Act of 2014, in Section 5, lays down the legal framework for confidentiality 

within the Nigerian healthcare system159. It mandates that healthcare providers maintain the 

confidentiality of patient information, subject to specific exceptions such as when disclosure is 

necessary to protect public health or prevent harm160. This aligns with the FMOH's responsibility 

to strike a balance between ensuring individual rights to privacy and addressing public health 

concerns. For example, during public health emergencies such as disease outbreaks, the FMOH 

may authorize the disclosure of certain patient information to prevent the spread of diseases, while 

still adhering to the requirements of confidentiality161. 

The FMOH is also tasked with enforcing regulations concerning health data management, ensuring 

that all health records are securely maintained and shared only when necessary162. The Ministry 

works closely with agencies such as the National Health Insurance Scheme (NHIS) and Nigerian 

Medical Association (NMA) to implement national health policies that protect the confidentiality 

of patient records and data. In the face of emerging public health threats, the FMOH has been 

instrumental in managing public health crises, such as the HIV/AIDS epidemic, the Ebola 

outbreak, and the COVID-19 pandemic163. During such crises, the Ministry is responsible for 
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coordinating the national response and ensuring that necessary public health measures are 

implemented.  

However, the FMOH also ensures that individuals' rights to confidentiality are respected even 

during these emergencies, following the legal frameworks set out by the National Health Act and 

the HIV and AIDS (Anti-Discrimination) Act of 2014, which prohibits discrimination based on 

health status. For example, during the HIV/AIDS crisis, the FMOH, through the National Agency 

for the Control of AIDS (NACA), developed guidelines to ensure that healthcare providers uphold 

the confidentiality of individuals living with HIV while also implementing public health initiatives 

aimed at reducing the transmission of the virus164. The HIV and AIDS (Anti-Discrimination) Act 

of 2014 protects individuals' confidentiality rights, ensuring that their HIV status is disclosed only 

with their consent unless legally required otherwise. Moreover, the FMOH plays a significant role 

in developing policies for health information systems that include electronic health records 

(EHRs). As Nigeria continues to embrace digital health technologies, the Ministry is guiding the 

development of national standards for managing electronic health data securely165. These standards 

ensure that healthcare providers adhere to strict protocols for patient data privacy and 

confidentiality, especially in a rapidly digitizing healthcare environment166. In area of the legal 

enforcement of confidentiality, the FMOH collaborates with other regulatory bodies, such as the 

Medical and Dental Council of Nigeria (MDCN) and the Pharmaceutical Council of Nigeria 
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(PCN), to ensure that healthcare professionals are held accountable for breaches of patient 

confidentiality167.  

These bodies have the power to discipline healthcare workers who violate confidentiality laws, 

thereby reinforcing the Ministry’s commitment to safeguarding patient privacy168. However, 

despite these frameworks, the FMOH faces several challenges in enforcing confidentiality in the 

Nigerian healthcare system. These challenges include insufficient infrastructure to support the 

secure handling of electronic health records, limited training for healthcare providers on ethical 

issues related to confidentiality, and the difficulty of maintaining patient privacy in rural areas with 

limited access to healthcare facilities. The Ministry continues to advocate for stronger enforcement 

of data protection laws and greater investment in healthcare infrastructure to overcome these 

challenges. The Federal Ministry of Health serves as a crucial institutional framework for 

regulating confidentiality and ensuring public health in Nigeria169. By establishing policies, 

coordinating health interventions, and overseeing the ethical standards of healthcare providers, the 

Ministry ensures that the health system respects individuals' privacy while promoting public health 

initiatives. The legal and institutional frameworks that the Ministry enforces, particularly the 

National Health Act of 2014170 and the HIV and AIDS (Anti-Discrimination) Act of 2014, provide 

a strong foundation for maintaining the delicate balance between confidentiality and public health 

safety in Nigeria. 
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3.2.2 Medical and Dental Council of Nigeria 

The Medical and Dental Council of Nigeria (MDCN) is an institution in Nigeria's healthcare system, 

responsible for regulating medical and dental practices. It was established by the Medical and 

Dental Practitioners Act, Cap. M8, Laws of the Federation of Nigeria, 2004, the MDCN plays an 

essential role in safeguarding both patient confidentiality and public health, ensuring that medical 

practitioners adhere to high ethical standards171. 

The MDCN was established by Section 1 of the Medical and Dental Practitioners Act, which 

provides the legal foundation for its creation and functions172. The Act grants the Council the 

authority to regulate and set the standards for the practice of medicine and dentistry in Nigeria. 

This includes overseeing the registration of medical professionals, the accreditation of medical 

schools, and ensuring that healthcare professionals practice in accordance with ethical principles 

and national laws. Section 2 of the Act also outlines the Council's role in ensuring the ethical 

conduct of medical and dental practitioners, including their duty to maintain patient 

confidentiality173. These responsibilities make the MDCN an indispensable regulatory body in 

addressing issues related to patient privacy and the broader implications for public health. The core 

function of the MDCN includes maintaining the confidentiality of patient information, which is a 

fundamental aspect of the ethical practice of medicine and dentistry174. The Medical and Dental 

Practitioners Act, particularly in Section 6, requires medical practitioners to maintain 
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confidentiality in all matters relating to their patients' health, unless there is an explicit consent 

from the patient for disclosure, or when disclosure is required by law175.  

The Code of Medical Ethics in Nigeria, which is issued by the MDCN, provides further guidance 

on maintaining confidentiality176. It clearly states that medical practitioners are obliged to keep 

patient information private and confidential, except in cases where disclosure is necessary to 

protect public health or when legally mandated. These provisions help ensure that the sanctity of 

the doctor-patient relationship is upheld, fostering trust and confidence in the healthcare system. 

While confidentiality is a core ethical principle, the MDCN recognizes that there are instances 

where the need to protect public health may require the disclosure of patient information. For 

example, in cases involving communicable diseases such as HIV/AIDS, tuberculosis, or Ebola, 

public health considerations may override the principle of confidentiality177. In such situations, 

healthcare practitioners are required to report certain health information to relevant authorities to 

prevent the spread of diseases and protect the broader population. Section 22 of the Medical and 

Dental Practitioners Act empowers medical practitioners to disclose information in cases that are 

critical for public health safety178. This section allows for the release of patient information to 

relevant health authorities, provided that the disclosure is made within the legal framework and 

with the least possible harm to patient privacy179. The MDCN plays an essential role in guiding 

                                                             
175 Ibid 
176 Ibid 
177 Ibid 
178 Taylor, Mark, "Legal bases for disclosing confidential patient information for public health: distinguishing 

between health protection and health improvement." (2015) 23(3) Medical law review 348. 
179 Ibid 



healthcare providers on how to balance the duty of confidentiality with the responsibility to 

safeguard public health180.  

The MDCN is not only tasked with setting ethical standards but also with enforcing them. The 

Council has the power to discipline practitioners who breach ethical guidelines, including those 

related to patient confidentiality181. Medical professionals found guilty of violating confidentiality 

may face penalties such as suspension or even revocation of their license to practice182. This 

disciplinary power is crucial in maintaining the integrity of the medical profession and ensuring 

that healthcare providers uphold patient rights. In addition to direct oversight, the MDCN provides 

continuous professional education and training to medical practitioners, emphasizing the 

importance of maintaining confidentiality in the digital age. This includes addressing issues related 

to the security of electronic health records and the potential risks of data breaches in medical 

practice183. The MDCN works closely with other health-related bodies in Nigeria to ensure that 

patient confidentiality is protected while advancing public health goals. For instance, the Council 

collaborates with agencies like the National Agency for the Control of AIDS (NACA) and the 

National Health Insurance Scheme (NHIS) to develop protocols for handling sensitive patient 

information, particularly in the context of infectious diseases. The MDCN is also involved in 

shaping national health policies related to telemedicine and electronic health records (EHRs)184. 

As digital technologies become increasingly integral to healthcare delivery, the MDCN ensures 

that confidentiality remains a top priority. The Council provides guidance on best practices for 
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managing digital health data, ensuring that both healthcare providers and patients are aware of 

their rights and responsibilities regarding privacy.  

The Medical and Dental Council of Nigeria (MDCN) is an essential institutional framework for 

regulating the practice of medicine and dentistry in Nigeria185. Established by the Medical and 

Dental Practitioners Act, the MDCN is responsible for ensuring that medical professionals adhere 

to ethical standards, particularly with respect to patient confidentiality. The MDCN also plays a 

vital role in balancing the principle of confidentiality with the need for public health protection, 

especially in the face of infectious disease outbreaks. Through its oversight functions, 

collaboration with other health bodies, and enforcement of ethical guidelines, the MDCN remains 

a critical institution in ensuring that the medical profession operates in the best interest of both 

patients and the public. 

3.2.3 Medical and Dental Practitioners Disciplinary Tribunal 

The Medical and Dental Practitioners Disciplinary Tribunal (MDPDT) is an institution within 

Nigeria’s healthcare system that plays a crucial role in maintaining ethical standards, including the 

protection of patient confidentiality, while safeguarding public health186. It was established under 

the Medical and Dental Practitioners Act (Cap M8, Laws of the Federation of Nigeria, 2004), the 

Tribunal provides a legal mechanism for addressing breaches of ethical conduct, including 

violations of patient confidentiality187. The MDPDT was established by Section 13 of the Medical 
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and Dental Practitioners Act, which mandates its creation to ensure accountability within the 

medical profession188.  

The Tribunal is empowered to hear cases involving allegations of professional misconduct, 

including violations of ethical standards such as the breach of confidentiality, negligence, and 

unethical practices. It serves as a mechanism for enforcing discipline among medical and dental 

practitioners in Nigeria, ensuring that their conduct aligns with the standards set by the Medical 

and Dental Council of Nigeria (MDCN). Section 14 of the Medical and Dental Practitioners Act 

outlines the functions and powers of the Tribunal, which include investigating complaints, holding 

hearings, and issuing rulings on cases of professional misconduct189. The Tribunal has the authority 

to impose disciplinary actions, including suspension, fines, or even the removal of a medical 

professional from the register, depending on the severity of the violation190. Confidentiality is a 

fundamental principle in medical practice, and the Medical and Dental Practitioners Act places 

significant emphasis on the obligation of medical professionals to protect patient information. The 

MDPDT serves as an essential body for enforcing this ethical requirement. When a medical 

practitioner breaches patient confidentiality, whether intentionally or negligently, the MDPDT is 

empowered to investigate the matter and take appropriate disciplinary action191. For example, if a 

medical professional improperly discloses patient information without consent or fails to maintain 

privacy regarding sensitive medical conditions, the affected party (often a patient or a colleague) 

can file a complaint with the Tribunal.  
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The MDPDT will then investigate the case, and if the practitioner is found guilty of violating 

confidentiality, they may face penalties such as suspension or removal from practice192. While 

confidentiality is paramount, there are situations where public health concerns may require the 

disclosure of private medical information. The MDPDT is tasked with ensuring that any breach of 

confidentiality is balanced with the overarching goal of public health safety193. For example, in the 

case of infectious diseases, where reporting is critical to controlling the spread, the Tribunal 

ensures that medical professionals adhere to legal and ethical guidelines when disclosing patient 

information. The MDPDT may also be involved in cases where public health safety is at risk due 

to improper handling of patient information194. In instances where a medical professional's actions 

compromise the well-being of the public such as failing to report a communicable disease or 

violating patient confidentiality in a manner that endangers others, the Tribunal has the authority 

to impose sanctions. These disciplinary actions help to maintain a balance between upholding 

patient rights and ensuring the safety of the broader population. The MDPDT is composed of 

members appointed by the President of the Federal Republic of Nigeria on the recommendation of 

the Medical and Dental Council of Nigeria (MDCN)195. The Tribunal operates under the guidelines 

set by the Medical and Dental Practitioners Act and has the authority to investigate cases, hold 

hearings, and issue rulings on the professional conduct of medical and dental practitioners196.  
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Section 15 of the Medical and Dental Practitioners Act provides the legal framework for the 

Tribunal’s procedures, emphasizing that the Tribunal shall be impartial and fair in its hearings. 

The decisions of the Tribunal can have far-reaching consequences for the medical professional 

involved, including suspension, a fine, or disbarment from practice197. The Medical and Dental 

Practitioners Disciplinary Tribunal (MDPDT) is an essential institutional framework for ensuring 

that medical and dental practitioners in Nigeria adhere to ethical standards, particularly with regard 

to patient confidentiality. It was established by the Medical and Dental Practitioners Act, the 

Tribunal serves as a key mechanism for regulating the conduct of healthcare professionals, 

investigating complaints, and enforcing disciplinary actions. By upholding the principles of 

confidentiality and balancing them with public health needs198. 

3.2.4 Courts 

The Court interprets, enforce, and protect legal rights in Nigeria, including the right to 

confidentiality and the responsibility of protecting public health199. As an institution, the Court 

ensures that all parties, government bodies, health institutions, and individuals, act according to 

the law, especially when issues arise between a patients’ right to privacy and the public’s interest 

in health and safety200. The authority of the Court in Nigeria is derived from Section 6 of the 1999 

Constitution of the Federal Republic of Nigeria (as amended)201. This section provides for the 
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judicial powers of the federation and vests them in the various courts established by the 

Constitution, including the Supreme Court, Court of Appeal, Federal High Court, State High 

Courts, and others202.  

These courts have the power to hear and decide on cases involving breaches of confidentiality by 

medical practitioners, or where public health policies are challenged. The courts also play a role 

in interpreting relevant laws like the National Health Act, the Medical and Dental Practitioners 

Act, the Nigerian Data Protection Act, and other health-related regulation203. When a patient 

believes that their right to medical confidentiality has been violated, for example, if a doctor shares 

their private health information without consent, they can seek justice in the court. The court 

reviews the matter, considers the facts and evidence, and decides whether the action was legal or 

a breach of the patient's rights. The court also considers whether any exception to confidentiality 

applies, such as when a disease is contagious and must be reported for public safety. In such cases, 

the court ensures that the law is properly followed and that the disclosure was made in line with 

public health regulations204. In Nigeria, the courts are also responsible for striking a balance 

between confidentiality and public health. While confidentiality is important, the court may rule 

that certain information must be shared to prevent a public health crisis205. This can happen in 

cases involving serious infectious diseases like tuberculosis, HIV/AIDS, or COVID-19, where the 

law allows for limited disclosure to protect others. In such decisions, the court looks at whether 

the disclosure was necessary, lawful, and proportional206.  

                                                             
202 Ibid 
203 Irehobhude Iyioha, and Remigius Nwabueze,. Comparative health law and policy: critical perspectives on 

Nigerian and global health law. (Ashgate Publishing, Ltd., 2015). 
204 Gostin, Lawrence. "The future of public health law." (1986) 12(3-4) American Journal of Law & Medicine 461. 
205 Ibid 
206 Carrow, Milton. "Governmental Nondisclosure in Judicial Proceedings." (1958) 107(2) University of 

Pennsylvania Law Review166. 



If it finds that the public’s interest outweighs the individual’s right to confidentiality, it may uphold 

the disclosure. However, if the disclosure was made carelessly or without legal backing, the court 

may declare it a violation of the patient’s rights and award damages. The court also enforces 

penalties or remedies where a violation of confidentiality occurs207. This could include 

compensation for the affected patient or orders to stop further disclosure. If the case involves a 

medical professional, the court may refer the matter to the Medical and Dental Practitioners 

Disciplinary Tribunal for further action208. Additionally, the court can review policies and 

practices of health institutions to ensure they comply with the law. Through judicial review, the 

court has the power to declare certain policies unlawful if they go against constitutional rights or 

violate health regulations209. 

3.2.5. The Nigerian Data Protection Commission  

The Nigeria Data Protection Commission plays a critical role in the protection and regulation of 

personal data, safeguarding the privacy of Nigerian citizens and residents. Its formation and 

operationalisation under the Nigeria Data Protection Act 2023210, signed into law on June 12, 2023, 

marks a significant milestone in the country’s digital transformation, aligning with international 

and regional privacy standards, including the ECOWAS Supplementary Act on Personal Data 

Protection211. The Commission is tasked with overseeing the implementation of the NDP Act, 
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ensuring that data processing practices in Nigeria adhere to privacy standards that protect natural 

persons212. In this way, the NDPC serves as a fundamental mechanism for ensuring data security, 

particularly for sensitive personal information such as health data. 

The mandate of the NDPC resonates deeply with the public health sector, where data privacy is 

paramount. Given that health data is inherently sensitive, its protection under the NDP Act aligns 

with the growing need to secure health records and medical information, ensuring that the personal 

data of patients is not misused or exposed to unauthorized access213. A clear example of the 

NDPC’s role in public health is the recent working visit of Prof Fatima Kyari, the Registrar/CEO 

of the Medical and Dental Council of Nigeria (MDCN), to the Commission214 . The MDCN 

maintains the register of medical practitioners in Nigeria and holds sensitive health data. Prof 

Kyari’s visit underscored the critical importance of ensuring the security and confidentiality of 

such data. Any breach of privacy could have grave consequences, ranging from wrongful 

diagnoses to severe health risks, even leading to fatalities in extreme cases. In recognition of these 

threats, the NDPC and MDCN have formed a working group aimed at promoting data protection 

best practices within the health sector215. The goal is to embed a culture of privacy and data security 

across all sectors of public health, ensuring that sensitive medical data is handled lawfully and 

ethically. Dr Vincent Olatunji, the National Commissioner/CEO of the NDPC, emphasized the 

significance of safeguarding sensitive data, noting the dire consequences that could arise from 
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mishandling health data216. By working with the MDCN, the NDPC aims to strengthen the legal 

foundations of Nigeria’s digital economy while ensuring the nation’s compliance with 

international privacy standards. 
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CHAPTER FOUR 

ANALYSIS OF THE LEGAL ISSUES IN PATIENT’S HEALTH CONFIDENTIALITY 

AND PUBLIC HEALTH SAFETY 

4.1 Balancing Confidentiality with Public Health Safety 

Confidentiality is one of the most important values in medical practice. When patients visit 

hospitals or clinics, they expect that whatever they tell their doctor will remain private217. This 

trust helps people feel safe and encourages them to seek treatment without fear of being judged or 

exposed218. However, a problem arises when keeping a patient's health information secret could 

put other people at risk especially during public health emergencies like disease outbreaks. At this 

point, the question arises: Should a doctor protect one person’s privacy, or should they speak out 

to protect the larger community. This situation creates a difficult balance between two important 

interests’ individual confidentiality and public health safety. On the one hand, the law in Nigeria, 

such as Section 26 of the National Health Act 2014, clearly states that healthcare workers must not 

disclose patient information without the patient’s permission219.  

On the other hand, the same law recognizes that there may be exceptions, especially when non-

disclosure could lead to harm220. For example, imagine a patient who tests positive for a dangerous 

infectious disease like Lassa fever. If the patient refuses to inform their family members or refuses 

isolation, and the doctor says nothing, other people may become infected221. In this case, the 
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Doctor is faced with a moral and legal dilemma. If they keep silent, lives may be lost. If they speak 

up, they may be accused of breaking the rules of confidentiality. In many developed countries, 

laws have been made to guide doctors in such situations222. In the United Kingdom, for instance, 

the Public Health (Control of Disease) Act 1984 allows disclosure of patient information when 

there is a public health threat223. In the United States, the HIPAA law permits health workers to 

share health information without the patient’s consent if it is needed to control the spread of disease 

or protect public safety224. These legal systems provide clear direction for healthcare professionals, 

so they do not have to guess what is right or wrong during emergencies225.  Sadly, the same cannot 

be said for Nigeria. Although some laws mention patient confidentiality, they do not give enough 

guidance on how to manage it during public health crises. This has caused confusion among 

healthcare workers. Some are afraid to disclose any information, even when it is necessary, 

because they fear being sued or punished. Others are unsure of how to report such issues, or who 

to report them to. To solve this problem, there is a need for clear legal and policy reform.  

Nigerian laws should state in plain terms when, how, and why patient information can be shared 

to protect public health. Health professionals should also be trained on how to handle such 

situations legally and ethically. If this is done, doctors and nurses can feel more confident when 

dealing with difficult cases. They will know that the law supports them when they act in the best 

interest of the community226. Furthermore, the general public should be educated to understand 

that in some situations, sharing health information is not about punishment or shame, but about 
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safety. When people know that early reporting and disease control are meant to save lives, they 

may be more willing to cooperate and even share their information voluntarily. Confidentiality 

and public health safety are both important227. One protects the dignity and privacy of the patient, 

while the other protects the health of the community228. The goal is not to cancel one for the other, 

but to find a fair balance between the two. With proper laws, training, and awareness, Nigeria can 

build a healthcare system that protects both individual rights and public safety, even in times of 

crisis229. 

4.2 Awareness and Enforcement of Confidentiality Rights 

Confidentiality in healthcare is not just a professional duty for doctors and nurses, it is also a legal 

right for every patient230. In Nigeria, many patients are not aware that they have the right to keep 

their medical information private231. This lack of awareness can lead to abuse, neglect, and even 

fear of seeking treatment. At the same time, even when rights are known, enforcing them can be 

difficult because of weak laws, poor implementation, and limited legal support232.  The National 

Health Act 2014, under Section 26, clearly states that all healthcare providers must keep a patient’s 

health status, treatment, and records confidential, except in cases allowed by law or with the 

patient’s consent233. This is supported by international guidelines and ethical standards followed 
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by medical professionals234. However, most patients do not know that such a right exists. In many 

rural areas and even in urban clinics, patients are often not informed about their rights during 

consultations235. This lack of awareness affects the relationship between patients and healthcare 

workers. Some patients are afraid to tell the whole truth about their condition because they think 

their information might be leaked236. For example, people living with HIV or other sexually 

transmitted infections may refuse to seek help or follow up with treatment if they fear being 

exposed in the community237. This creates a serious barrier to effective healthcare delivery. In 

addition to low awareness, the enforcement of confidentiality rights is also weak. There are very 

few cases where healthcare workers have been held accountable for breaking patient 

confidentiality238. This is partly because patients do not know they can report such breaches, and 

even when they do, the legal system may be too slow, expensive, or difficult to access239. 

Moreover, many hospitals and clinics in Nigeria do not have clear privacy policies or trained 

officers to handle complaints about confidentiality breaches240. Comparatively, in countries like 

the United Kingdom and the United States, systems have been put in place to enforce 

confidentiality rights actively.  

In the UK, the Data Protection Act 2018 and General Data Protection Regulation (GDPR) ensure 

that health institutions follow strict rules when handling patient data241. In the US, the HIPAA law 
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protects patients by giving them control over their medical records and requiring healthcare 

providers to take serious steps to prevent information leaks. In both cases, there are penalties for 

breaking the law, which encourages compliance. To improve the situation in Nigeria, both 

awareness and enforcement must be strengthened. Patients should be informed of their rights at 

every point of care during registration, consultation, and discharge242. This can be done through 

posters in clinics, leaflets, or even brief counselling sessions. Healthcare providers should also 

receive regular training to understand the legal and ethical importance of confidentiality243. In 

addition, hospitals should create proper systems for reporting, investigating, and punishing 

breaches of confidentiality244.  

Government agencies such as the Federal Ministry of Health and professional bodies like the 

Medical and Dental Council of Nigeria (MDCN) should play a bigger role in promoting and 

enforcing confidentiality rights245. This includes setting clear rules, monitoring health facilities, 

and ensuring that patients have a simple way to report any violation of their rights246. 

Confidentiality is a basic patient right, but in Nigeria, many people do not know it, and even fewer 

are able to enforce it247. To change this, we must focus on education, training, legal reform, and 
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institutional accountability. When patients know their rights and when those rights are protected 

by a working system, both healthcare delivery and public trust will improve248. 

4.3 Challenges Faced by Medical Practitioners in Safeguarding Patient’s Confidentiality in 

Nigeria 

Safeguarding patient confidentiality is a core responsibility of every medical practitioner249. It 

builds trust between the patient and the doctor and is essential for proper healthcare delivery. 

However, in Nigeria, many healthcare workers face serious challenges in trying to protect patients’ 

personal health information. These challenges come from legal, institutional, social, and 

technological weaknesses that make it hard for confidentiality rules to be fully observed. 

One major problem is the lack of awareness and training among healthcare providers250. In many 

Nigerian hospitals, especially public ones, doctors and nurses receive little or no formal training 

on medical confidentiality and its legal implications251. Many of them learn through experience, 

and this can lead to mistakes. Some may not even know when they are breaching confidentiality, 

especially when discussing patient cases in open spaces or with untrained staff252. This ignorance 

can cause unintentional disclosure of sensitive information. Another major issue is the poor 

infrastructure in many health facilities253. Most Nigerian hospitals do not have private consultation 

rooms. In overcrowded wards or clinics, doctors often attend to patients in the presence of others. 

                                                             
248 Ibid 
249 Turkstani, Huda AbdulqadeR. "Privacy and Confidentiality in Healthcare: Best Practices for Protecting Patient 

Information." (J. Healthc. Sci 5 2025). 
250 Aroop Mohanty, Ankita Kabi, and Ambika P. Mohanty.. "Health problems in healthcare workers: A review." 

(2019) 8(8)  Journal of family medicine and primary care 2568. 
251Kaase Fyanka, and Caroline Mbafan Ekpendu. "An Assessment of the Right to Privacy and Confidentiality of 

Patients in the Context of Medical Negligence, Error and Malpractice in Nigeria." (2023) 7 AJLHR 1. 
252 Ibid 
253 Ibid 



This makes it difficult to have confidential conversations254. In addition, patient records are often 

stored in physical files without proper security. These files are sometimes left on open shelves or 

handled by non-medical staff, increasing the risk of information leaks255. Furthermore, technology 

poses both opportunities and threats. While digital health systems and electronic records can 

improve confidentiality if managed properly, in Nigeria, many systems are poorly protected256. 

There are limited cyber-security measures, and data stored on hospital computers or third-party 

platforms can be easily hacked or accessed without permission. Where software exists, it is often 

outdated or not maintained by trained IT personnel. There are also legal and regulatory challenges. 

 National Health Act 2014, Section 26, mentions patient confidentiality, it does not provide clear 

procedures for enforcement257. It also does not explain what happens when there is a conflict 

between patient privacy and public health interest. As a result, medical practitioners are left to 

make tough decisions without legal backing, especially during disease outbreaks or when treating 

patients with highly infectious diseases. In addition, Nigeria lacks a strong culture of institutional 

accountability258. Many hospitals have no internal rules or disciplinary systems for handling 

confidentiality breaches. Even when such breaches occur, there is often no punishment or 

investigation. This creates a weak environment where confidentiality may not be taken seriously. 
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Cultural and societal pressure also creates problems. In some communities, especially in rural 

areas, patients come to the hospital with family members or community leaders259. These 

companions sometimes demand to be informed about the patient’s condition, even when the 

patient has not given consent260. Doctors are then placed in a difficult position. If they refuse, they 

may be accused of being rude or uncooperative. If they agree, they may breach the patient’s right 

to privacy. Work overload and understaffing in the Nigerian healthcare sector contribute to the 

problem261. When doctors and nurses are overworked, confidentiality may not be a top priority. 

Due to pressure and haste, they may forget to properly store records or to speak privately with 

patients. While Nigerian medical practitioners are expected to uphold confidentiality, they face 

many barriers in doing so262. These include lack of training, poor infrastructure, outdated 

technology, weak laws, and social pressures. To improve the situation, there must be serious 

investment in healthcare systems, legal reforms, regular staff training, and enforcement 

mechanisms. Only then can confidentiality be protected in a way that meets both ethical and legal 

standards. 
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                                                           CHAPTER FIVE 

                                           Conclusion and Recommendations 

5.1 Summary of Findings 

This study examined the balance between confidentiality and public health in Nigeria’s healthcare 

system. This research explored legal provisions, ethical standards, and real-world practices in 

medical settings, especially where the protection of individual privacy may conflict with the need 

to safeguard public health. The findings show that patient confidentiality is a recognized legal and 

ethical duty in Nigeria, as provided under Section 26 of the National Health Act 2014. However, 

in actual practice, the enforcement of this right is weak and inconsistent across different healthcare 

institutions. Most patients are not aware that they have a legal right to keep their medical 

information private. This lack of awareness limits their ability to demand protection of their 

personal health data or report breaches.  

It was also found that many healthcare practitioners lack adequate training in handling confidential 

information. Some practitioners are not fully informed about when and how confidentiality can be 

breached legally, especially in cases involving contagious diseases or serious threats to public 

health. The absence of institutional guidelines, lack of supervision, and poor accountability 

structures make it difficult to enforce proper confidentiality practices within hospitals and clinics. 

The study also revealed that infrastructure and technology limitations pose serious risks to 

confidentiality. Many hospitals still use paper records that are easily accessible to unauthorized 

persons. In some facilities, patient consultations take place in open spaces due to lack of private 

rooms, making it hard to protect sensitive information. Additionally, cultural factors and social 

expectations put medical practitioners in difficult positions. In some communities, family members 



or community leaders expect to be informed about a patient’s condition without the patient's 

consent. This creates ethical conflicts for healthcare providers who want to obey the law while 

maintaining relationships with their patients and the local community. 

The study further identified the legal gap in providing a detailed framework for balancing 

confidentiality with public health. Although the National Health Act recognizes the need for 

confidentiality, it does not clearly define situations where such rights may be lawfully limited in 

the interest of public safety. This leaves room for personal judgment, which may lead to abuse or 

negligence. In countries like the United Kingdom and the United States, the laws provide detailed 

procedures and enforcement systems to protect confidentiality and balance it with public health 

concerns. For example, the HIPAA law in the US and the Data Protection Act in the UK outline 

the limits of privacy rights and provide for strict sanctions when those limits are exceeded without 

justification. In Nigeria, enforcement is further hindered by bureaucratic delays, limited legal 

remedies, and absence of data protection infrastructure. 

 Patients rarely seek legal action due to cost, ignorance, or fear of stigma, and health institutions 

often fail to report or address confidentiality violations. While the legal and ethical frameworks 

exist on paper, implementation remains a challenge. The gap between policy and practice must be 

addressed through better training, public awareness, legal reform, and investment in infrastructure. 

5.2 Recommendations 

1. The Nigerian government should strengthen the legal framework on medical confidentiality by 

providing clear guidelines on when and how disclosures may be made in the interest of public 

health. 



2. Regular training and re-training on confidentiality laws and ethics should be made compulsory 

for all healthcare workers, especially in public health institutions. 

3. Hospitals and clinics should be required to create and enforce internal confidentiality policies, 

with disciplinary measures for breaches, Private consultation rooms should be made standard in 

all healthcare facilities to allow confidential communication between patients and medical 

professionals. 

4. Patient awareness campaigns should be launched to educate citizens about their right to 

confidentiality and how to report violations. 

5. The National Assembly should harmonize the National Health Act with the Nigerian Data 

Protection Act, ensuring clearer and enforceable privacy protections in healthcare setting. 

5.3 Conclusion 

This research has examined the complex relationship between confidentiality and public health in 

Nigeria. The work was guided by the need to understand how patient privacy can be preserved 

while also promoting the safety of the wider community. Through the study of legal instruments, 

ethical principles, and healthcare practices, it became clear that confidentiality is a core value in 

the medical profession, but its application faces many challenges, especially in low-resource 

environments like Nigeria. The study found that although laws such as the National Health Act 

2014 provide for the protection of confidential medical information, the reality in hospitals and 

clinics shows a significant gap between law and practice. 



 Many patients are not aware of their rights, and many healthcare workers do not fully understand 

when and how such rights can be limited in the interest of public health. There is also limited 

institutional support for the proper handling of confidential information, leading to frequent 

breaches, whether knowingly or unknowingly. Moreover, the lack of clear legal guidelines on 

when disclosure is permissible creates confusion and leaves room for misuse. In times of public 

health emergencies, such as during outbreaks of infectious diseases, the tension between keeping 

information private and protecting others becomes even more serious. This research showed that 

Nigeria currently lacks a comprehensive and well-enforced system for managing this balance. It 

was also observed that the healthcare sector in Nigeria is constrained by poor infrastructure, limited 

technological resources, and insufficient privacy provisions. In many cases, consultations take 

place in open spaces where conversations can be overheard, and medical records are not securely 

stored. These shortcomings make it difficult to implement confidentiality in a meaningful way. 

The comparison with foreign legal systems, such as those in the United States and the United 

Kingdom, revealed that Nigeria needs to do more in terms of legislative clarity, institutional 

enforcement, and public education.  

In those countries, confidentiality laws are supported by detailed procedures, digital systems, and 

independent regulators that ensure compliance. Nigeria can learn from such examples while taking 

into account its own social, cultural, and economic context. Confidentiality remains a vital part of 

patient rights and public trust in the healthcare system. However, for it to be truly effective, there 

must be legal reform, public sensitization, professional training, and infrastructural support. The 

right to confidentiality should not be seen as an obstacle to public health, but as a principle that 

can coexist with the duty to prevent harm to others. With the right policies and enforcement 



mechanisms, Nigeria can build a healthcare system that respects both individual dignity and 

community safety. 
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