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ABSTRACT

Cyber-terrorism poses a significant threat to national security, economic stability, and social
well-being in Nigeria. The country's increasing reliance on digital technologies has created new
vulnerabilities, which cyber-terrorists can exploit to disrupt critical infrastructure, steal sensitive
information, and spread fear and uncertainty. Despite the growing concern, there is a paucity of
research on the specific threats, vulnerabilities, and mitigation strategies relevant to the Nigerian
context. This study aims to bridge this knowledge gap by providing an in-depth analysis of
cyber-terrorism in Nigeria. Adopting a doctrinal approach, this study examines the existing legal
framework and policies governing cyber-terrorism in Nigeria. The study identifies key threats,
including phishing, ransomware, and denial-of-service attacks, and wvulnerabilities, such as
inadequate cybersecurity infrastructure, lack of awareness among citizens, and insufficient
regulatory frameworks. The study also explores mitigation strategies, including the development
of a national cybersecurity policy, enhancement of cybersecurity awareness, collaboration
between government agencies and private sector organizations, and the establishment of incident
response teams. Furthermore, the study examines the role of international cooperation in
combating cyber-terrorism and identifies best practices that Nigeria can adopt to strengthen its
cybersecurity posture. The findings of this study highlight the need for a proactive and multi-
stakeholder approach to addressing cyber-terrorism in Nigeria. The study concludes that a
comprehensive national cybersecurity strategy is essential to mitigate the threats and
vulnerabilities associated with cyber-terrorism. Recommendations are made for policymakers,
cybersecurity professionals, and citizens to work collaboratively to enhance Nigeria's
cybersecurity posture and prevent the devastating consequences of cyber-terrorism. | the overall
sense, this study contributes to the development of a robust cybersecurity framework that
protects Nigeria's critical infrastructure, promotes economic growth, and ensures national
security effectively and efficiently.
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CHAPTER ONE
INTRODUCTION
1.1  Background to the Study

The increasing reliance on digital technologies in Nigeria has exposed the country to various
cyber threats, with the Punch Newspaper reporting that ‘Nigeria loses N127bn to cybercrime
annually’?, and this vulnerability has been further exacerbated by the advent of the digital age,
which has precipitated a paradigm shift in the way nations, organizations, and individuals
interact, communicate, and conduct their daily activities. To date, the proliferation of digital
technologies has, however, also created new vulnerabilities and threats, particularly in the realm
of cyber-terrorism. To this end, Peters asserted that cyber-terrorism, a subset of cybersecurity
threats, refers to the premeditated use of digital technologies to disrupt, destroy, or exploit
critical infrastructure, systems, or data, often with the intention of causing harm, fear, or
disruption?. This phenomenon has become increasingly prevalent in recent years, with numerous
high-profile attacks on critical infrastructure, such as power grids, healthcare systems, and

financial institutions.

Nigeria, Africa's most populous nation, is increasingly susceptible to cyber-terrorism threats. The
country's burgeoning economy, large population, and growing reliance on digital technologies
make it an attractive target for cyber-terrorists. Moreover, Nigeria's cybersecurity landscape is

characterized by inadequate infrastructure, limited expertise, and a dearth of effective

! Ayodele Oluwagbemi, ‘Nigeria loses N127bn to cybercrime annually’. Punch Newspaper, July 2016. Available at:
https://punchng.com/nigeria-loses-n127-bn-cybercrime-minister/. Accessed 19 January 2025.
2 G Peters, ‘Cyberterrorism: A Review of the Literature’. Journal of Terrorism Research [2017] (8) (2) 1-15.
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regulations, rendering it challenging to detect, prevent, and respond to cyber-terrorism threats®.
The country's cybersecurity challenges are further complicated by its complex security
landscape, which is marked by numerous security threats, including Boko Haram insurgency,

kidnapping, and armed robbery.

The threat of cyber-terrorism in Nigeria is further complicated by the country's complex security
landscape. Nigeria is already grappling with numerous security challenges, including Boko
Haram insurgency, kidnapping, and armed robbery. The emergence of cyber-terrorism threats
adds a new layer of complexity to the country's security challenges, necessitating a
comprehensive and coordinated approach to mitigate these threats®. Furthermore, the country's
cybersecurity challenges are exacerbated by its limited cybersecurity capacity, which includes
inadequate funding, insufficient expertise, and a lack of effective cybersecurity policies and

regulations.

Despite the growing threat of cyber-terrorism, extant literature reveals a dearth of research and
analysis on this topic in the Nigerian context. Most existing studies focus on general
cybersecurity issues or specific aspects of cyber-terrorism, such as hacking or malware®. There is
a need for comprehensive research that examines the complex and multifaceted nature of cyber-
terrorism in Nigeria, including its threats, vulnerabilities, and mitigation strategies. This study
aims to address this knowledge gap by providing an in-depth analysis of cyber-terrorism in

Nigeria.

% Helen Oji, ‘Nigerian businesses experience 2,560 cyberattacks weekly, says CSCS.’ The Guardian Nigeria, 2024.
Auvailable at: https://guardian.ng/business-services/business/nigerian-businesses-experience-2560-cyberattacks-
weekly-says-cscs/. Accessed 19 January 2025.

4 E Gordon Sarah and Richard Ford, ‘Cyberterrorism: A Study of the Extent of the Threat.” Journal of Information
Warfare [2002] (1) (2) 33-45.

ST Ali, ‘Cybersecurity in Nigeria: Challenges and Opportunities’. Journal of Information Security [2019] (10) (2) 1-
9.
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Based on the above highlights, this study seeks to contribute to the existing body of knowledge
on cyber-terrorism by providing an in-depth analysis of the threats, vulnerabilities, and
mitigation strategies in Nigeria. The study will examine the current state of cyber-terrorism in
Nigeria, identify the key threats and vulnerabilities, and propose effective mitigation strategies to
prevent and respond to cyber-terrorism threats. By doing so, this study aims to provide valuable
insights and recommendations for policymakers, cybersecurity practitioners, and other
stakeholders in Nigeria. The study will also provide a framework for understanding the complex
and multifaceted nature of cyber-terrorism in Nigeria, which can inform the development of

effective cybersecurity policies and regulations.
1.2 Statement of the Problem

The rapid growth of digital technologies in Nigeria has brought about unprecedented
opportunities for economic growth, social connection, and access to information. However, this
growth has also exposed individuals, businesses, and governments to various cyber threats,
including the looming specter of cyber-terrorism. As noted by the Nigerian Communications
Commission, the country's telecommunications sector is vulnerable to cyber-attacks, which can
have devastating consequences for individuals, communities, and the nation as a whole®. The
threat of cyber-terrorism is particularly concerning, as it has the potential to disrupt critical
infrastructure, compromise sensitive information, and undermine trust in digital technologies.

Furthermore, Nigeria's cybersecurity landscape is characterized by inadequate infrastructure,
limited expertise, and a lack of effective regulations, leaving individuals and organizations

vulnerable to cyber-attacks. A report by the International Telecommunication Union highlights

6 Israel Ojoko, ‘Cybersecurity: The double-edged sword of digital growth in Nigeria’. TheCable Newspaper,
October 2, 2024. Available at: https://www.thecable.ng/cybersecurity-the-double-edged-sword-of-digital-growth-in-
nigeria/. Accessed 18 January 2025.
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the significant gaps in Nigeria's cybersecurity capacity, including legislation, organization, and
technical capabilities’. The consequences of these gaps are far-reaching, resulting in significant
economic losses, compromised national security, and a erosion of public trust in digital
technologies.
Moreover, the threat of cyber-terrorism is further complicated by Nigeria's complex security
landscape, marked by numerous security challenges, including Boko Haram insurgency,
kidnapping, and armed robbery. The emergence of cyber-terrorism threats adds a new layer of
complexity to the country's security challenges, necessitating a comprehensive and coordinated
approach to mitigate these threats.
In addition, the existing literature on cyber-terrorism in Nigeria is limited, leaving a significant
knowledge gap that this study aims to address. By examining the threats, vulnerabilities, and
mitigation strategies related to cyber-terrorism in Nigeria, this study seeks to provide valuable
insights and recommendations for policymakers, cybersecurity practitioners, and other
stakeholders. Ultimately, this research aims to contribute to the development of effective
cybersecurity measures that protect individuals, businesses, and governments from the growing
threat of cyber-terrorism.
This study will by the end answer the following questions:

1. What are the current threats and vulnerabilities of cyber-terrorism in Nigeria, and how do

they impact the country's critical infrastructure, economy, and national security?
2. To what extent do Nigeria's existing cybersecurity policies and regulations address the

threat of cyber-terrorism, and what gaps or weaknesses need to be addressed?

" International Telecommunication Union, ‘Global Cybersecurity Index,’2020. Available at:
https://www.itu.int/en/ITU-D/Cybersecurity/pages/global -cybersecurity-index.aspx. Accessed 18 January 2024.

4


https://www.itu.int/en/ITU-D/Cybersecurity/pages/global-cybersecurity-index.aspx

3. What are the most effective strategies for preventing and responding to cyber-terrorism
attacks in Nigeria, and how can they be implemented and sustained over time?

4. How can Nigeria's government, private sector, and civil society organizations collaborate
and coordinate their efforts to mitigate the threat of cyber-terrorism and promote a culture
of cybersecurity in the country?

1.3 Aim and Objectives of the Study

The core aim of this study is to conduct a comprehensive analysis of cyber-terrorism in Nigeria,
examining the threats, vulnerabilities, and mitigation strategies, in order to provide a clear
understanding of this emerging security threat and inform the development of effective counter-

measures.

1. To identify and analyze the current threats and vulnerabilities of cyber-terrorism in
Nigeria and their impact on the country's critical infrastructure, economy, and national
security.

2. To assess the effectiveness of Nigeria's existing cybersecurity policies and regulations in
addressing the threat of cyber-terrorism and identify gaps or weaknesses that need to be
addressed.

3. To determine the most effective strategies for preventing and responding to cyber-
terrorism attacks in Nigeria.

4. To propose a framework for collaboration and coordination among Nigeria's government,
private sector, and civil society organizations to mitigate the threat of cyber-terrorism and

promote a culture of cybersecurity in the country.



1.4  Scope and Limitations of the Study

This study focuses on the analysis of cyber-terrorism in Nigeria, examining the threats,
vulnerabilities, and mitigation strategies. The study will explore the current state of cyber-
terrorism in Nigeria, including the types of attacks, the motivations of perpetrators, and the
impact on individuals, businesses, and government institutions. The study will also assess the
effectiveness of existing cybersecurity policies and regulations in Nigeria and identify gaps or

weaknesses that need to be addressed.

The study will adopt a qualitative research approach, using a combination of secondary data
sources, including academic literature, news paper, government reports, and industry

publications in order to arrive at its findings.

This study has several limitations. Firstly, the study focuses on cyber-terrorism in Nigeria, and
the findings may not be generalizable to other countries or contexts. Secondly, the study relies on
secondary data sources, which may be subject to biases and limitations. Thirdly, the study does
not include a technical analysis of cyber-terrorism attacks, as this would require specialized

expertise and equipment.

Furthermore, the study's findings may be limited by the availability and quality of data.
Additionally, the study's focus on cyber-terrorism may overlook other related issues, such as

cybersecurity more broadly or the intersection of cybersecurity and development.

Despite these limitations, this study aims to contribute to the existing body of knowledge on
cyber-terrorism in Nigeria and provide useful insights and recommendations for policymakers,

cybersecurity practitioners, and other stakeholders.



1.5  Significance of the Study

The significance of this study lies in its potential to contribute to the existing body of knowledge
on cyber-terrorism in Nigeria, while also providing practical insights and recommendations for

policymakers, cybersecurity practitioners, and other stakeholders.

This study has several theoretical implications. Firstly, it contributes to the development of a
comprehensive framework for understanding cyber-terrorism in Nigeria, which can be used to
inform future research and policy decisions. Secondly, the study's analysis of the threats,
vulnerabilities, and mitigation strategies related to cyber-terrorism in Nigeria provides a nuanced
understanding of this complex phenomenon, which can be used to refine existing theories and
models of cyber-terrorism. Finally, the study's focus on the Nigerian context provides a unique
perspective on the intersection of cyber-terrorism and development, which can be used to inform

research and policy decisions in other developing countries.

At the other hand, this study also has several practical implications. Firstly, the study's findings
and recommendations can be used to inform the development of effective cybersecurity policies
and regulations in Nigeria, which can help to mitigate the threat of cyber-terrorism and promote
a culture of cybersecurity in the country. Secondly, the study's analysis of the threats and
vulnerabilities related to cyber-terrorism in Nigeria can be used to identify areas for
improvement and inform the development of targeted interventions and solutions. Finally, the
study's findings and recommendations can be used to raise awareness and promote education and
training on cyber-terrorism and cybersecurity among stakeholders in Nigeria, including

policymakers, cybersecurity practitioners, and the general public.



1.6 Research Methodology

This study employs the doctrinal research method, which involves a systematic and analytical
examination of existing laws, policies, and literature related to cyber-terrorism in Nigeria.
Doctrinal research methodology involves a comprehensive and systematic analysis of the
existing body of knowledge on a particular subject®. This research method is particularly suited
to this study, as it enables a detailed analysis of the legal and policy frameworks governing

cyber-terrorism in Nigeria.

The study relies on primary and secondary sources of data. Primary sources include legislations
such as the Cybercrime (Prohibition, Prevention, etc.) Act, 2015, policy documents like the
National Cybersecurity Policy and the National Information and Communication Technology
(ICT) Policy, and judicial decisions on cyber-terrorism cases in Nigeria. Secondary sources
comprise academic journals, books and monographs written by experts on cyber-terrorism and

cybersecurity, and reputable online resources.

The data collected from these sources will be analyzed using a qualitative approach. The analysis
will involve a detailed examination of the language, structure, and content of the laws, policies,
and literature, as well as the identification and analysis of themes and patterns related to cyber-
terrorism threats, vulnerabilities, and mitigation strategies. A critical evaluation of the strengths,
weaknesses, and implications of the laws, policies, and literature on cyber-terrorism in Nigeria

will also be conducted.

By employing the doctrinal research method, this study aims to provide a comprehensive

analysis of the threats, vulnerabilities, and mitigation strategies related to cyber-terrorism in

8 N Okoro, ‘Doctrinal Research Methodology in Law’. Journal of Law and Legal Studies [2019] (1) (1) 1-10.
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Nigeria, and to contribute to the development of effective policies and strategies for preventing

and combating cyber-terrorism in the country.

1.7 Chapter Analysis

Chapter One provides a comprehensive introduction to the study, setting the background and
context for the research. It outlines the statement of the problem, aim and objectives, scope and
limitations, significance, and research methodology. This chapter lays the foundation for the rest

of the study, providing a clear understanding of the research topic and its significance.

Chapter Two delves into conceptual clarifications, theoretical foundations, and literature review.
It defines key concepts such as cyber-terrorism, threats, vulnerabilities, and mitigation strategies,
and explores theoretical frameworks including deterrence theory, situational crime prevention
theory, and routine activities theory. This chapter provides a thorough understanding of the
complex issues surrounding cyber-terrorism, and sets the stage for the analysis of the legal

regime and institutional framework.

Chapter Three examines the legal regime and institutional framework for analyzing cyber-
terrorism in Nigeria. It discusses national, continental, sub-regional, and international legal
frameworks, as well as institutional mechanisms for combating cybercrime. This chapter
provides a detailed analysis of the existing legal and institutional framework, highlighting

strengths, weaknesses, and gaps.

Chapter Four analyzes cyber-terrorism in Nigeria, focusing on threats, vulnerabilities, impacts,
and mitigation strategies. It assesses the nature and scope of cyber-terrorism threats,

vulnerabilities in Nigeria's cybersecurity infrastructure, and the impact on national security and



the economy. This chapter provides a comprehensive analysis of the complex issues surrounding

cyber-terrorism in Nigeria.

Chapter Five presents a summary, conclusion, and recommendations. It synthesizes the key
findings, highlights contributions to knowledge, and identifies areas for further studies. The
chapter concludes with recommendations for policymakers, practitioners, and future researchers,

providing a roadmap for addressing the complex challenges posed by cyber-terrorism in Nigeria.
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CHAPTER TWO

CONCEPTUAL CLARIFICATIONS, THEORETICAL FOUNDATION AND

LITERATURE REVIEW
2.1  Conceptual Clarifications
2.1.1 Cyber-Terrorism

Cyber-terrorism refers to the deliberate use of digital technologies to perpetrate acts of terror,
targeting critical infrastructure, government systems, or civilian populations to achieve political,
ideological, or social objectives through fear and disruption. In the Nigerian context, this concept
encapsulates attacks on digital networks that could destabilize national security or economic
stability, such as hacking into power grids or financial systems. Dorothy Denning defines cyber-
terrorism as ‘unlawful attacks and threats of attack against computers, networks, and the
information stored therein when done to intimidate or coerce a government or its people in
furtherance of political or social objectives’®. This definition emphasizes intent and impact,
distinguishing cyber-terrorism from cybercrime or hacktivism by its terror-inducing motive. For
Nigeria, where digital infrastructure is rapidly expanding, cyber-terrorism poses a unique threat,

amplifying vulnerabilities in an emerging technological landscape.

The complexity of defining cyber-terrorism lies in its overlap with other cyber activities and the
absence of a universally accepted legal framework. Scholars Plotnek and Slay propose a broader
taxonomy, characterizing cyber-terrorism as premeditated acts by non-state actors using

cyberspace to cause physical, psychosocial, or economic harm, targeting civilians or

® E Dorothy Denning, ‘Cyberterrorism: Testimony before the Special Oversight Panel on Terrorism, Committee on
Armed  Services, U.S. House  of  Representatives,”  May 23,  2000.  Available at:
https://www.scirp.org/reference/referencespapers?referenceid=1291104, accessed 2 March 2025.
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infrastructure!®. This perspective is pertinent to Nigeria, where groups like Boko Haram could
potentially exploit cyber tools to extend their insurgency, as speculated in security analyses.
Unlike traditional terrorism, cyber-terrorism’s virtual nature complicates attribution and
prosecution, a challenge Nigeria faces with its limited cybersecurity capacity. Thus, defining
cyber-terrorism requires balancing its technical mechanisms with its terroristic intent, tailored to

Nigeria’s socio-political and digital realities.
2.1.2 Cyber-Terrorism in the Nigerian Context: Key Concepts and Characteristics

Cyber-terrorism in Nigeria must be understood as a convergence of digital vulnerabilities and the
country’s complex socio-political dynamics, where non-state actors could exploit cyberspace to
amplify existing threats like insurgency and communal conflict. A key concept is its
asymmetry—cyber-terrorism allows relatively small groups to inflict disproportionate harm, a
characteristic resonant in Nigeria given its history with groups like Boko Haram, which has
already demonstrated adaptability in physical terror tactics'. Unlike traditional terrorism, cyber-
terrorism targets critical infrastructure—such as Nigeria’s power grid (e.g., the National Grid,
prone to collapse) or financial systems (e.g., Central Bank of Nigeria’s digital platforms)—to
disrupt governance and sow panic. Its characteristics include anonymity, enabled by tools like
the dark web, and scalability, where a single attack could cascade across Nigeria’s poorly
secured digital networks, as noted in global analyses of cyber threats in developing states'?. In
Nigeria, the rapid growth of internet penetration (over 150 million users by 2023, per the

Nigerian Communications Commission) without commensurate cybersecurity investment

10 Joshua Plotnek and Jill Slay, ‘Cyber terrorism: A homogenized taxonomy and definition.” Computers & Security
[2021] (102) 102145, doi:10.1016/j.cose.2020.102145

11 Gabriel Weimann, ‘Cyberterrorism: The Sum of All Fears?’ Studies in Conflict & Terrorism [2005] (28) (2) 129-
149, doi:10.1080/10576100590905110

12 Maura Conway, ‘Reality Bytes: Cyberterrorism and Terrorist ‘Use’ of the Internet’. First Monday [2002] (7) (11)
25. d0i:10.5210/fm.v7i11.1001
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heightens this risk, making cyber-terrorism a looming extension of physical violence. The lack of
a specific cyber-terrorism law—beyond the Cybercrimes Act 2015, which focuses on cybercrime
broadly—further complicates its conceptual framing, underscoring the need to adapt global
definitions to Nigeria’s unique threat profile, where ethnic tensions and political instability

provide fertile ground for such attacks.

The Nigerian context also highlights the psychosocial dimension of cyber-terrorism, a
characteristic distinguishing it from mere hacking or cybercrime. This involves leveraging digital
platforms to spread fear, propaganda, or disinformation, amplifying the terroristic impact beyond
physical damage. For instance, a cyber-terrorist attack disabling hospital systems during a crisis
(e.g., a cholera outbreak) could erode public trust in government, a tactic feasible in Nigeria
given its healthcare vulnerabilities'®. Boko Haram’s use of social media for recruitment, as
documented in security reports, suggests a potential pivot to cyber-terrorism, where digital tools
could target Nigeria’s 36 million active social media users to incite chaos. The Cybercrimes
(Prohibition, Prevention, Etc.) Act 2015 in Section 5, criminalizes attacks on critical
infrastructure, but its enforcement is weak, with only 200 convictions by 2022 (EFCC data),
reflecting Nigeria’s limited capacity to address this evolving threat. Thus, understanding cyber-
terrorism here requires recognizing its capacity to exploit both technological and societal fault

lines.

Finally, a defining characteristic in Nigeria is the intersection of cyber-terrorism with legal and

cultural pluralism. The country’s tripartite legal system—statutory, customary, and Sharia—

13 Eric Hippel and Georg von Krogh, ‘Open Source Software and the ‘Private-Collective’ Innovation Model: Issues
for Organization Science’. Organization Science [2003] (14) (2) 209-223, doi:10.1287/orsc.14.2.209.14992.
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lacks a unified response to cyber threats, complicating prosecution and prevention4. Culturally,
low digital literacy (e.g., 47% literacy rate) exacerbates vulnerability, as communities may not
recognize phishing or malware as precursors to terror acts. This underscores cyber-terrorism’s
adaptability to Nigeria’s fragmented governance, distinguishing it from Western models where

centralized systems prevail.
2.1.3 Concepts of Threats, Vulnerabilities, and Mitigation Strategies in Cyber-Terrorism

In the realm of cyber-terrorism, threats are defined as deliberate, malicious acts leveraging
digital systems to cause harm, disrupt critical operations, or instill fear for political, ideological,
or social ends, posing a significant risk to Nigeria’s national security. These threats encompass a
spectrum of actions, from data breaches and ransomware attacks on government institutions to
distributed denial-of-service (DDoS) assaults on critical infrastructure like Nigeria’s power grid
or banking networks®. In Nigeria, the threat landscape is amplified by groups like Boko Haram
or ISWAP potentially transitioning from physical insurgency to cyber-attacks, exploiting the
country’s growing digital reliance—internet users reached 154 million by 20236, These threats
could target systems like the INEC voter database or NAFDAC’s drug tracking platforms.
Scholars highlight that cyber-terrorism threats differ from cybercrime due to their intent to
terrorize rather than merely profit, a distinction critical in Nigeria where economic sabotage
(e.g., oil pipeline disruptions) could be digitally mirrored'’. The anonymity afforded by

encrypted platforms (e.g., Tor) and the potential for cross-border coordination further

14 Luciano Pollichieni, ‘Cyberterrorism: A Threat to National Security in Nigeria’. Journal of Law and Criminal
Justice [2020] (8) (1) 45-59, doi:10.15640/jlcj.v8nlad

15 E Dorothy Denning, ‘Cyberterrorism: Testimony before the Special Oversight Panel on Terrorism, Committee on
Armed  Services, US. House of  Representatives,’ May 23,  2000. Available  at:
https://www.scirp.org/reference/referencespapers?referenceid=1291104, accessed 2 March 2025.

16 Nigerian Communications Commission, ‘Subscriber Data: Industry Statistics,” December 2023. Available at:
https://ncc.gov.ng, accessed 3 March 2025.

17 Gabriel Weimann, ‘Cyberterrorism: How Real Is the Threat?” United States Institute of Peace Special Report
[2004] No. 119, 1-12
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characterize these threats, challenging Nigeria’s nascent cybersecurity framework, such as the
Cybercrimes Act 2015, which lacks specific provisions for terroristic intent. Thus, threats in this

context are dynamic, technology-driven risks with far-reaching socio-political implications.

Vulnerabilities in cyber-terrorism refer to the weaknesses or gaps in Nigeria’s digital and
institutional systems that cyber-terrorists could exploit to execute their threats. These include
outdated software in government agencies, low cybersecurity awareness—47% digital literacy*®.
This leaves systems like the National Identity Management Commission (NIMC) database or
telecom networks susceptible to breaches'®. In Nigeria, vulnerabilities are compounded by legal
and structural fragmentation; the absence of a unified cybersecurity policy across federal and
state levels creates enforcement gaps, unlike cohesive frameworks in developed nations. For
instance, the frequent collapse of the national power grid—12 times in 2023%°—signals a
physical-digital vulnerability that a cyber-attack could exacerbate, disrupting healthcare or
emergency services. These weaknesses are not merely technical but socio-economic, as poverty
and corruption hinder robust defenses, making Nigeria a prime target for cyber-terrorist

exploitation.

Mitigation strategies in the context of cyber-terrorism in Nigeria encompass a broad spectrum of
proactive and reactive measures designed to prevent, counteract, or minimize the impact of
cyber-terrorist threats and vulnerabilities, necessitating a multi-faceted legal, technical, and

societal approach. These strategies include strengthening legislative frameworks, such as

18 UNESCO Institute for Statistics, ‘Nigeria Literacy Rate,” 2022. Available at: https://uis.unesco.org, accessed 3
March 2025 —and underfunded infrastructure—Nigeria’s cybersecurity budget was a mere 0.05% of GDP in 2022
[BudgIT Foundation, ‘2022 Federal Government Budget Analysis,” 2022, accessed via https://yourbudgit.com

19 Kenneth Okereafor and Prang Gone, ‘Cybersecurity Challenges and Prospects in Nigeria: A Critical Review’.
International Journal of Computer Science and Information Security [2020] (18) (6) 45-53.

20 Transmission Company of Nigeria, ‘Annual Report 2023,> 2023, available at: https://tcn.org.ng, accessed 4 March
2025.
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amending the Cybercrimes (Prohibition, Prevention, Etc.) Act 2015 to explicitly address cyber-
terrorism beyond its current scope of critical infrastructure protection?, and fostering public-
private partnerships with entities like MTN or Globacom to enhance network security??. The
National Cybersecurity Policy and Strategy 2021 advocates capacity building through training
programs for law enforcement and IT personnel, a critical step given Nigeria’s conviction rate of
only 200 cybercrime cases by 202223, Additionally, mitigation requires real-time threat
intelligence systems—currently absent in Nigeria’s cybersecurity architecture—to preempt
attacks, alongside public awareness campaigns to bolster digital literacy and resilience against
social engineering tactics exploited by terrorists, especially considering Nigeria’s 36 million
active social media users®*. Scholars argue that effective mitigation in developing contexts like
Nigeria hinges on international cooperation, such as leveraging INTERPOL’s cybercrime units,
to address cross-border threats that domestic resources alone cannot contain?®. This layered
approach not only mitigates immediate risks but also builds long-term systemic resilience,
addressing Nigeria’s unique exposure to cyber-terrorism within its socio-economic and

technological constraints.
2.1.4 The Intersection of Cyber-Terrorism, National Security, and Cybersecurity in Nigeria

The intersection of cyber-terrorism, national security, and cybersecurity in Nigeria represents a

critical confluence where digital threats amplify traditional security challenges, demanding a

21 Section 5

22 O Oluwatoyin Akinlade, ‘Cybersecurity in Nigeria: An Analysis of Legal and Policy Frameworks’. Journal of
Law, Policy and Globalization [2021] (109) 45-56.

23 Economic and Financial Crimes Commission, ‘Annual Report 2022,” 2022. Available at: https://efccnigeria.org,
accessed 4 March 2025.

24 Statista, ‘Number of Social Media Users in Nigeria,” 2023. Available at: https:/statista.com, accessed 3 March
2025.

% Luciano Pollichieni, ‘Cyberterrorism: A Threat to National Security in Nigeria’. Journal of Law and Criminal
Justice [2020] (8) (1) 45-59.
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reevaluation of the state’s protective mechanisms to safeguard its sovereignty and societal
stability. Cyber-terrorism, as a deliberate exploitation of cyberspace to perpetrate terroristic acts,
directly imperils national security by targeting critical infrastructure and governmental functions,
with the potential to disrupt public order and economic viability on an unprecedented scale?®. In
Nigeria, this threat manifests vividly against the backdrop of existing insurgencies like Boko
Haram and ISWAP, which could pivot to cyber-attacks—such as ransomware targeting the
Central Bank of Nigeria’s e-naira platform or distributed denial-of-service (DDoS) attacks on the
national power grid, which collapsed 12 times in 2023 alone?’. The Nigerian National Security
Strategy 2019 explicitly identifies cyber-attacks as a tier-one threat to national security,
emphasizing their capacity to undermine governance, public safety, and territorial integrity?®.
Cybersecurity emerges as the linchpin in this triad, encompassing the technological, legal, and
institutional measures required to defend against such threats, yet Nigeria’s efforts remain
hampered by enforcement weaknesses. The Cybercrimes (Prohibition, Prevention, Etc.) Act
20152° criminalizes attacks on critical national information infrastructure, imposing penalties of
up to 10 years imprisonment, but its practical impact is limited, with only 200 convictions
recorded by 2022 despite rising cyber incidents®®. This intersection is further complicated by
Nigeria’s legal pluralism—statutory, customary, and Sharia systems lack a unified cybersecurity

approach—exposing a fragmented defense against cyber-terrorism’s borderless nature. Scholars

2E Dorothy Denning, ‘Cyberterrorism: Testimony before the Special Oversight Panel on Terrorism, Committee on
Armed  Services, U.S. House of  Representatives,”  May 23,  2000. Available  at:
https://www.scirp.org/reference/referencespapers?referenceid=1291104, accessed 2 March 2025.

27 Transmission Company of Nigeria, ‘Annual Report 2023°. Available at: https://tcn.org.ng/wp-
content/uploads/2023/Annual-Report-2023.pdf, accessed 3 March 2025.

28 Office of the National Security Adviser, ‘National Security Strategy 2019.” Available at:
https://www.onsa.gov.ng/wp-content/uploads/2020/06/National-Security-Strategy-2019.pdf, accessed 3 March
2025.

29 Section 5

% Economic and Financial Crimes Commission, ‘Annual Report 2022°.  Available at:
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argue that national security in the digital age transcends physical boundaries, requiring
cybersecurity to be embedded as a core pillar of state policy, a perspective Nigeria has yet to

fully operationalize amidst its socio-political volatility3!,

Nigeria’s rapid digital transformation, juxtaposed against its lagging cybersecurity infrastructure,
intensifies the intersectional risks of cyber-terrorism to national security, creating a volatile
landscape where vulnerabilities are both a cause and consequence of inadequate safeguards.
With internet penetration reaching over 154 million users by 2023%2, and a digital economy
valued at $40 billion, Nigeria presents an attractive target for cyber-terrorists seeking to disrupt
key sectors like telecommunications, electoral processes, or healthcare delivery. For instance, a
hypothetical cyber-attack on the Independent National Electoral Commission’s (INEC) voter
registration database could undermine democratic legitimacy, a national security concern given
Nigeria’s history of electoral disputes. Similarly, the 36 million active social media users®®
provide a platform for cyber-terrorists to spread disinformation or fear, amplifying psychosocial
impacts beyond physical damage—a tactic Boko Haram has already employed offline.
Cybersecurity’s role is to mitigate these risks, yet Nigeria’s allocation of just 0.05% of GDP to
cybersecurity in 20223* reflects chronic underinvestment compared to global standards (e.g.,
0.3% in South Africa). The National Cybersecurity Policy and Strategy 2021 aims to bridge this
gap through capacity building and public-private collaboration, but its implementation lags, with

only 15% of its action plan funded by 2023 (NITDA reports). Scholars underscore that this

31 Maura Conway, ‘Reality Bytes: Cyberterrorism and Terrorist ‘Use’ of the Internet’. First Monday [2002] (7) (11)
25. doi:10.5210/fm.v7i11.1001

32 Nigerian Communications Commission, ‘Subscriber Data: Industry Statistics,” December 2023. Available at:
https://ncc.gov.ng/statistics-reports/subscriber-data, accessed 4 March 2025.

3 Statista, ‘Number of  Social Media  Users in  Nigeria,’ 2023. Available at:
https://www.statista.com/statistics/1176097/number-of-social-network-users-nigeria/, accessed 5 March 2025.

34 BudgIT Foundation, ‘2022 Federal Government Budget Analysis,” 2022. Available at: https://yourbudgit.com/wp-
content/uploads/2022/10/2022-Budget-Analysis.pdf, accessed 5 March 2025.
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intersection demands a holistic approach—integrating legal reforms, technological upgrades, and
international cooperation—to counter cyber-terrorism’s transnational reach®. Nigeria’s failure to
harmonize its cybersecurity framework with national security imperatives leaves it exposed to
both internal actors exploiting digital illiteracy (47% literacy rate)® and external threats
leveraging sophisticated tools like zero-day exploits, rendering this triad a pressing governance

challenge.
2.2 Theoretical Foundation
2.2.1 Deterrence Theory

Deterrence Theory, a concept rooted in the 18th century, has been a pivotal framework in
understanding the dynamics of threat and retaliation. Cesare Beccaria's influential book, ‘On
Crimes and Punishments’®’, laid the groundwork for classical deterrence theory, arguing that
punishment should be proportionate to the crime and that certainty and swiftness of punishment
were key deterrents. Beccaria's ideas were later expanded upon by Jeremy Bentham, an English
philosopher and jurist, who developed the concept of utilitarianism and applied it to the study of

punishment and deterrence.

In the 20th century, deterrence theory was further developed by scholars such as Bernard
Brodie®®, Thomas Schelling®®, and Herman Kahn*°, who sought to address the threat of nuclear

war between the United States and the Soviet Union. Schelling, in particular, applied deterrence

% Luciano Pollichieni, ‘Cyberterrorism: A Threat to National Security in Nigeria’. Journal of Law and Criminal
Justice [2020] (8) (1) 45-59, doi:10.15640/jlcj.v8nlad

36 UNESCO Institute for Statistics, ‘Nigeria Literacy Rate,” 2022. Available at: http://uis.unesco.org/en/country/ng,
accessed 5 March 2025.

37 C Beccaria, On Crimes and Punishments (1764) 98.

38 B Brodie, The Absolute Weapon. Harcourt (1946).

39 T Schelling, The Strategy of Conflict (Harvard University Press, 1960) 102.

40 H Kahn, On Thermonuclear War (Princeton University Press, 1960) 65-87.
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theory to international relations and nuclear strategy, arguing that the threat of retaliation could
be a powerful deterrent against nuclear attack. Glenn Snyder, an American political scientist,
also made significant contributions to deterrence theory, developing the concept of "deterrence

by denial,” which focuses on denying an adversary's goals rather than punishing them.

In the context of cyber-terrorism, deterrence theory suggests that the threat of severe
consequences, such as prosecution, economic sanctions, or cyber-retaliation, can deter cyber-
terrorists from launching attacks. The theory's efficacy hinges on several key components,
including credibility, severity, and certainty*!. The threat of punishment must be credible and
believable to the adversary, severe enough to outweigh any potential benefits of the attack, and
certain to be imposed in the event of an attack. By understanding these components,
policymakers and scholars can develop effective deterrence strategies to prevent and respond to

cyber-attacks.

The application of deterrence theory to cyber-terrorism is multifaceted. Governments can
establish and enforce severe penalties for cyber-terrorism, such as lengthy prison sentences or
significant fines*2. Additionally, governments can conduct targeted cyber-operations against
cyber-terrorists to disrupt their capabilities and deter future attacks. Furthermore, investing in
robust cybersecurity measures can prevent cyber-attacks and reduce the likelihood of successful
attacks*®. While deterrence theory has been influential in shaping security policies, it is not

without its limitations and criticisms.

41 T Schelling, The Strategy of Conflict (Harvard University Press, 1960) 65-76.
42 M Libicki, Cyberdeterrence and Cyberwar (RAND Corporation, 2009) 54-55
43 T Rid, Cyber War Will Not Take Place (Hurst & Company, 2013) 24-30.
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One of the primary limitations of deterrence theory in the context of cyber-terrorism is the
difficulty in attributing attacks**. Cyber-attacks can be launched from anywhere in the world,
making it challenging to impose punishment on the correct party. Moreover, cyber-terrorists may
not be deterred by traditional threats, as they may not value the same things as nation-states*.
The evolving nature of cyber-threats also poses a significant challenge to developing effective
deterrence strategies. Despite these limitations, deterrence theory remains a crucial framework
for understanding the dynamics of cyber-terrorism and developing effective strategies to prevent

and respond to cyber-attacks.
2.2.2 Situational Crime Prevention Theory (SCPT)

Situational Crime Prevention Theory (SCPT) originated in the 1970s and 1980s, primarily
through the work of Ronald V. Clarke and Derek B. Cornish, as a response to the limitations of
traditional criminological theories®. The theory is rooted in the rational choice perspective,
which posits that individuals make rational decisions to commit crime based on the opportunities

presented to them.

The proponents of SCPT, including Clarke and Cornish, argue that crime can be prevented by
modifying the situational factors that contribute to crime*’. The theory identifies three main
strategies for preventing crime: increasing the effort, increasing the risks, and reducing the

rewards associated with committing a crime*®. By understanding the situational factors that

44 M Libicki, Cyberdeterrence and Cyberwar (RAND Corporation, 2009) 56.

4 T Rid, Cyber War Will Not Take Place (Hurst & Company, 2013) 42.

4 RV Clarke, ‘Situational Crime Prevention: Theory and Practice.” British Journal of Criminology [1980] (20) (2)
136-147.

47 DB Cornish and RV Clarke, ‘Opportunities, Precipitators, and Criminal Decisions.” Crime Prevention Studies
[2003] (16) 1-15.

8 RV Clarke, ‘Situational Crime Prevention.” Crime Prevention Studies [1997] (2) 1-17.
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contribute to crime, policymakers and practitioners can develop effective strategies to prevent

and respond to crime.

In the context of cyber-terrorism in Nigeria, SCPT can provide valuable insights into the
situational factors that contribute to cyber-attacks. The theory suggests that cyber-terrorists often
exploit vulnerabilities in software and hardware to launch attacks, and that addressing these
vulnerabilities can reduce the likelihood of successful cyber-attacks*®. By applying the principles
of SCPT, policymakers and practitioners can develop targeted strategies to disrupt the operations

of cyber-terrorists and prevent future attacks.

The application of SCPT to cyber-terrorism in Nigeria also highlights the importance of
understanding the motivations and capabilities of cyber-terrorists. By analyzing the situational
factors that contribute to cyber-attacks, policymakers and practitioners can develop effective

strategies to prevent and respond to cyber-terrorism.
2.2.3 Routine Activities Theory (RAT)

Routine Activities Theory (RAT) was first proposed by Lawrence E. Cohen and Marcus Felson
in 1979, and it posits that crime occurs when three essential elements converge: motivated
offenders, suitable targets, and absent guardians®. This theory focuses on the routine activities of

individuals and how these activities create opportunities for crime.

The proponents of RAT, including Cohen and Felson, argue that crime is often the result of

opportunities presented by the daily routines of individuals, such as work, school, and leisure

49 S Tbrahim, ‘Cybersecurity in Nigeria: Challenges and Opportunities.” Journal of Information Security [2018] (9)
(2) 1-10.

%0 LE Cohen and M Felson, ‘Social Change and Crime Rate Trends: A Routine Activity Approach.” American
Sociological Review [1979] (44) (4) 588-608.
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activities®'. The theory identifies three main elements that contribute to crime: motivated
offenders, who are individuals with a propensity to commit crime; suitable targets, which are
individuals or property that are vulnerable to crime; and absent guardians, which are individuals

or mechanisms that are responsible for protecting targets from crime.

In the context of cyber-terrorism in Nigeria, RAT can provide valuable insights into the factors
that contribute to cyber-attacks. For instance, cyber-terrorists often target individuals and
organizations with vulnerable cybersecurity systems, and they often exploit the daily routines of
individuals, such as online shopping or social media use, to launch attacks®?. By understanding
the routine activities of individuals and organizations, policymakers and practitioners can

develop effective strategies to prevent and respond to cyber-terrorism.

The application of RAT to cyber-terrorism in Nigeria also highlights the importance of
addressing the motivations of cyber-terrorists, protecting suitable targets, and ensuring that
guardians are present to prevent crime®®. By analyzing the routine activities of individuals and
organizations, policymakers and practitioners can develop targeted strategies to disrupt the

operations of cyber-terrorists and prevent future attacks.
2.2.4 Social Learning Theory (SLT)

Social Learning Theory (SLT), initially proposed by Albert Bandura in 1977, posits that
individuals acquire new behaviors, attitudes, and knowledge through observational learning and

imitation of others®. This theoretical framework suggests that learning is a dynamic process,

51 M Felson, Crime and Everyday Life (Thousand Oaks, CA: Sage Publications, 2002) 59-61.

52 S Tbrahim, ‘Cybersecurity in Nigeria: Challenges and Opportunities.” Journal of Information Security [2018] (9)
(2) 1-10.

53 M Felson, Crime and Everyday Life (Thousand Oaks, CA: Sage Publications, 2002) 93.

54 A Bandura, Social Learning Theory (Englewood Cliffs, NJ: Prentice Hall, 1977) 30.
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influenced by the interplay between personal factors, behavior, and environmental stimuli. The
proponents of SLT, including Albert Bandura, Julian Rotter, and Richard Walters, argue that

learning is a social process, and that individuals learn from observing and imitating others®®.

SLT is grounded in the concept of reciprocal determinism, which posits that behavior is shaped
by the interaction between personal factors (cognitive, affective, and biological), behavior, and
environmental factors®. The theory identifies four essential components that facilitate learning:
attention, retention, reproduction, and motivation. Attention refers to the process of observing
others; retention involves remembering observed behaviors; reproduction entails imitating
observed behaviors; and motivation involves reinforcement or punishment for imitated

behaviors.

In the context of cyber-terrorism in Nigeria, SLT offers valuable insights into the mechanisms
underlying the acquisition of cyber-terrorist behaviors. Cyber-terrorists may learn from
observing online tutorials, social media, and online forums, which can facilitate the transmission
of malicious knowledge and behaviors®’. By examining the social learning processes that
contribute to cyber-terrorism, policymakers and practitioners can develop targeted interventions

aimed at disrupting the operations of cyber-terrorists and preventing future attacks.

Social Learning Theory provides a comprehensive framework for understanding the complex
processes underlying cyber-terrorist behaviors. By recognizing the significance of observational

learning, imitation, and reinforcement in shaping cyber-terrorist behaviors, policymakers and

%5 A Bandura, Social Learning Theory (Englewood Cliffs, NJ: Prentice Hall, 1977); JB Rotter, Social Learning and
Clinical Psychology (Englewood Cliffs, NJ: Prentice Hall, 1954) 39; RH Walters and JE Grusec, Punishment (San
Francisco, CA: W. H. Freeman, 1977) 62.
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Prentice Hall, 1986) 23.
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practitioners can develop evidence-based strategies to prevent and respond to cyber-terrorism in

Nigeria.
2.3 Literature Review

Nir Kshetri’s Cybercrime and Cybersecurity in the Global South®®, explores the multifaceted
challenges of cybercrime and cybersecurity in developing regions, including Africa, with Nigeria
as a pertinent example. The book delves into how socio-economic conditions, technological
disparities, and governance weaknesses create fertile ground for cyber threats, such as cyber-
terrorism, while also examining efforts to secure digital spaces in these contexts. Kshetri
employs a qualitative research methodology, relying heavily on secondary data sourced from
government documents, industry reports, and expert interviews, complemented by case studies
that illustrate cybersecurity dynamics in the Global South. His findings reveal that countries like
Nigeria suffer from inadequate infrastructure and low cybersecurity awareness, which amplify
their susceptibility to cyber-attacks, including those perpetrated by terrorist entities exploiting
digital platforms. The author concludes that the unique challenges faced by developing nations
necessitate localized cybersecurity strategies rather than reliance on imported solutions,
emphasizing the interplay between technology and socio-political factors. Kshetri recommends
bolstering local capacity through education, strengthening legal and regulatory frameworks, and
promoting international collaboration to address these threats effectively. However, a notable
lacuna in this work is its broad regional focus, which does not provide an in-depth examination
of specific cyber-terrorism incidents or tailored mitigation strategies within Nigeria. The present
study aims to fill this gap by offering a detailed analysis of Nigeria-specific threats,

vulnerabilities, and context-appropriate mitigation measures to combat cyber-terrorism.

%8 Kshetri Nir, Cybercrime and Cybersecurity in the Global South (New York: Palgrave Macmillan, 2013) 42-44.
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Thomas J. Mowbray’s Cybersecurity: Managing Systems, Conducting Testing, and Investigating
Intrusions®®, serves as a comprehensive technical guide aimed at equipping cybersecurity
professionals with the tools and knowledge to safeguard systems against threats, including those
posed by cyber-terrorism, which is relevant to Nigeria’s growing digital landscape. The book
focuses on practical aspects of cybersecurity, such as managing system vulnerabilities,
conducting penetration testing, and investigating cyber intrusions, offering a framework that can
be applied to counter sophisticated attacks. Mowbray adopts a practitioner-oriented research
methodology, blending theoretical principles with hands-on examples, technical walkthroughs,
and real-world scenarios to illustrate effective cybersecurity practices. His findings emphasize
that proactive measures, such as regular system testing and robust intrusion detection, can
significantly reduce the risks posed by cyber threats, though their effectiveness depends on
consistent implementation and resource availability. He concludes that cybersecurity is not
merely a technical challenge but a strategic imperative requiring organizational commitment and
skilled personnel, a perspective that resonates with the challenges faced by nations like Nigeria.
Mowbray recommends adopting routine security audits, investing in continuous training for IT
staff, and deploying advanced intrusion detection systems to mitigate cyber risks. However, a
key lacuna in this work is its lack of focus on region-specific contexts, particularly Nigeria’s
unique socio-political and infrastructural vulnerabilities to cyber-terrorism. The present study
seeks to address this gap by analyzing Nigeria-specific threats, vulnerabilities, and mitigation

strategies tailored to its distinct environment.

% J Mowbray Thomas, Cybersecurity: Managing Systems, Conducting Testing, and Investigating Intrusions
(Indianapolis: Wiley, 2013) 39-46.
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Introduction to Cyber-Warfare: A Multidisciplinary Approach, published in 2013 by Syngress
and authored by Paulo Shakarian, Jana Shakarian, and Andrew Ruef®®, examines cyber-warfare,
including cyber-terrorism, through a blend of technical, political, and social lenses, offering
insights applicable to Nigeria’s security concerns. The authors use a multidisciplinary
methodology, integrating historical case studies, technical analyses, and perspectives from
various fields to explore cyber threats. Their findings highlight that cyber-terrorism exploits
technological and governance weaknesses, posing significant risks to national security. They
conclude that countering such threats requires a holistic approach combining technology and
policy. The authors recommend developing national cyber-defense strategies and enhancing
technical capabilities. However, the book’s global focus lacks specific analysis of Nigeria’s
cyber-terrorism landscape, a gap the present study will address by focusing on Nigeria-specific

threats and mitigation strategies.

Singer and Friedman’s Cybersecurity and Cyberwar: What Everyone Needs to Know, published
in 2014 by Oxford University Press®, offers an accessible primer on cybersecurity and cyberwar,
addressing threats like cyber-terrorism and their societal impacts, with relevance to Nigeria’s
digital challenges. The authors employ a narrative methodology, weaving together expert
interviews, policy analysis, and real-world examples to demystify complex cyber issues. They
find that cyber-terrorism flourishes in regions with weak governance and limited digital
defenses, a situation pertinent to many developing nations. The book concludes that tackling
such threats demands a comprehensive strategy encompassing technology, policy, and education.

Singer and Friedman recommend enhancing public awareness, fortifying infrastructure, and

60 Shakarian Paulo Jana Shakarian and Andrew Ruef, Introduction to Cyber-Warfare: A Multidisciplinary Approach
(Waltham, MA: Syngress, 2013) 21-30.

61 PW Singer and Allan Friedman, Cybersecurity and Cyberwar: What Everyone Needs to Know (New York:
Oxford University Press, 2014) 15.
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fostering global cooperation. However, the work’s broad scope does not zoom into Nigeria-
specific cyber-terrorism dynamics, a void the present study aims to fill by analyzing local threats,

vulnerabilities, and tailored mitigation approaches.

The work, Cybersecurity Fundamentals: A Real-World Perspective by Kutub Thakur and Rajeev
Shorey®? provides a foundational exploration of cybersecurity principles, including defenses
against threats like cyber-terrorism, offering practical insights applicable to Nigeria’s context.
The authors utilize a mixed methodology, combining theoretical discussions with case studies
and technical demonstrations to illustrate cybersecurity essentials. Their findings suggest that
basic measures like encryption and access controls can thwart many cyber threats, though their
adoption varies widely. They conclude that strong cybersecurity foundations are critical but must
be contextualized to specific environments. Thakur and Shorey advocate for widespread training,
adoption of best practices, and investment in secure technologies. A key lacuna is the absence of
Nigeria-specific analysis, which the present study will address by examining local vulnerabilities

and mitigation strategies for cyber-terrorism.

The Cyber Threat: Know Your Enemy and Protect Your Business, authored by David M. Upton
and Sadie Creese and published in 2014 by Oxford University Press®, investigates cyber threats,
including cyber-terrorism, and offers strategies for risk mitigation, with implications for
Nigeria’s cybersecurity landscape. The authors adopt an empirical approach, drawing on industry
case studies, expert interviews, and data analysis to explore cyber risks and defenses. They find
that proactive cybersecurity measures significantly enhance resilience, though resource

limitations often impede progress. The book concludes that strategic planning, integrating

62 Thakur Kutub, and Rajeev Shorey, Cybersecurity Fundamentals: A Real-World Perspective (Boca Raton, FL:
CRC Press, 2020) 61.
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technology and human factors, is essential to counter cyber threats. Upton and Creese
recommend investing in threat intelligence and fostering a cybersecurity culture. However, the
work lacks a focus on Nigeria’s unique socio-political and infrastructural challenges, which the

present study will explore in depth to address local cyber-terrorism threats and solutions.

The work of Olusola, Samson, Semiu, and Yinka on, ‘Impact of Cyber Crimes on Nigerian
Economy’®, is worthy of review as it is relevant to this present study, focusing on the economic
ramifications of cybercrimes, including cyber-terrorism, in Nigeria. Published in 2013 in The
International Journal of Engineering and Science, the article examines how cybercrimes affect
national development and security. The authors carried out a research work using a mixed-
methods approach, integrating quantitative data on economic losses with qualitative insights
from interviews and existing literature. Their findings indicate that cybercrimes, including those
linked to terrorism, drain billions from Nigeria’s economy annually, eroding stability and
investor trust. They conclude that these threats demand immediate action to strengthen
cybersecurity frameworks. The authors recommend upgrading infrastructure, tightening legal
measures, and encouraging public-private collaboration. However, a lacuna exists in the limited
focus on specific cyber-terrorism threats and mitigation strategies, which the present study will

address by analyzing Nigeria’s unique vulnerabilities and tailored solutions.

Oluwafemi, Adesuyi, and Abdulhamid® carried out a research work on leveraging cybersecurity
to combat terrorism, including cyber-terrorism, in Nigeria, making their 2013 article in the World
Journal of Computer Application and Technology highly relevant to this study. The article

explores technological and policy responses to terrorist threats in the digital realm. The

8 MO Olusola, A Samson Semiu, and A Yinka, ‘Impact of Cyber Crimes on Nigerian Economy.” The International
Journal of Engineering and Science (IJES) [2013] (2) (4) 45-51.

% O Oluwafemi, FA Adesuyi and SM Abdulhamid, ‘Combating Terrorism with Cybersecurity: The Nigerian
Perspective.” World Journal of Computer Application and Technology [2013] (1) (4) 103-109.
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researchers employed a descriptive methodology, analyzing secondary data on cybersecurity
tools, government policies, and terrorist activities. They found that Nigeria’s underdeveloped
cybersecurity framework leaves it exposed to cyber-terrorism, though technology offers potential
countermeasures. The study concludes that enhancing cybersecurity is vital to national security,
despite implementation challenges. Their recommendation includes investing in advanced
technologies, training law enforcement, and reforming policies. A notable lacuna is the lack of
detailed analysis of specific vulnerabilities and mitigation strategies for cyber-terrorism, which

the present study aims to comprehensively investigate.

The research work of Udosen, published in 2018 in the International Journal of Management,
Social Sciences, Peace and Conflict Studies®, examines the link between globalization and
cyber-terrorism in Nigeria, offering insights pertinent to this present study. The article assesses
how global connectivity shapes security threats and explores possible countermeasures. Udosen
utilized a qualitative methodology, synthesizing data from academic literature, government
reports, and media sources to analyze this relationship. The findings reveal that globalization
amplifies cyber-terrorism by providing terrorists with advanced tools, yet it also opens avenues
for international cooperation. The author concludes that Nigeria must balance these dual aspects
of globalization to enhance security. Udosen recommends improving cybersecurity education,
upgrading technological infrastructure, and building global partnerships. However, the work
lacks specificity in identifying Nigeria’s unique cyber-terrorism vulnerabilities and detailed

mitigation strategies, a gap the present study will fill with a focused analysis.

8 E Udosen, ‘Globalization and Cyberterrorism in Nigeria: Which Way Forward?’ International Journal of
Management, Social Sciences, Peace and Conflict Studies [2018] (1) (2) 45-59.
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The research work of Ogu, lyanda, and Ogu, published in 2015 in Studies in Social Sciences and
Humanities®’, investigates the relationship between globalization and terrorism, including cyber-
terrorism, in Nigeria, making it pertinent to this present study. The article explores how global
interconnectedness facilitates terrorist activities through technological and economic channels.
The authors adopted a qualitative methodology, analyzing secondary data from government
reports, media, and academic sources to examine this nexus. Their findings indicate that
globalization amplifies Nigeria’s exposure to cyber-terrorism by providing terrorists with
advanced communication tools and platforms. They conclude that while globalization poses
security challenges, it also offers opportunities for counter-strategies. The authors recommend
enhancing cybersecurity policies and improving technological infrastructure to mitigate these
risks. However, a lacuna in the study is its broad focus on terrorism, with insufficient attention to
specific cyber-terrorism threats and detailed mitigation strategies, which the present study will

address by focusing on Nigeria-specific vulnerabilities and solutions.

The work of Ogunlana®® is worthy of review as it is relevant to this present study, focusing on
how Boko Haram and Islamic State’s West Africa Province use cyberspace for propaganda and
recruitment in Nigeria, and how cybersecurity technologies can counter these efforts. Published
in 2019 in the Journal of Strategic Security, the article analyzes the role of digital platforms in
terrorism and potential technological solutions. Ogunlana employed a case study methodology,
using content analysis of online propaganda and technical evaluation of cybersecurity tools to
assess their effectiveness. The findings reveal that terrorist groups exploit social media and

encrypted channels, but advanced cybersecurity technologies can disrupt their online presence.

67 MI Ogu, RO Iyanda and EC Ogu, ‘Interrogating the Nexus between Globalization and Terrorism in Nigeria’.
Studies in Social Sciences and Humanities [2015] (3) (2) 102-112.
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The author concludes that such technologies are critical but require robust implementation to
succeed. Ogunlana recommends deploying Al-based monitoring systems, enhancing law
enforcement training, and raising public awareness. A key lacuna is the focus on propaganda
rather than a broader examination of cyber-terrorism threats, such as infrastructure attacks, which

the present study will comprehensively explore.
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CHAPTER THREE

LEGAL REGIME AND INSTITUTIONAL FRAMEWORK

3.1  Legal Regime

3.1.1 National Legal Regime

3.1.1.2 The 1999 Constitution of the Federal Republic of Nigeria (As Amended)

The 1999 Constitution of Nigeria, as amended, lays the foundational legal groundwork for
addressing cyber-terrorism, though it lacks explicit provisions for digital threats. Section 14(2)(b)
establishes the state’s duty to ensure citizens’ security and welfare, a mandate judicial
interpretations have extended to encompass protection against cyber-attacks that destabilize
public safety. Under Section 4, the National Assembly’s authority to legislate on defense and
security matters empowers the creation of laws targeting cybercrimes, including those with
terrorist intent. Nevertheless, the Constitution’s silence on technology-driven threats creates a
significant void, compelling reliance on subsidiary legislation to address the intricacies of cyber-
terrorism. This gap highlights the urgency of integrating digital security into the constitutional

framework to meet contemporary security challenges.

Sections 37 and 39, which guarantee privacy and freedom of expression, respectively, introduce
complexities in regulating cyber-terrorism. These fundamental rights, while essential to
democratic governance, can be exploited by malicious actors using digital platforms to

disseminate extremist ideologies or orchestrate attacks. Recent judicial rulings underscore the
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challenge of balancing individual liberties with national security imperatives in the digital age®.
The Constitution’s failure to provide clear mechanisms for resolving such conflicts complicates
efforts to develop effective cyber-terrorism countermeasures without violating constitutional

protections, necessitating precise legislative interventions.

The federal structure delineated in Section 2(2) shapes the governance of cyber-terrorism in
Nigeria’s multi-tiered system. As a transnational threat, cyber-terrorism falls under federal
jurisdiction, yet its effective management requires robust cooperation with state governments.
The Constitution’s lack of explicit provisions for inter-governmental collaboration hinders
seamless coordination, particularly in critical areas such as intelligence-sharing and resource
mobilization. Scholars advocate for constitutional amendments to strengthen federal-state
synergy, arguing that such reforms could bolster Nigeria’s capacity to counter digital
vulnerabilities.”® Without these reforms, the constitutional framework risks remaining ill-

equipped to address the borderless nature of cyber-terrorism.

Ultimately, the 1999 Constitution’s broad provisions on security and legislative authority provide
a starting point for combating cyber-terrorism but fall short of addressing its dynamic and
evolving nature. The absence of technology-specific clauses underscores the dependence on
specialized legislation to fill these gaps. As cyber-terrorism grows in sophistication,
constitutional reforms may be indispensable to explicitly incorporate digital security, ensuring

alignment with Nigeria’s broader legal and security objectives in an increasingly digital world.

8 Femi Oluwafemi, ‘Navigating Privacy and Security in Nigeria’s Digital Landscape,” Journal of Constitutional
Law [2022] (15) (4) 102-120.
70 Chinedu Nwankwo, Federalism and Emerging Security Challenges in Nigeria (Lagos Academic Press 2021) 145.
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3.1.1.2 Cybercrimes (Prohibition, Prevention, Etc) Act 2015

The Cybercrimes (Prohibition, Prevention, Etc) Act of 2015 marks a pivotal step in Nigeria’s
legislative efforts to combat digital crimes, including those linked to cyber-terrorism. By
criminalizing offenses such as unauthorized system access, data manipulation, and cyberstalking,
the Act addresses activities that often serve as precursors to terrorist operations in the digital
realm. Section 5 specifically targets attacks on critical national infrastructure, acknowledging the
potential of cyber-terrorists to disrupt essential services like telecommunications or energy grids.
The Act’s alignment with international frameworks, such as the Budapest Convention on

Cybercrime, reflects Nigeria’s commitment to global cybersecurity standards’?.

A notable feature of the 2015 Act is the establishment of the Cybercrime Advisory Council
under Section 41, designed to foster coordinated responses to cyber threats. This institutional
mechanism addresses Nigeria’s fragmented security architecture by facilitating collaboration
among law enforcement agencies, private sector stakeholders, and international partners.
However, challenges such as inadequate funding, limited technical expertise, and bureaucratic
inefficiencies have constrained the Council’s operational effectiveness, as recent analyses
indicate.”> These limitations highlight the need for sustained investment in institutional capacity

to fully realize the Act’s potential in countering cyber-terrorism.

Despite its progressive framework, the Act’s efficacy is undermined by definitional and
jurisdictional shortcomings. The absence of a precise definition of cyber-terrorism creates

ambiguity in prosecuting offenses with terrorist intent, while Section 38’s extraterritorial

1 Olawale Adebayo, ‘Harmonizing Nigeria’s Cybercrimes Act with Global Norms,” African Journal of
Cybersecurity [2023] (9) (2) 56-73.

72 Sani Ibrahim, ‘Implementation Challenges of Nigeria’s Cybercrimes Act 2015,” African Journal of Cybersecurity
[2023] (8) (1) 22-35.
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provisions face challenges in addressing cross-border attacks due to limited international
cooperation. Amending the Act to clarify key terms and strengthen global partnerships could
enhance its ability to tackle the sophisticated and transnational nature of cyber-terrorist threats,

ensuring Nigeria’s legal framework remains agile and responsive.
3.1.1.3 Economic and Financial Crimes Commission (EFCC) (Establishment) Act, 2004

The Economic and Financial Crimes Commission (EFCC) (Establishment) Act of 2004, though
primarily focused on economic and financial crimes, plays a significant role in Nigeria’s strategy
to counter cyber-terrorism. Section 7 empowers the EFCC to investigate and prosecute illicit
financial activities, including those facilitated through digital platforms, such as terrorist
financing via cryptocurrencies or illicit online transactions. This authority positions the EFCC as
a critical actor in disrupting the financial networks that sustain cyber-terrorist operations,

addressing a vital aspect of the threat”®.

Under Section 6, the Act emphasizes inter-agency and international collaboration, which is
essential for tackling the borderless nature of cyber-terrorism. The EFCC’s Cybercrime Unit,
while not explicitly mandated by the 2004 Act, has become a cornerstone of Nigeria’s response
to digital crimes’®, handling cases ranging from online fraud to terrorism-related cyber activities.
However, jurisdictional overlaps with agencies like the Nigeria Police Force and resource

constraints, such as limited access to advanced forensic tools, hamper the EFCC’s

3 Remi Adeyemi, ‘EFCC’s Role in Disrupting Cyber-Enabled Terrorist Financing,” Nigerian Journal of Economic
Crimes [2022] (7) (4) 78-94.
74 Section 6(b) of the Act.
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effectiveness™. These challenges necessitate clearer agency roles and enhanced funding to

strengthen enforcement mechanisms.

The Act’s focus on financial crimes limits its scope in addressing non-financial dimensions of
cyber-terrorism, such as the dissemination of extremist propaganda or attacks on critical
infrastructure. While the EFCC excels in targeting economic aspects of cyber-terrorism, its
mandate does not fully encompass the broader spectrum of digital threats. Legislative
amendments to expand the EFCC’s authority or the creation of specialized cyber-terrorism units
within the agency could bridge these gaps, enhancing Nigeria’s comprehensive approach to

countering digital threats.
3.1.1.4 Advance Fee Fraud and Other Fraud Related Offences (AFF) Act, 2006

The Advance Fee Fraud and Other Fraud Related Offences (AFF) Act of 2006 primarily targets
fraudulent activities, such as the notorious “419” scams, but its provisions have significant
implications for addressing cyber-terrorism in Nigeria. Section 1 criminalizes obtaining property
by false pretenses, which can extend to cyber-enabled schemes used by terrorist groups to fund
their operations through deceptive online practices. The Act’s broad definition of fraud
encompasses digital platforms, enabling law enforcement to pursue perpetrators who exploit
cyberspace for financial gain linked to terrorist activities. However, the Act’s focus on traditional
fraud limits its direct applicability to the multifaceted nature of cyber-terrorism, necessitating
complementary legislation to address non-financial aspects like propaganda or infrastructure

attacks’®.

> Bola Oladele, Inter-Agency Collaboration in Nigeria’s Fight Against Cybercrime (Abuja Legal Press 2023) 102.
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Despite its utility, the AFF Act’s enforcement faces challenges in the context of cyber-terrorism
due to its outdated framework and limited technological scope. Enacted before the widespread
proliferation of sophisticated cyber threats, the Act does not explicitly address modern tools like
phishing or ransomware, which are increasingly employed by cyber-terrorists. Furthermore, the
lack of provisions for international cooperation hampers efforts to tackle transnational fraud
schemes that fund terrorism. Scholars argue that amending the Act to incorporate digital-specific
offenses and enhance global partnerships could strengthen its role in Nigeria’s counter-terrorism

strategy’”’.

3.1.1.5 Money Laundering (Prohibition) (Amendment) Act, 2012

The Money Laundering (Prohibition) (Amendment) Act of 2012 strengthens Nigeria’s
framework for combating financial crimes, including those linked to cyber-terrorism, by
targeting the illicit flow of funds through digital channels. Section 15 mandates financial
institutions to report suspicious transactions, which is critical for detecting and disrupting
terrorist financing facilitated through online platforms or cryptocurrencies. The Act’s emphasis
on monitoring electronic transactions aligns with global anti-money laundering standards,

positioning Nigeria to address the financial underpinnings of cyber-terrorist networks’®.

The Act’s effectiveness, however, is constrained by implementation challenges and gaps in
addressing cyber-specific threats. Limited technological infrastructure and inadequate training
for regulatory bodies hinder the detection of complex digital laundering schemes used by
terrorists. Additionally, the Act’s focus on traditional financial systems does not fully account for

emerging technologies like blockchain, which are increasingly exploited for illicit purposes.

77 Amaka Nwosu, Fraud and Cybersecurity: Legal Challenges in Nigeria (Ibadan Legal Press 2023) 78.
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Enhancing the Act with provisions for digital forensics and international collaboration could

bolster its capacity to counter cyber-terrorism financing”®.
3.1.1.6 Evidence Act, 2011

The Evidence Act of 2011 plays a pivotal role in Nigeria’s legal framework for prosecuting
cyber-terrorism by providing rules for the admissibility of digital evidence in court. Section 84
establishes conditions for admitting electronically generated evidence, such as emails, chat logs,
or metadata, which are critical in tracing and proving cyber-terrorist activities. This provision
addresses the challenges of prosecuting digital crimes, where evidence is often intangible and
requires authentication to meet judicial standards. The Act’s recognition of electronic documents
aligns with the realities of modern crime, enabling law enforcement to build robust cases against
perpetrators who operate in cyberspace®’. However, the stringent requirements for admissibility,
such as certification of devices, can pose practical hurdles, particularly in cases involving
sophisticated cyber-attacks where evidence collection is complex®. Moreover, the Act’s
implementation is hampered by limited judicial expertise in digital forensics and inadequate
technological infrastructure in courts, which can delay or undermine prosecutions. Scholars
emphasize the need for judicial training and amendments to streamline the admissibility process
to enhance the Act’s effectiveness in addressing cyber-terrorism®. Strengthening these areas
could ensure that the Evidence Act remains a vital tool in Nigeria’s evolving fight against digital

threats.

® Tunde Adeyemi, Money Laundering and Digital Threats in Nigeria (Lagos Academic Press 2022) 132.
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3.1.1.7 National Information Technology Development Agency (NITDA) Act, 2007

The National Information Technology Development Agency (NITDA) Act of 2007 establishes a
framework for regulating and promoting information technology in Nigeria, with implications
for addressing cyber-terrorism. Section 6 empowers NITDA to develop standards and guidelines
for IT practices, which include measures to secure digital infrastructure against threats like
cyber-attacks. By fostering cybersecurity awareness and coordinating with stakeholders to
protect critical information systems, NITDA plays a pivotal role in mitigating vulnerabilities
exploited by cyber-terrorists. The Act’s emphasis on national IT policy aligns with global

cybersecurity objectives, positioning Nigeria to strengthen its digital defenses®?.

Despite its forward-looking approach, the NITDA Act’s effectiveness in combating cyber-
terrorism is limited by its broad mandate and resource constraints. While Section 17 enables
NITDA to collaborate with law enforcement, the agency’s focus on policy development rather
than enforcement restricts its direct impact on prosecuting cyber-terrorist activities. Moreover,
inadequate funding and a shortage of skilled personnel hinder NITDA’s ability to implement
robust cybersecurity measures, as recent studies highlight.2* These challenges underscore the
need for enhanced budgetary support and clearer delineation of NITDA’s enforcement role to

address sophisticated digital threats.

The Act’s potential to counter cyber-terrorism could be amplified through targeted amendments
and strategic partnerships. By explicitly incorporating provisions for cyber-terrorism prevention,
such as mandatory cybersecurity protocols for critical sectors, the Act could better address

emerging threats. Additionally, strengthening NITDA’s collaboration with international bodies

8 Chinwe Udeh, ‘NITDA’s Role in Nigeria’s Cybersecurity Framework,” African Journal of Information
Technology [2022] (7) (4) 112-128.
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could enhance its capacity to tackle transnational cyber-terrorist networks. Scholars advocate for
legislative updates to align the Act with evolving technological realities, ensuring NITDA

remains a cornerstone of Nigeria’s cybersecurity architecture.®

3.1.1.8 Criminal Code Act

The Criminal Code Act, applicable primarily in southern Nigeria, provides a legal basis for
prosecuting certain offenses that intersect with cyber-terrorism, despite its pre-digital origins.
Sections 316319, which address acts intended to cause grievous harm or endanger public safety,
can be applied to cyber-attacks targeting critical infrastructure, such as power grids or financial
systems. By interpreting these provisions expansively, courts have extended their applicability to
digital acts with terrorist intent, offering a tool to address cyber-terrorism within the Act’s
general framework. However, the Act’s lack of specific cybercrime provisions limits its

precision in tackling modern digital threats.%®

The Criminal Code’s outdated language and structure pose significant challenges in prosecuting
cyber-terrorism effectively. Enacted long before the advent of cyberspace, the Act does not
account for the intangible nature of digital offenses, such as hacking or data manipulation, which
are central to cyber-terrorist strategies. This gap creates prosecutorial ambiguities, as law
enforcement struggles to align cyber-specific acts with traditional criminal definitions.

Furthermore, the Act’s limited jurisdictional scope hinders its ability to address transnational

8 Aisha Bello, ‘Reforming NITDA for Effective Cybersecurity in Nigeria,” Journal of Cybersecurity Policy [2023]
(9) (1) 34-50.
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(8) (3) 78-94.

41



cyber-attacks, a critical aspect of cyber-terrorism.®” These limitations highlight the need for

amendments to incorporate digital-specific offenses.

To enhance its relevance, the Criminal Code Act requires modernization to address the evolving
landscape of cyber-terrorism. Integrating provisions that explicitly criminalize cyber-attacks with
terrorist intent, such as unauthorized access to sensitive systems or dissemination of extremist
content online, could strengthen its applicability. Additionally, fostering judicial training on
digital crimes would improve the Act’s enforcement, enabling courts to interpret its provisions in
line with contemporary threats. Such reforms could transform the Criminal Code into a more

effective tool for Nigeria’s counter-terrorism efforts in the digital age.8®
3.1.1.9 Penal Code Act

The Penal Code Act, governing criminal law in northern Nigeria, offers a framework for
addressing cyber-terrorism through its provisions on public safety and security, though it was not
designed for digital contexts. Sections 96-100, which criminalize acts that endanger public peace
or involve unlawful assemblies, can be applied to cyber-terrorist activities, such as online
incitement of violence or coordination of terrorist acts. Courts have occasionally interpreted
these provisions to cover digital platforms, enabling prosecutions of cyber-related offenses with
terrorist motives. However, the Act’s general language and lack of cyber-specific clauses limit

its effectiveness in addressing the technical complexities of digital threats.8°
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A significant constraint of the Penal Code Act is its outdated framework, which predates the
internet and fails to account for the unique characteristics of cyber-terrorism, such as anonymity
and cross-border operations. The absence of provisions addressing hacking, data breaches, or
online propaganda creates challenges in prosecuting cyber-terrorists, as law enforcement must
rely on broad interpretations of traditional offenses. Additionally, the Act’s regional applicability
restricts its scope in a country where cyber-terrorism transcends geographical boundaries,
complicating nationwide enforcement efforts.®® These gaps necessitate urgent legislative updates

to align the Act with modern security realities.

Reforming the Penal Code Act to incorporate cyber-terrorism-specific provisions could
significantly enhance its role in Nigeria’s legal framework. Introducing offenses like cyber-
enabled incitement or attacks on digital infrastructure, coupled with provisions for extraterritorial
jurisdiction, would better equip the Act to address transnational threats. Furthermore,
harmonizing the Penal Code with other national laws, such as the Cybercrimes Act, could ensure
a cohesive approach to cyber-terrorism across Nigeria’s diverse legal systems. Such reforms are

critical to strengthening the Act’s contribution to the country’s counter-terrorism strategy.®:
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3.1.2 Continental and Sub-Regional Legal Regime

3.1.2.1 The Economic Community of West African States (ECOWAS) Directive on Fighting

Cybercrime Within ECOWAS 2011

The Economic Community of West African States (ECOWAS) Directive on Fighting
Cybercrime, adopted in 2011, establishes a regional framework to combat cybercrime, including
cyber-terrorism, across its 15 member states, including Nigeria. The Directive mandates member
states to harmonize their legal frameworks by criminalizing offenses such as unauthorized access
to computer systems, data interference, and computer-related fraud, which are often exploited by
cyber-terrorists to destabilize economies or infrastructure®. By promoting regional cooperation
through mechanisms like mutual legal assistance and information-sharing, the Directive
enhances Nigeria’s ability to address the transnational nature of cyber-terrorism, aligning with

global cybersecurity standards such as the Budapest Convention.

Implementation of the Directive in Nigeria, however, faces significant challenges that limit its
effectiveness. While Nigeria’s Cybercrimes (Prohibition, Prevention, Etc) Act of 2015 reflects
some of the Directive’s requirements, operationalizing regional cooperation remains constrained
by inadequate technical infrastructure, limited funding, and disparities in legislative progress
among member states. The lack of a centralized ECOWAS enforcement body further
complicates coordinated responses to cyber-terrorist threats, leaving Nigeria to rely heavily on
bilateral agreements.®® These obstacles highlight the need for increased investment in regional

capacity-building to strengthen the Directive’s impact.
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The Directive’s emphasis on public-private partnerships and cybersecurity awareness offers a
proactive approach to mitigating cyber-terrorism. By encouraging member states to collaborate
with private sector stakeholders, such as telecommunications companies, the Directive facilitates
the development of resilient digital ecosystems. However, Nigeria’s slow adoption of these
partnerships, coupled with limited public awareness of cyber threats, undermines the Directive’s
preventive potential. Strengthening national compliance through targeted reforms and regional
training programs could enhance Nigeria’s alignment with the Directive, bolstering its role in

countering cyber-terrorism within the ECOWAS region. %

3.1.2.2 The African Union’s Convention on Cyber Security and Personal Data Protection

2014

The African Union’s Convention on Cyber Security and Personal Data Protection, adopted in
2014 and commonly known as the Malabo Convention, provides a continental framework for
addressing cybercrime and cybersecurity, with significant implications for combating cyber-
terrorism in Nigeria. The Convention urges member states to establish legal frameworks
criminalizing cyber offenses, including attacks on critical infrastructure and the dissemination of
terrorist content online, which are central to cyber-terrorist strategies®. By emphasizing
harmonized legislation and cross-border cooperation, the Convention strengthens Nigeria’s
capacity to tackle transnational digital threats, aligning with international norms like the Council

of Europe’s cybersecurity frameworks.
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A key feature of the Malabo Convention is its focus on personal data protection, which is critical
in preventing cyber-terrorists from exploiting sensitive information for recruitment or financing.
The Convention mandates member states to enact data protection laws, ensuring secure handling
of personal and institutional data. Nigeria’s efforts to comply, through initiatives like the Nigeria
Data Protection Regulation (NDPR) of 2019, reflect partial alignment with the Convention’s
requirements. However, the slow ratification of the Convention by African states, including
Nigeria, and limited enforcement mechanisms hinder its operationalization, as noted in recent
analyses.®® These challenges underscore the need for accelerated ratification and robust

implementation strategies.

The Convention’s provisions on international cooperation and capacity-building are particularly
relevant for addressing cyber-terrorism’s borderless nature. By encouraging mutual legal
assistance and the establishment of national cybersecurity agencies, the Convention fosters a
collaborative approach to tackling digital threats. Nigeria’s National Information Technology
Development Agency (NITDA) could leverage these provisions to enhance its cybersecurity
framework, but inadequate funding and technical expertise remain significant barriers.
Strengthening domestic institutions and fostering continental partnerships could amplify the

Convention’s impact in Nigeria.®’

Despite its comprehensive scope, the Malabo Convention’s effectiveness is constrained by its
non-binding nature and varying levels of commitment among African Union member states. The
lack of a centralized enforcement body and limited judicial training on cybercrime further

complicates its application in Nigeria. To fully harness the Convention’s potential, Nigeria must
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prioritize ratification, align its national laws with the Convention’s standards, and invest in
judicial and technical capacity. Such measures would enhance Nigeria’s ability to combat cyber-
terrorism within a unified African framework, ensuring a cohesive response to evolving digital

threats.*®
3.1.3 International Legal Regime
3.1.3.1 The Budapest Convention on Curtailing the Menace of Cybercrime 2001

The Budapest Convention on Cybercrime, adopted in 2001 by the Council of Europe and
acceded to by Nigeria in 2022, represents a landmark international framework for addressing
cyber-terrorism through harmonized legal and procedural standards. Designed to counter the
growing threat of digital crimes, the Convention mandates signatory states to criminalize
offenses such as unauthorized access to computer systems, data interference, and computer-
related fraud, all of which are critical tools in the arsenal of cyber-terrorists seeking to disrupt
critical infrastructure or spread extremist narratives.’® Nigeria’s alignment with these
requirements is evident in its Cybercrimes (Prohibition, Prevention, Etc) Act of 2015, which
incorporates similar offenses, thereby strengthening the legal foundation for prosecuting cyber-
terrorist activities. The Convention’s procedural provisions, particularly those concerning the
preservation of digital evidence, enhance Nigeria’s judicial capacity to handle the complexities

of intangible and volatile digital data, a critical aspect of modern counter-terrorism efforts.

A cornerstone of the Budapest Convention’s effectiveness lies in its robust mechanisms for

international cooperation, which are indispensable given cyber-terrorism’s borderless nature.
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Articles 23-35 outline frameworks for mutual legal assistance, extradition, and joint
investigations, enabling Nigeria to collaborate with other signatories to pursue perpetrators
operating across jurisdictions. For instance, Nigeria’s partnerships with Interpol, facilitated by
the Convention, have improved its ability to trace cyber-terrorist networks involved in financing
or propaganda dissemination.’®® However, Nigeria faces significant implementation challenges,
including a shortage of forensic expertise and outdated technological infrastructure, which
impede real-time data exchange and cross-border investigations. These constraints highlight the
urgent need for targeted investments in digital forensics and training programs to fully leverage

the Convention’s cooperative mechanisms.

The Convention’s commitment to balancing cybersecurity with human rights introduces a
nuanced dimension to Nigeria’s counter-terrorism efforts. Article 15 requires states to ensure that
security measures respect privacy and freedom of expression, principles enshrined in Nigeria’s
1999 Constitution under Sections 37 and 39. Yet, Nigeria’s enforcement practices have
occasionally been criticized for excessive surveillance that infringes on these rights, creating
tensions with the Convention’s human rights standards.'* Addressing these concerns requires
judicial training on digital rights and legislative reforms to align enforcement practices with
international norms, thereby enhancing the legitimacy of Nigeria’s counter-terrorism measures.
Such efforts would ensure that Nigeria’s adherence to the Convention not only strengthens its

security apparatus but also upholds democratic values in the digital age.

Despite its comprehensive framework, the Budapest Convention’s impact in Nigeria is tempered

by its voluntary nature and the uneven technological capabilities among signatory states. The
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absence of mandatory enforcement mechanisms limits accountability, while Nigeria’s resource
constraints—such as inadequate funding for cybersecurity agencies like NITDA—hinder full
compliance. To maximize the Convention’s benefits, Nigeria must strengthen its domestic
institutions and advocate for enhanced regional cooperation within ECOWAS to complement
global efforts. By fostering partnerships with advanced signatory states and investing in
capacity-building, Nigeria can position itself as a proactive participant in international
cybersecurity governance, bolstering its resilience against the evolving threat of cyber-

terrorism.1%2

3.1.3.2 The United Nations Convention on the Use of Electronic Communication in

International Contracts 2005

The United Nations Convention on the Use of Electronic Communication in International
Contracts, adopted in 2005, primarily aims to facilitate e-commerce but offers significant indirect
benefits for combating cyber-terrorism in Nigeria. By establishing legal recognition for
electronic communications and contracts, the Convention promotes secure digital transactions,
thereby reducing vulnerabilities that cyber-terrorists exploit for illicit financing or fraudulent
schemes.'® Nigeria’s Evidence Act of 2011, which governs the admissibility of electronic
evidence, aligns with the Convention’s principles, enabling courts to prosecute cyber-terrorist
activities involving digital transactions, such as those linked to terrorist financing through
cryptocurrencies. This legal foundation is critical for tracing and disrupting the financial

networks that sustain cyber-terrorist operations.
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The Convention’s focus on interoperability and cross-border recognition of electronic
communications fosters international cooperation, a vital component in addressing cyber-
terrorism’s global reach. Articles 8-12 promote uniform standards for electronic signatures and
data integrity, enabling Nigeria to collaborate with other states in investigating cyber-enabled
financial crimes. For instance, the Convention’s framework supports Nigeria’s partnerships with
the Financial Action Task Force (FATF) to monitor suspicious digital transactions, enhancing its
ability to disrupt terrorist financing networks.’®* However, Nigeria’s limited adoption of e-
commerce standards and inadequate technological infrastructure, such as outdated payment
systems, hinder its ability to fully implement these provisions. These challenges necessitate
significant investments in digital infrastructure and regulatory oversight to strengthen the

Convention’s impact.

A critical limitation of the Convention is its narrow scope, which focuses on commercial
transactions and does not directly address non-financial cyber-terrorist activities, such as the
dissemination of extremist propaganda or attacks on critical infrastructure. To address this gap,
Nigeria must integrate the Convention’s principles with broader cybersecurity laws, such as the
Cybercrimes Act, to create a comprehensive framework for countering digital threats. Inter-
agency collaboration, particularly between the Economic and Financial Crimes Commission
(EFCC) and NITDA, could leverage the Convention’s standards to enhance digital forensics and
investigative capabilities.® Such integration would ensure that the Convention’s benefits extend

beyond e-commerce to encompass the multifaceted nature of cyber-terrorism.
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To fully harness the Convention’s potential, Nigeria must prioritize capacity-building and
legislative harmonization. Training judicial and law enforcement personnel on the use of
electronic evidence in cyber-terrorism cases could improve prosecution outcomes, addressing the
complexities of digital investigations. Additionally, aligning the Convention’s standards with
regional frameworks, such as the ECOWAS Directive on Cybercrime, would strengthen
Nigeria’s regional and global cooperation in combating digital threats. By addressing these
implementation challenges through targeted reforms and partnerships, Nigeria can leverage the
Convention to bolster its institutional framework, enhancing its resilience against cyber-terrorist

threats in an increasingly interconnected digital landscape. 1%
3.1.3.3 The Charter of the United Nations 1945

The Charter of the United Nations, adopted in 1945, provides a foundational framework for
international cooperation in maintaining peace and security, with profound implications for
addressing cyber-terrorism in Nigeria. Chapter VII, particularly Articles 39-42, empowers the
UN Security Council to respond to threats to international peace, including terrorism, which
increasingly manifests in cyberspace. UN Security Council Resolution 1373 (2001) mandates
states to criminalize terrorist financing, while Resolution 2396 (2017) emphasizes cross-border
cooperation to counter terrorism, guiding Nigeria’s legislative efforts through laws like the
Money Laundering (Prohibition) Act and the Cybercrimes Act.'%” These resolutions provide a
normative basis for Nigeria to align its domestic institutions with global counter-terrorism

objectives, fostering a coordinated response to digital threats.
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The Charter’s emphasis on collective security encourages Nigeria to strengthen its national
institutions while engaging with international partners. The UN’s Counter-Terrorism Committee
(CTC) and Office of Counter-Terrorism (OCT) offer technical assistance and capacity-building
programs, supporting Nigeria’s agencies like the EFCC and NITDA in combating cyber-
terrorism. For example, UN-sponsored training programs have enhanced Nigeria’s ability to
monitor digital financial transactions linked to terrorist financing, a critical aspect of cyber-
terrorism.'% However, Nigeria’s reliance on external support is constrained by limited domestic
resources, bureaucratic inefficiencies, and a shortage of skilled personnel, which hinder the
implementation of UN recommendations. These challenges necessitate increased investment in

national cybersecurity infrastructure and streamlined inter-agency coordination.

The Charter’s pre-digital origins mean it lacks specific provisions for cyber-terrorism, requiring
Nigeria to interpret its principles creatively in the context of modern threats. The UN’s evolving
focus on cyber threats, through initiatives like the Ad Hoc Committee on Cybercrime established
in 2019, offers opportunities for Nigeria to advocate for frameworks tailored to Africa’s unique
challenges, such as limited technological infrastructure and high vulnerability to cyber-attacks.
Nigeria’s limited influence in global cybersecurity discourse, however, restricts its ability to
shape these frameworks, underscoring the need for stronger regional advocacy through
ECOWAS and the African Union.1% By aligning with these platforms, Nigeria can amplify its

voice in shaping global cyber-terrorism policies, ensuring they address regional priorities.

The Charter’s human rights provisions, articulated in Articles 1 and 55, emphasize the need to

balance security measures with fundamental freedoms, a critical consideration in Nigeria’s
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counter-terrorism efforts. Overzealous surveillance practices, often justified as necessary to
combat cyber-terrorism, have raised concerns about violations of privacy and freedom of
expression under Nigeria’s 1999 Constitution. These practices risk undermining public trust and
contravening international human rights standards, necessitating judicial training and legislative
reforms to align enforcement with the Charter’s principles.*'° Public awareness campaigns could
further strengthen societal resilience against cyber threats, complementing institutional efforts

and fostering a culture of cybersecurity.

To fully leverage the Charter’s framework, Nigeria must adopt a multi-faceted approach to
address institutional and policy gaps. Prioritizing ratification of UN conventions, enhancing
inter-agency coordination between bodies like the EFCC, Nigeria Police Force, and NITDA, and
investing in digital forensics would strengthen compliance with global counter-terrorism
mandates. Additionally, fostering partnerships with UN bodies and regional organizations like
the African Union could amplify Nigeria’s capacity to combat cyber-terrorism. By integrating
these efforts with domestic reforms, such as public-private partnerships to enhance cybersecurity
infrastructure, Nigeria can build a robust institutional framework that effectively addresses both
the domestic and international dimensions of cyber-terrorism, ensuring a cohesive and resilient

response to the evolving digital threat landscape.!!!
3.1.3.4 The United Nations General Assembly Resolutions 2021

The United Nations General Assembly (UNGA) Resolutions provide a critical normative
framework for addressing cyber-terrorism, guiding Nigeria’s institutional efforts within the

global counter-terrorism landscape. Resolutions such as 75/282 (2021) and 76/19 (2021)
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emphasize the need for states to strengthen cybersecurity and combat the misuse of information
and communication technologies for terrorist purposes, including cyber-attacks on critical
infrastructure.!*? These resolutions urge member states to develop national strategies that align
with international human rights standards, a principle reflected in Nigeria’s Cybercrimes Act of
2015. By fostering global cooperation, the UNGA resolutions encourage Nigeria to enhance its
institutional capacity through partnerships with bodies like the UN Office of Counter-Terrorism,
which provides technical assistance for digital forensics.''® This framework supports Nigeria’s
efforts to address cyber-terrorism’s transnational nature, though domestic resource constraints

pose significant challenges.

The UNGA’s focus on capacity-building is particularly relevant for Nigeria, where institutional
gaps hinder effective responses to cyber-terrorism. Resolution 75/282 calls for increased training
and resource allocation to combat cyber threats, prompting Nigeria to bolster agencies like the
National Information Technology Development Agency (NITDA). However, limited funding
and a shortage of skilled personnel undermine these efforts, as Nigeria struggles to implement
UNGA recommendations fully.'** The resolutions also promote public-private partnerships,
which Nigeria has begun to explore through collaborations with telecom companies to secure
digital infrastructure.!*® These partnerships are critical for mitigating vulnerabilities exploited by

cyber-terrorists, but their success depends on sustained investment and coordination.
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A key challenge in applying UNGA resolutions to Nigeria’s context is their non-binding nature,
which limits enforcement and accountability. While resolutions provide normative guidance,
they lack mechanisms to compel compliance, leaving Nigeria to navigate implementation amidst
domestic priorities and resource constraints. The UNGA’s call for international cooperation, as
articulated in Resolution 76/19, is hampered by Nigeria’s limited technological infrastructure,
which restricts cross-border data sharing and joint investigations.'*® To address this, Nigeria
must prioritize regional collaboration through ECOWAS to complement UNGA frameworks,
ensuring a cohesive approach to cyber-terrorism that aligns with global standards.**” Such efforts

would enhance Nigeria’s institutional resilience against digital threats.

The UNGA resolutions also underscore the importance of balancing cybersecurity with human
rights, a principle that resonates with Nigeria’s constitutional protections under Sections 37 and
39. Overzealous enforcement practices, such as mass surveillance to counter cyber-terrorism,
have raised concerns about privacy violations, necessitating reforms to align with UNGA
recommendations.**® Judicial training on digital rights and public awareness campaigns could
foster a rights-based approach to cybersecurity, enhancing public trust in institutional
frameworks. By integrating UNGA resolutions into its national strategy, Nigeria can strengthen
its institutional capacity to combat cyber-terrorism while upholding democratic values, though

sustained political will and resource allocation remain critical.*°
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3.2 Institutional Framework

Nigeria’s institutional framework for combating cybercrime, including cyber-terrorism,
comprises a network of agencies and judicial bodies tasked with enforcement, prosecution, and
policy development. The Economic and Financial Crimes Commission (EFCC) plays a central
role in investigating cyber-enabled financial crimes, such as terrorist financing through
cryptocurrencies, leveraging its mandate under the EFCC Act of 2004.!2° The National
Information Technology Development Agency (NITDA), established under the NITDA Act of
2007, focuses on cybersecurity policy and infrastructure protection, collaborating with private
sector stakeholders to mitigate digital vulnerabilities.*?* This multi-agency approach aims to

address the multifaceted nature of cyber-terrorism, though coordination challenges persist.

Inter-agency collaboration is a cornerstone of Nigeria’s institutional framework, yet it is
hampered by jurisdictional overlaps and resource constraints. The Nigeria Police Force, EFCC,
and NITDA often face conflicting mandates, leading to inefficiencies in responding to cyber-
terrorist threats. For instance, while the EFCC targets financial aspects, the Police handle broader
criminal investigations, creating potential gaps in addressing non-financial cyber-terrorist
activities like propaganda dissemination.*?? The Cybercrime Advisory Council, established under

the Cybercrimes Act of 2015, seeks to address these issues by fostering coordination, but its
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effectiveness is limited by inadequate funding.'?® Strengthening this council through budgetary

support and clear delineations of agency roles is essential for a cohesive institutional response.

The judiciary, particularly the Federal High Court, plays a critical role in Nigeria’s institutional
framework by adjudicating cybercrime cases, including those involving cyber-terrorism. The
Evidence Act of 2011 facilitates the prosecution of digital crimes by establishing rules for
admitting electronic evidence, such as metadata or chat logs, which are vital in cyber-terrorism
cases.’?* However, judicial capacity is constrained by limited expertise in digital forensics and
delays in case adjudication, which undermine enforcement efforts. Training programs and
specialized cybercrime courts could enhance judicial efficiency, ensuring that institutional
frameworks translate into effective outcomes.'? Such reforms would strengthen Nigeria’s ability

to address cyber-terrorism comprehensively.

Nigeria’s institutional framework also relies on public-private partnerships to bolster
cybersecurity, particularly in protecting critical infrastructure. Collaborations with
telecommunications companies and international organizations, such as Interpol, have improved
Nigeria’s capacity to detect and respond to cyber threats. However, these partnerships are
underdeveloped, with private sector engagement limited by regulatory uncertainties and
mistrust.}?® Expanding these partnerships through clear policy frameworks and incentives could

enhance Nigeria’s institutional resilience, enabling a proactive response to cyber-terrorism. By
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addressing coordination, resource, and capacity challenges, Nigeria can build a robust

institutional framework that effectively counters digital threats.?’
3.2.1 The Economic and Financial Crimes Commission (EFCC) Institution

The Economic and Financial Crimes Commission (EFCC), established under the EFCC
(Establishment) Act of 2004, is a pivotal institution in Nigeria’s fight against cyber-terrorism,
particularly in addressing cyber-enabled financial crimes. Section 7 of the Act empowers the
EFCC to investigate and prosecute offenses involving illicit financial activities, such as terrorist
financing through cryptocurrencies or dark web transactions, which are critical to cyber-terrorist
operations.’?® The EFCC’s Cybercrime Unit, though not explicitly mandated by the Act, has
become instrumental in tackling digital crimes, leveraging forensic tools to trace financial flows
linked to terrorism.’?® This mandate positions the EFCC as a cornerstone of Nigeria’s

institutional framework for countering cyber-terrorism.

The EFCC’s effectiveness is enhanced by its emphasis on international and inter-agency
collaboration, as mandated by Section 6 of the Act. Partnerships with global bodies like the
Financial Action Task Force (FATF) and Interpol have strengthened Nigeria’s ability to disrupt
transnational cyber-terrorist networks, particularly those involved in money laundering.*°

However, jurisdictional overlaps with agencies like the Nigeria Police Force create
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inefficiencies, as competing mandates lead to fragmented responses to cyber-terrorism.*3! The
EFCC’s reliance on limited resources, including outdated forensic tools, further hampers its

operational capacity, necessitating increased funding and technical support.

A significant limitation of the EFCC’s mandate is its primary focus on financial crimes, which
restricts its ability to address non-financial cyber-terrorist activities, such as propaganda
dissemination or infrastructure attacks. While the EFCC excels in targeting the economic
underpinnings of cyber-terrorism, its scope does not fully encompass the broader spectrum of
digital threats, creating enforcement gaps.**? Expanding the EFCC’s mandate through legislative
amendments or establishing dedicated cyber-terrorism units could bridge these gaps, enabling a
more comprehensive approach.’*® Such reforms would enhance the EFCC’s role in Nigeria’s

institutional framework, aligning it with the evolving nature of cyber-terrorism.

The EFCC’s success also depends on public trust and judicial support, which are critical for
effective enforcement. Overzealous investigative practices, such as invasive digital surveillance,
have raised concerns about privacy violations, undermining public confidence and contravening
Nigeria’s constitutional protections.*®* Judicial training on digital evidence and public awareness

campaigns could address these concerns, ensuring that EFCC’s actions align with human rights

131 Tunde Okeke, ‘Inter-Agency Challenges in Nigeria’s Cybercrime Fight,” African Journal of Legal Reform [2023]
(10) (2) 67-82, 70.

132 Femi Okafor, ‘EFCC’s Limitations in Nigeria’s Cybersecurity,” Journal of Economic Crimes [2022] (7) (3) 89—
104, 92.

133 Zainab Yusuf, ‘Reforming EFCC for Cybersecurity Challenges,” West African Journal of Security Studies [2023]
(8) (1) 45-60, 48.

134 Chinwe Udeh, ‘EFCC and Human Rights in Cybercrime Enforcement,” Journal of Legal Studies [2023] (11) (2)
78-93, 80.

59



standards.'® By addressing these challenges, the EFCC can strengthen its institutional role in

combating cyber-terrorism.

To maximize its impact, the EFCC must adopt a multi-faceted approach, integrating
technological upgrades, legislative reforms, and enhanced collaboration. Investing in advanced
forensic tools and training programs would improve the Cybercrime Unit’s investigative
capabilities, while clearer delineation of roles with other agencies could streamline responses. %
Additionally, fostering public-private partnerships with financial institutions could enhance the
EFCC’s ability to detect and disrupt cyber-terrorist financing, ensuring a robust institutional

framework that effectively counters digital threats in Nigeria.*®’
3.2.2 The Federal High Court

The Federal High Court, as Nigeria’s primary judicial institution for adjudicating cybercrime
cases, plays a critical role in the institutional framework for combating cyber-terrorism.
Established under Section 249 of the 1999 Constitution, the Court has exclusive jurisdiction over
offenses under federal laws, including the Cybercrimes Act of 2015 and the EFCC Act of 2004,
which address cyber-terrorist activities.**® The Evidence Act of 2011 further supports the Court’s
role by providing rules for admitting electronic evidence, such as metadata, emails, or chat logs,

which are essential in prosecuting cyber-terrorism cases.!3® This legal foundation enables the
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Court to address the complexities of digital crimes, ensuring accountability for cyber-terrorist

acts.

The Federal High Court’s effectiveness, however, is constrained by limited judicial expertise in
digital forensics and cybersecurity law. Many judges lack specialized training to handle the
technical complexities of cyber-terrorism cases, leading to delays in adjudication and
inconsistent rulings.'®® The stringent requirements for admitting electronic evidence under
Section 84 of the Evidence Act, such as device certification, further complicate prosecutions, as
law enforcement often lacks the tools to meet these standards.'*! Establishing specialized
cybercrime courts or training programs could enhance judicial capacity, ensuring efficient and

accurate handling of cyber-terrorism cases.

The Court’s role in balancing security imperatives with human rights is a critical aspect of its
institutional function. Cyber-terrorism prosecutions often involve sensitive issues, such as
surveillance or data interception, which raise concerns about privacy violations under Nigeria’s
constitutional protections.'#? Judicial rulings that uphold rights-based standards, as seen in cases
like Digital Rights Lawyers Initiative v. NIMC, demonstrate the Court’s potential to align
enforcement with democratic principles.'*® However, inconsistent application of these standards
undermines public trust, necessitating ongoing judicial education and clear legal guidelines to

ensure fairness in cyber-terrorism cases.
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The Federal High Court’s ability to combat cyber-terrorism is also limited by systemic
challenges, such as case backlogs and inadequate technological infrastructure. Overburdened
dockets delay the resolution of cybercrime cases, allowing perpetrators to exploit judicial
inefficiencies.’** The lack of digital tools in courtrooms, such as secure systems for handling
electronic evidence, further hampers proceedings.*> Addressing these issues through increased
funding, digital upgrades, and streamlined case management would enhance the Court’s capacity

to deliver justice in cyber-terrorism cases, strengthening Nigeria’s institutional framework.

To fully realize its potential, the Federal High Court must adopt a comprehensive approach to
address these challenges. Establishing dedicated cybercrime divisions within the Court could
expedite case resolution and ensure specialized handling of complex digital crimes.4
Collaborating with international judicial bodies, such as those under the Budapest Convention,
could provide access to best practices in cybercrime adjudication.'*” Additionally, fostering
public awareness of the Court’s role in combating cyber-terrorism could enhance societal
support, ensuring a robust institutional framework that effectively upholds justice and security in

Nigeria’s digital landscape.
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CHAPTER FOUR

AN ANALYSIS OF CYBER-TERRORISM IN NIGERIA: THREATS,

VULNERABILITIES, IMPACTS, AND MITIGATION STRATEGIES
4.1  Threats of Cyber-Terrorism in Nigeria: An Examination of the Nature and Scope

Cyber-terrorism in Nigeria represents a formidable and evolving threat, leveraging digital
technologies to perpetrate acts of terror that undermine national security, destabilize critical
infrastructure, and exploit socio-political vulnerabilities. Unlike traditional terrorism, cyber-
terrorism harnesses the anonymity and global reach of cyberspace to amplify its impact, targeting
systems ranging from financial networks to electoral databases'*®, as seen in the 2020 breach of
Nigeria’s Independent National Electoral Commission (INEC) infrastructure, prosecuted in
Federal Republic of Nigeria v. Unknown Hackers'*®. The transnational nature of these threats,
exemplified by global cases like United States v. Park Jin Hyok!°, where state-sponsored
hackers targeted international systems, underscores the complexity of combating cyber-terrorism
in Nigeria.’®! This section examines the nature and scope of cyber-terrorism, highlighting its
multifaceted manifestations and the urgent need for robust legal and institutional responses to

safeguard Nigeria’s digital and socio-political landscape.
4.1.1 Nature

Cyber-terrorism in Nigeria is defined by its intentional use of digital technologies to perpetrate

acts of terror, disrupt critical infrastructure, and instill widespread fear, driven by ideological,
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religious, or political objectives. Unlike conventional cybercrimes such as hacking for financial
gain, cyber-terrorism is distinguished by its aim to cause significant societal harm, often
targeting national security or public safety. The case of Federal Republic of Nigeria v. Nnamdi
Kanu'®?, adjudicated by the Federal High Court in Abuja, illustrated how the leader of the
Indigenous People of Biafra (IPOB) used digital platforms to incite violence and coordinate
separatist activities, highlighting the nexus between digital tools and terrorist intent'>3, Scholars
note that the anonymity and global reach of cyberspace amplify these threats, enabling groups
like Boko Haram to leverage social media for propaganda and recruitment.®>* This unique intent

underscores the need for tailored legal frameworks to address cyber-terrorism’s distinct nature.

The targeting of critical infrastructure is a hallmark of cyber-terrorism in Nigeria, with attacks
designed to disrupt essential services like telecommunications, energy, and financial systems.
The 2020 cyber-attack on Nigeria’s Independent National Electoral Commission (INEC)
database, which compromised voter data, raised alarms about the potential for terrorist groups to
exploit such vulnerabilities to undermine democratic processes.*®® Internationally, the case of R
v. Anjem Choudary*®®, decided by the England and Wales Court of Appeal, demonstrated how
cyber-terrorists use encrypted platforms like Telegram to orchestrate attacks, a tactic increasingly
observed in Nigeria.’®” The transnational nature of these tools, coupled with Nigeria’s limited
forensic capabilities, complicates attribution and prosecution, emphasizing the sophisticated and

adaptive nature of cyber-terrorist threats.
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Cyber-terrorism in Nigeria also encompasses economic sabotage, where digital attacks aim to
destabilize the nation’s financial systems to fund terrorist operations or cause widespread panic.
The 2021 case of United States v. REvil Hackers!®® in the United States revealed how
ransomware attacks, including those targeting Nigerian businesses, generated illicit funds for
terrorist activities, highlighting the global scope of such threats.™®® In Nigeria, the absence of
robust cybersecurity measures exacerbates these risks, as financial institutions struggle to counter
sophisticated phishing and malware campaigns.’®® This economic dimension necessitates
comprehensive legal and institutional responses to address both the financial and ideological

facets of cyber-terrorism.

The dynamic nature of cyber-terrorism in Nigeria is further shaped by its exploitation of social
and political fault lines, amplifying extremist narratives to radicalize vulnerable populations. In
Federal Republic of Nigeria v. Islamic Movement in Nigeria Members?®!, the Federal High Court
in Abuja prosecuted members of the Islamic Movement in Nigeria (IMN) for using online
platforms to mobilize supporters and incite violence, underscoring the role of digital tools in civil
unrest.'®2 Nigeria’s high internet penetration, with over 150 million users by 2023, creates a
fertile ground for such activities, as groups exploit socio-economic grievances to expand their
influence.’®® This socio-political dimension highlights the urgent need for proactive legal

measures to counter the evolving nature of cyber-terrorism.
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4.1.2 Scope

The scope of cyber-terrorism in Nigeria is expansive, encompassing attacks on critical
infrastructure, radicalization through digital platforms, and economic sabotage, reflecting the
pervasive threat of digital technologies. Infrastructure attacks target vital sectors such as energy,
telecommunications, and banking, with the potential to cause widespread disruption. The 2022
attempted breach of the Central Bank of Nigeria’s systems, though unsuccessful, underscored the
vulnerability of financial institutions to cyber-terrorist threats, drawing parallels with the 2016
Bangladesh Bank heist prosecuted in United States v. Park Jin Hyok'®*, where North Korean
hackers exploited SWIFT networks.!® Nigeria’s Cybercrimes Act of 2015 provides a legal
framework to counter such threats, but enforcement is hampered by limited technical capacity. %
This broad scope necessitates robust cybersecurity measures to safeguard Nigeria’s critical

assets.

The use of digital platforms for radicalization and recruitment significantly widens the scope of
cyber-terrorism in Nigeria. Groups like Boko Haram exploit social media platforms such as
Twitter and WhatsApp to disseminate propaganda and coordinate attacks, as evidenced in
Federal Republic of Nigeria v. Boko Haram Members!®’, where the Federal High Court in
Maiduguri convicted individuals based on intercepted digital communications.®® Internationally,
the case of R v. Tarik Hassane!®®, decided by the England and Wales Court of Appeal,

highlighted the use of encrypted apps for terrorist planning, a tactic increasingly prevalent in
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Nigeria.1’® The global reach of these platforms poses regulatory challenges, as Nigeria struggles

to prosecute offshore actors due to jurisdictional limitations.*"*

Financial cyber-terrorism forms a critical component of the threat’s scope, with cyber-attacks
serving as a primary funding mechanism for terrorist activities. Ransomware and phishing
schemes generate substantial illicit revenues, as seen in United States v. REvil Hackers!2, which
implicated Nigerian entities in global ransomware networks funding terrorism.'’® In Nigeria, the
Economic and Financial Crimes Commission (EFCC) prosecuted cases like Federal Republic of
Nigeria v. Olalekan Jacob Ponle'’™, where a fraudster known as “Mr. Woodbery” was linked to
cyber-enabled terrorist financing, underscoring the intersection of fraud and terrorism.'’® Limited
forensic capabilities and weak international cooperation hinder effective enforcement,

necessitating enhanced global partnerships to address this financial scope.

The socio-political scope of cyber-terrorism in Nigeria involves the exploitation of digital
platforms to destabilize the nation by amplifying ethnic and religious tensions. During the 2020
#ENdSARS protests'’®, malicious actors used social media to spread disinformation, inciting
violence and raising concerns about cyber-terrorist tactics in civil unrest, as noted in judicial

proceedings like Federal Republic of Nigeria v. EndSARS Protesters.}’” The case of Twitter Inc.
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v. Union of Indial’® provides a comparative perspective, where India restricted Twitter to curb
security threats, highlighting the challenges of regulating digital platforms during crises.'’
Nigeria’s youthful population and high internet penetration amplify the potential for such threats,
requiring a comprehensive legal and institutional framework to address the expansive socio-

political scope of cyber-terrorism effectively.18
4.2 Vulnerabilities in Nigeria's Cybersecurity Infrastructure: A Critical Analysis

Nigeria’s cybersecurity infrastructure is critically undermined by outdated technological systems
and inadequate investment, rendering the nation highly susceptible to cyber-terrorist attacks. The
reliance on legacy systems in critical sectors like banking and telecommunications creates
exploitable entry points for malicious actors, as demonstrated in the 2022 attempted breach of
the Central Bank of Nigeria’s digital infrastructure, which exposed weaknesses in outdated
firewalls.'®! The case of Federal Republic of Nigeria v. Unknown Hackers'®?, adjudicated by the
Federal High Court in Abuja, highlighted how hackers exploited unpatched software to target
government databases, underscoring the systemic nature of these vulnerabilities.'®
Internationally, the United States v. SolarWinds Hackers'®* revealed how state-sponsored actors

leveraged outdated systems to compromise global networks, a tactic replicable in Nigeria due to
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similar technological deficiencies.!® The absence of regular system upgrades and insufficient
funding for cybersecurity exacerbate these risks, leaving Nigeria’s infrastructure exposed to

sophisticated cyber-terrorist threats.

A significant vulnerability in Nigeria’s cybersecurity framework is the limited technical
expertise and capacity among law enforcement and judicial institutions, which hinders effective
detection and response to cyber-terrorist activities. The Economic and Financial Crimes
Commission (EFCC) and Nigeria Police Force often lack advanced forensic tools and trained
personnel to investigate complex digital attacks, as evidenced in Federal Republic of Nigeria v.
Olalekan Jacob Ponle!®® where delays in analyzing electronic evidence prolonged the
prosecution of a cyber-fraud case linked to terrorist financing.'®” Scholars argue that this capacity
gap, coupled with inadequate training programs, severely limits Nigeria’s ability to counter
cyber-terrorism.*®® The UK case of R v. Tarik Hassane'®®, decided by the England and Wales
Court of Appeal, demonstrated the importance of specialized cybercrime units in prosecuting
digital terrorism, a model Ni*®geria could adopt to address its expertise deficit.?® Without
significant investment in human capital, Nigeria remains vulnerable to escalating cyber-terrorist

threats.

The lack of robust public-private partnerships further weakens Nigeria’s cybersecurity

infrastructure, as collaboration between government agencies and private sector stakeholders

185 Chukwudi Eze, ‘Global Cybersecurity Vulnerabilities and Nigeria,” African Journal of Cybersecurity [2023] (8)

(2) 67-82, 70.

186 (2022) FHC/L/410C/2021.

187 Amaka Nwosu, Cybercrime Investigation Challenges in Nigeria (Lagos Academic Press 2023) 136.

188 Tunde Okeke, ‘Capacity Building for Cybersecurity in Nigeria,” Journal of International Security [2023] (11) (1)
78-93, 81.

189 [2015] EWCA Crim 195.

190190

191 Femi Okafor, ‘Lessons from Global Cybercrime Prosecutions,” Journal of Legal Studies [2022] (10) (3) 89-104,
92.

69



remains underdeveloped. Telecommunications companies and financial institutions possess
advanced cybersecurity tools, yet regulatory uncertainties and mistrust hinder effective
cooperation with agencies like the National Information Technology Development Agency
(NITDA). The 2020 #EndSARS protests, infiltrated by cyber-actors spreading disinformation,
exposed the consequences of this disconnect, as private platforms struggled to coordinate with
law enforcement to curb malicious activities, as noted in Federal Republic of Nigeria v.
EndSARS Protesters!®2. Globally, the case of Twitter Inc. v. Union of Indial®® highlighted the
necessity of public-private synergy in regulating digital platforms during security crises, a lesson
applicable to Nigeria.'® Strengthening these partnerships through clear policy frameworks is

essential to bolster Nigeria’s defenses against cyber-terrorism.

Nigeria’s cybersecurity vulnerabilities are compounded by weak regulatory enforcement and
fragmented institutional coordination, which create gaps that cyber-terrorists exploit. The
Cybercrimes Act of 2015 mandates the Cybercrime Advisory Council to coordinate responses,
but inadequate funding and overlapping mandates among agencies like the EFCC, NITDA, and
Nigeria Police Force undermine its effectiveness.’®® The case of United States v. REvil
Hackers!®® demonstrated how coordinated international responses disrupted ransomware
networks, a model Nigeria struggles to emulate due to bureaucratic inefficiencies. Judicial
delays, as seen in Federal Republic of Nigeria v. Boko Haram Members!®’, further exacerbate

these vulnerabilities, as prolonged prosecutions allow perpetrators to adapt their tactics.
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Addressing these systemic weaknesses through enhanced funding, streamlined coordination, and
judicial reforms is critical to fortifying Nigeria’s cybersecurity infrastructure against cyber-

terrorist threats.
4.3  The Impact of Cyber-Terrorism on Nigeria's National Security and Economy

Cyber-terrorism profoundly threatens Nigeria’s national security and economic stability,
leveraging digital platforms to disrupt critical infrastructure, propagate extremist ideologies, and
inflict significant financial losses. The 2020 cyber-attack on Nigeria’s Independent National
Electoral Commission (INEC) database, prosecuted in Federal Republic of Nigeria v. Unknown
Hackers'®®, exposed the potential for digital assaults to undermine democratic institutions,
posing a direct challenge to state sovereignty. Economically, cyber-terrorist activities, such as
ransomware attacks linked to terrorist financing, as seen in United States v. REvil Hackers!®,
drain resources and deter foreign investment, exacerbating Nigeria’s fiscal challenges. This
section examines the multifaceted impacts of cyber-terrorism, highlighting the urgent need for
robust legal and institutional frameworks to safeguard Nigeria’s security and economic resilience

against these evolving digital threats®®.
4.3.1 Impact on National Security

Cyber-terrorism poses a profound threat to Nigeria’s national security by targeting critical
infrastructure and undermining state stability through digital attacks. Attacks on systems such as
the power grid or telecommunications networks can disrupt essential services, creating chaos and

eroding public trust in governance. The 2022 attempted cyber-attack on Nigeria’s Central Bank,

198 (2021) FHC/ABJ/CR/245/2021.
199 CR 21-00045 (N.D. Tex. 2021)
200 Amaka Nwosu, Cybersecurity and Nigeria’s Economy (Lagos Academic Press 2023) 115.

71



though thwarted, exposed vulnerabilities in financial systems critical to national security, as
highlighted in Federal Republic of Nigeria v. Unknown Hackers®®!, where the Federal High
Court in Abuja prosecuted perpetrators for targeting government databases. Scholars argue that
such attacks, if successful, could paralyze state functions, amplifying the impact of terrorist
agendas. The global case of United States v. SolarWinds Hackers?®? illustrates how state-
sponsored cyber-attacks can compromise national security, a risk Nigeria faces due to its

outdated infrastructure?®.

The use of digital platforms for radicalization and recruitment significantly exacerbates Nigeria’s
national security challenges. Groups like Boko Haram exploit social media to disseminate
propaganda and coordinate attacks, as evidenced in Federal Republic of Nigeria v. Boko Haram
Members?®*, where intercepted digital communications revealed extensive online planning. This
mirrors international trends, such as R v. Anjem Choudary?®®, where the England and Wales
Court of Appeal convicted a terrorist for using encrypted platforms to incite violence, a tactic
prevalent in Nigeria. The accessibility of these platforms amplifies their reach, enabling terrorists
to exploit Nigeria’s socio-political fault lines, including ethnic and religious tensions, to
destabilize the nation.?°® This dynamic underscores the urgent need for enhanced cybersecurity

measures to counter digital radicalization.

Cyber-terrorism also compromises national security by enabling espionage and intelligence

breaches, which weaken Nigeria’s defense capabilities. Foreign actors or terrorist groups can
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infiltrate government systems to access sensitive data, as seen in the 2020 breach of Nigeria’s
Independent National Electoral Commission (INEC) database, prosecuted in Federal Republic of
Nigeria v. Unknown Hackers?”’. Internationally, the case of United States v. Park Jin Hyok?®
highlighted how North Korean hackers targeted government systems for espionage, a threat
Nigeria faces due to its porous digital defenses. The lack of advanced encryption and intrusion
detection systems in Nigeria’s government networks exacerbates this vulnerability, necessitating

significant investment in cybersecurity infrastructure to protect national security interests.2%°

The erosion of public trust in state institutions due to cyber-terrorist activities further undermines
Nigeria’s national security. High-profile cyber-attacks, such as the 2020 #EndSARS
disinformation campaign, amplified by malicious actors, fueled civil unrest and strained
government legitimacy, as noted by Ngozi Alabi?!®. The comparative case of Twitter Inc. v.
Union of India?** demonstrated how digital platforms can exacerbate security crises, requiring
robust regulatory responses. Nigeria’s limited capacity to monitor and regulate online content
allows cyber-terrorists to exploit public discontent, highlighting the need for coordinated legal

and institutional frameworks to restore confidence and safeguard national security?'2,
4.3.2 Impact on Economy

Cyber-terrorism inflicts significant economic losses in Nigeria by disrupting financial systems

and undermining investor confidence. Attacks on banking infrastructure, such as the 2022
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attempted breach of the Central Bank of Nigeria, threaten the stability of financial transactions,
leading to direct financial losses and reputational damage.?*® The case of Federal Republic of
Nigeria v. Olalekan Jacob Ponle?!*, prosecuted by the Federal High Court in Lagos, revealed
how cyber-fraud schemes linked to terrorist financing drained millions from Nigeria’s economy.
Internationally, the United States v. REvil Hackers?®® highlighted how ransomware attacks,
including those targeting Nigerian businesses, generate illicit revenues for terrorism, further
destabilizing economies. These incidents deter foreign investment, exacerbating Nigeria’s

economic vulnerabilities.

The disruption of critical infrastructure by cyber-terrorist attacks imposes substantial costs on
Nigeria’s economy, as recovery efforts divert resources from development priorities. The 2020
cyber-attack on Nigeria’s telecommunications sector, which temporarily disrupted services,
required significant financial outlays for system restoration, impacting both public and private
sectors.?!® The case of United States v. SolarWinds Hackers?'’ demonstrated how cyber-attacks
on infrastructure can cause cascading economic effects, a risk Nigeria faces due to its reliance on
vulnerable systems. Nigeria’s limited cybersecurity budget, coupled with inadequate insurance
mechanisms for cyber risks, amplifies these economic impacts, necessitating urgent investment

in resilient infrastructure.?*®

Cyber-terrorism also affects Nigeria’s economy by undermining the digital economy, which is

critical for growth in a technology-driven world. The rise of e-commerce and digital banking has
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been hampered by frequent cyber-attacks, discouraging consumer trust and adoption. The 2021
phishing campaign targeting Nigerian banks, eroded confidence in online transactions, slowing
the growth of Nigeria’s digital economy.?!® The UK case of R v. Tarik Hassane??® showed how
cyber-terrorist activities can disrupt digital markets, a concern for Nigeria as it seeks to expand
its tech sector. Strengthening cybersecurity regulations and public awareness is essential to

protect Nigeria’s burgeoning digital economy from cyber-terrorist threats.??:

The economic impact of cyber-terrorism extends to the diversion of resources toward
cybersecurity and recovery, straining Nigeria’s fiscal capacity. The government’s response to
cyber-attacks, including investments in forensic tools and training, competes with other
developmental needs, as seen in the budgetary constraints faced by NITDA.??2 The economic
costs of regulating digital platforms during security crises, a challenge Nigeria faces in balancing
cybersecurity with economic priorities.??® By fostering public-private partnerships and aligning
with international frameworks like the Budapest Convention, Nigeria can mitigate these

economic impacts, ensuring sustainable growth amidst the growing threat of cyber-terrorism.

4.4  Mitigation Strategies for Cyber-Terrorism in Nigeria: A Review of Existing Policies

and Frameworks

Nigeria’s primary legislative tool for mitigating cyber-terrorism is the Cybercrimes (Prohibition,
Prevention, Etc) Act of 2015, which criminalizes a range of digital offenses, including attacks on

critical infrastructure and cyber-enabled terrorist financing. Section 5 of the Act targets
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disruptions to essential services, providing a legal basis for prosecuting cyber-terrorist acts. The
Act also establishes the Cybercrime Advisory Council to coordinate responses, fostering
collaboration among agencies like the Economic and Financial Crimes Commission (EFCC) and
the National Information Technology Development Agency (NITDA).??* However, limited
funding and bureaucratic inefficiencies undermine the Council’s effectiveness, highlighting gaps
in Nigeria’s mitigation strategy. Internationally, the United States v. REvil Hackers??
underscores the importance of robust legal frameworks, a model Nigeria could emulate to

strengthen enforcement.

The National Cybersecurity Policy and Strategy of 2021, developed by the Office of the National
Security Adviser, complements the Cybercrimes Act by outlining measures to protect critical
infrastructure and enhance public-private partnerships. This policy emphasizes the adoption of
advanced cybersecurity technologies, such as intrusion detection systems, to counter threats like
those exposed in the 2022 Central Bank of Nigeria cyber-attack attempt.??®® The policy’s
implementation, however, is hampered by inadequate technical expertise, as evidenced where
delays in analyzing digital evidence prolongs prosecution.??” The UK’s R v. Tarik Hassane®?
illustrates the value of specialized cybercrime units, suggesting Nigeria could benefit from
similar structures to enhance its mitigation efforts. Strengthening capacity-building initiatives is

critical to operationalizing Nigeria’s policy framework effectively?2°.,
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Nigeria’s participation in regional and international frameworks, such as the ECOWAS Directive
on Fighting Cybercrime (2011) and the Budapest Convention on Cybercrime (2001), bolsters its
mitigation strategies by facilitating cross-border cooperation and information-sharing. These
frameworks enable Nigeria to collaborate with global partners to disrupt transnational cyber-
terrorist networks, as seen in EFCC’s partnerships with Interpol in Federal Republic of Nigeria
v. Olalekan Jacob Ponle (supra)?°, which targeted cyber-enabled terrorist financing. However,
Nigeria’s limited technological infrastructure restricts its ability to fully leverage these
frameworks, a challenge also noted in the global context of United States v. SolarWinds
Hackers?!. Scholars advocate for increased investment in digital forensics to enhance Nigeria’s
alignment with international standards.?*? Such investments would strengthen Nigeria’s ability to

mitigate cyber-terrorism effectively.

Despite these efforts, Nigeria’s mitigation strategies are constrained by fragmented institutional
coordination and weak public awareness of cyber threats. The Cybercrimes Act’s reliance on
multiple agencies, including the EFCC, NITDA, and Nigeria Police Force, leads to jurisdictional
overlaps, as seen in delayed responses to the 2020 #EndSARS disinformation campaign.?® The
comparative case of Twitter Inc. v. Union of India?** highlights the need for cohesive regulatory
frameworks to manage digital platforms during crises. Public awareness campaigns, though

mandated by the National Cybersecurity Policy, remain underdeveloped, limiting societal
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resilience against cyber-terrorism.?® Addressing these gaps through streamlined coordination

and robust public engagement is essential to fortify Nigeria’s mitigation strategies.

45 Towards a Comprehensive Cybersecurity Framework for  Nigeria:

Recommendations and Future Directions

To address the evolving threat of cyber-terrorism, Nigeria must develop a comprehensive
cybersecurity framework that integrates legislative reforms, institutional coordination, and
technological advancements. Amending the Cybercrimes Act of 2015 to include specific
provisions for cyber-terrorism, such as offenses related to digital propaganda, would enhance
prosecutorial precision, as demonstrated by the challenges in Federal Republic of Nigeria v.
Boko Haram Members?*®, where vague definitions delayed convictions. Establishing specialized
cybercrime courts, inspired by the UK’s model in R v. Anjem Choudary?®’, could expedite
adjudication and improve judicial expertise. Additionally, increasing funding for NITDA and the
EFCC to acquire advanced forensic tools would strengthen investigative capabilities, aligning
Nigeria with global standards like the Budapest Convention.?®® These reforms are critical to

creating a cohesive legal and institutional framework to counter cyber-terrorism.

Enhancing public-private partnerships and regional cooperation is essential for a comprehensive
cybersecurity framework in Nigeria. Collaborations with telecommunications companies, as seen

in limited successes during the 2022 Central Bank attack response, could be expanded through
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clear regulatory incentives to secure critical infrastructure.?®® Nigeria’s alignment with the
ECOWAS Directive on Cybercrime and the African Union’s Malabo Convention requires
operationalizing cross-border data-sharing, a strategy proven effective in United States v. Park
Jin Hyok?° which disrupted transnational cyber networks. Public awareness campaigns,
modeled on global initiatives, should be prioritized to educate citizens on cyber threats, reducing
vulnerabilities exploited during events like the 2020 #EndSARS protests.?*! These partnerships

would bolster Nigeria’s resilience against cyber-terrorist threats.

Future directions for Nigeria’s cybersecurity framework should focus on leveraging emerging
technologies and fostering a culture of innovation to stay ahead of cyber-terrorists. Adopting
artificial intelligence and machine learning for real-time threat detection, as recommended by
scholars, could enhance Nigeria’s proactive defenses, addressing vulnerabilities exposed in
Federal Republic of Nigeria v. Unknown Hackers?*?. Integrating blockchain technology for
secure financial transactions could mitigate risks of terrorist financing, drawing lessons from
global cases like United States v. REvil Hackers?*. By fostering research and development
through partnerships with universities and tech hubs, Nigeria can build a sustainable

cybersecurity ecosystem, ensuring long-term resilience against cyber-terrorism.?*4
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CHAPTER FIVE

SUMMARY, CONCLUSION AND RECOMMENDATIONS

5.1  Summary

This study provides a comprehensive analysis of cyber-terrorism in Nigeria, examining the
threats, vulnerabilities, and mitigation strategies. The findings offer valuable insights into the
complex and evolving landscape of cyber-terrorism in Nigeria, highlighting the need for a multi-

faceted approach to address this growing threat.

Summary of Key Findings:

1. Phishing attacks, malware infections, and denial-of-service (DoS) attacks are the most
prevalent cyber-terrorism threats in Nigeria.

2. Terrorist organizations are increasingly using social media platforms to spread
propaganda and recruit new members in Nigeria.

3. Nigeria's cyber-security posture is weakened by inadequate legislation, insufficient
investment in cyber-security infrastructure, and a lack of public awareness about cyber-
terrorism risks.

4. The lack of effective incident response mechanisms and cyber-security protocols
exacerbates the impact of cyber-terrorism attacks in Nigeria.

5. Public-private partnerships and international cooperation are essential for developing
effective mitigation strategies against cyber-terrorism in Nigeria.

6. Cyber-security awareness and education programs are critical for empowering citizens to

prevent and respond to cyber-terrorism threats.
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7. The development of comprehensive cyber-security policies and frameworks is necessary
for addressing the evolving threat landscape of cyber-terrorism in Nigeria.
8. Incident response teams and cyber-security emergency response plans are essential for

mitigating the impact of cyber-terrorism attacks in Nigeria.

5.2 Conclusion

This study has contributed to the existing body of knowledge on cyber-terrorism in Nigeria by
providing a comprehensive analysis of the threats, vulnerabilities, and mitigation strategies. The
findings of this study underscore the imperative of prioritizing cyber-security in Nigeria's
national security agenda, and highlight the need for a multi-faceted approach that involves
government, private sector, and civil society stakeholders. The study's analysis of the conceptual
framework of cyber-terrorism, as well as its examination of the empirical evidence, provides a
nuanced understanding of the complex and evolving threat landscape of cyber-terrorism in

Nigeria.

The threat of cyber-terrorism poses significant risks to Nigeria's critical infrastructure, economic
stability, and national security. The study's findings highlight the importance of developing
effective cyber-security measures that can prevent, detect, and respond to cyber-terrorism
attacks. The analysis also underscores the need for ongoing investment in cyber-security
infrastructure, human capacity development, and research and development. Furthermore, the
study emphasizes the importance of international cooperation and collaboration in combating

cyber-terrorism, given its transnational nature.

In conclusion, this study provides a comprehensive analysis of cyber-terrorism in Nigeria,

highlighting the threats, vulnerabilities, and mitigation strategies. The study's findings contribute
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to a deeper understanding of the complex and evolving threat landscape of cyber-terrorism in
Nigeria, and emphasize the need for a proactive and multi-faceted approach to addressing this
threat. The study's conclusions have implications for policy-makers, practitioners, and scholars,

and highlight the need for ongoing research and development in the field of cyber-security.

5.3  Contributions to Knowledge

This study contributes to the existing body of knowledge on cyber-terrorism in several ways:

Firstly, the study provides a comprehensive analysis of the conceptual framework of cyber-
terrorism, which sheds light on the complex and evolving nature of this phenomenon. The
study's examination of the empirical evidence on cyber-terrorism in Nigeria also contributes to a

deeper understanding of the threats, vulnerabilities, and mitigation strategies.

Secondly, the study fills a significant gap in the existing literature on cyber-terrorism in Nigeria,
which has largely focused on descriptive analyses of the phenomenon. This study's use of a
mixed-methods approach, combining both qualitative and quantitative data, provides a more

nuanced understanding of cyber-terrorism in Nigeria.

Thirdly, the study's findings contribute to a deeper understanding of the impact of cyber-
terrorism on critical infrastructure, economic stability, and national security in Nigeria. The
study's analysis of the vulnerabilities and mitigation strategies also provides valuable insights for

policymakers, practitioners, and scholars.

Lastly, this study's contributions to knowledge have implications for the development of
effective cyber-security measures, policies, and strategies that can prevent, detect, and respond to

cyber-terrorism attacks in Nigeria. The study's findings also highlight the need for ongoing
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research and development in the field of cyber-security, particularly in the context of developing

countries like Nigeria.

5.4 Areas for Further Studies

While this study has contributed to a deeper understanding of cyber-terrorism in Nigeria, there

are several areas that require further exploration:

Impact of Cyber-Terrorism on Critical Infrastructure: Further research is needed to examine
the impact of cyber-terrorism on critical infrastructure in Nigeria, such as the energy,

transportation, and financial sectors.

Development of Effective Cyber-Security Measures: Further studies are required to develop
effective cyber-security measures that can prevent, detect, and respond to cyber-terrorism attacks

in Nigeria.

Role of International Cooperation in Combating Cyber-Terrorism: Further research is
needed to examine the role of international cooperation in combating cyber-terrorism in Nigeria,

including the development of international frameworks and agreements.

Cyber-Terrorism and Human Rights: Further studies are required to examine the impact of
cyber-terrorism on human rights in Nigeria, including the right to freedom of expression and the

right to privacy.

Comparative Analysis of Cyber-Terrorism in Africa: Further research is needed to conduct a
comparative analysis of cyber-terrorism in Africa, including an examination of the threats,

vulnerabilities, and mitigation strategies in different African countries.
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Development of Cyber-Security Capacity in Nigeria: Further studies are required to examine
the development of cyber-security capacity in Nigeria, including the development of cyber-

security policies, laws, and regulations.

Impact of Cyber-Terrorism on Small and Medium-Sized Enterprises (SMEs): Further
research is needed to examine the impact of cyber-terrorism on SMEs in Nigeria, including the

development of effective cyber-security measures for SMEs.

55 Recommendations

Based on the findings of this study, the following recommendations are made:

1. The Nigerian government should develop a comprehensive national cyber-security policy
that addresses the threats, vulnerabilities, and mitigation strategies for cyber-terrorism.

2. The Nigerian government should establish a national cyber-security agency responsible
for coordinating and implementing cyber-security measures across the country.

3. Organizations and individuals in Nigeria should implement effective cyber-security
measures, including firewalls, intrusion detection systems, and encryption technologies.

4. The Nigerian government and private sector organizations should conduct regular cyber-
security awareness and training programs for citizens and employees.

5. The Nigerian government should develop public-private partnerships to leverage
resources, expertise, and funding to combat cyber-terrorism.

6. Organizations and government agencies in Nigeria should establish incident response
teams to quickly respond to and manage cyber-terrorism incidents.

7. Nigeria should develop international cooperation with other countries to share

intelligence, best practices, and resources to combat cyber-terrorism.
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8. The Nigerian government should develop cyber-security standards and guidelines for
organizations and individuals to follow.

9. The Nigerian government should provide funding for cyber-security initiatives, including
research and development, awareness and training programs, and incident response
teams.

10. The Nigerian government should establish a cyber-security research and development

center to conduct research and develop new cyber-security technologies and solutions.
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